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Abstract-This project achieves reliability goals associated with enterprise-class storage systems, redundancy will have to be 
distributed across the collection of nodes to tolerate both node and drive failures. Alternatives for distributing this 
redundancy, and models to determine the reliability of such systems, have been discussed in detail. Further, sensitivity 
analyses were made where selected parameters are varied to observe their effect on reliability. To perform partition and 
processing of large chunks of data, we make use of distributed computing, thus eliminating the duplication of resources at 
every node of computing and enable accessing the resources efficiently and provide cost efficiency. Distributed storage 
systems realized through networked storage nodes offer several advantages over monolithic systems. This project describes 
the problems and explores potential solutions for providing long term storage through the use of cloud services and its 
operating system thus our needs for hardware resources are reduced significantly, and also ensure protection from several 
hacking or network attacks. 
 
 
I. INTRODUCTION  
 
Cloud computing has revolutionized the information 
technology industry by enabling elastic on-demand 
provisioning of computing resources. Over the last 
few years, cloud computing has been presented as the 
next big wave of computing. “Cloud computing has 
the potential to generate a series of disruptions that 
will ripple out from the tech industry and ultimately 
transform many industries around the world,” says 
John Hagel, co-chairman of the Deloitte Center for 
the Edge, Deloitte’s Silicon Valley-based research 
center. In the simplest terms, cloud computing means 
storing and accessing data and programs over the 
Internet instead of your computer's hard drive. 
Therefore in cloud computing, all you need is to 
access your data or your programs over the Internet, 
or at the very least, have that respective data 
synchronized with other Information over the Net. 
Technically, Cloud computing is an updated version 
of utility computing which includes virtual servers 
delivered over the Internet. 
 
Cloud computing is an Internet-based technology 
through which information is stored in servers and 
provided as a service and on-demand to clients. 
Through cloud computing, firms will be able to rent 
computing power and storage from a service 
provider, and to pay on demand, as they already do 
for other inputs as energy and electricity. The 
proliferation of Cloud computing has resulted in the 
establishment of large scale data centers around the 
world containing thousands of computer nodes. 
Cloud computing relies on sharing of resources to 
achieve coherence and  economies of scale. At the 
foundation of cloud computing is the broader concept 
of  converged  infrastructure and services. The cloud 
also focuses on maximizing the effectiveness of the 
shared resources. Cloud resources are usually not 
only shared by multiple users but are also 
dynamically reallocated per demand. The most basic  

 
cloud-service model IaaS –Infrastructure as a Service 
is implemented and the providers of IaaS offer 
computers – physical or virtual machines – and other 
resources. IaaS clouds offer resources such as a 
virtual-machine  disk image library, raw (block) and 
file-based storage, firewalls, load balancers, IP 
addresses,  virtual local area networks (VLANs), and 
software bundles. 
 
The ever cheaper and more powerful processors 
together with Infrastructure as a Service computing 
architecture are transforming data centers into pools 
of computing service on a huge scale. Moving data 
into the cloud offers great convenience to users since 
they don’t have to care about the complexities of 
direct hardware management. The pioneer of cloud 
computing vendors, Amazon Simple Storage service 
(S3) and Amazon Elastic Compute Cloud (EC2) are 
both well-known examples. 
 
Our paper aims at enhancing the memory storage 
space and the defined processor speed using the 
various notable characteristics of cloud computing 
such as Agility, virtualization, multitenancy, 
reliability, scalability and elasticity. In cloud system, 
it is more advantageous for the individual users to 
store their data redundantly across multiple physical 
servers so as to reduce the data integrity and 
availability threats. Thus this paper throws light on 
Cloud based systems used for substantially improving 
the processing and sharing of network storage nodes 
by providing quick and easy access from any internet 
enabled device. 
 
Framework deployed for our project here is private 
cloud using IAAS model since the core of this project 
is to store the final analysis and with the help of 
virtualization, computation process becomes much 
faster. We describe the different configurations for 
achieving reliability in distributed storage systems, a 
node consists of a controller card, network interfaces, 
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a collection of disk drives, and associated power 
supplies. Apart from the disk drives and the network 
interfaces, all other major components are not 
duplicated. Thus, the node is inherently unreliable as 
the failure of any one of these components will result 
in node failure. This is especially significant where 
there are several tasks competing for data on the same 
disk, and thrashing can be reduced. We assume that 
the nodes in this system are enclosed entities that are 
not amenable to service actions. This implies a fail-
in-place philosophy where failed components within 
a node are not replaced. Specifically, in the case of 
failure of one or more disk drives within a node, the 
node will continue to operate with backup hard disks 
which contain the duplicate data such that overall 
performance is not reduced and in the mean time the 
server will be trying to fix the inoperable node. Also 
the elasticity of the cloud is used to check on its 
required use, thereby saving on unused memory from 
wastage. Also protection from several hacking or 
network attacks is ensured. 
 
II. SCOPE OF THE PROJECT 
 
This project presents a model to achieve reliability 
goals associated with high-end enterprise-class 
storage systems, redundancy has to be distributed 
across the collection of nodes to tolerate both drive 
and node failure. In this project, the reliability of such 
a system are modeled and the alternatives for 
distributing redundancy between the nodes are looked 
at in order to meet reliability goals of large-scale 
enterprise systems. The goal of this paper is to view 
redundancy requirements from a storage viewpoint. 
 
We assume that there is enough redundancy in 
switches and links so that reliability is limited by 
storage nodes and drives; that is, the interconnect 
fabric and topology is not a constraining factor in 
determining the overall reliability of the system. 
 
III. CLIENT SYSTEM 
 
Receiver: 
This module receives the file or data that the 
server system sends. 
Technique Used 
The concepts of node set and redundancy set for a 
storage system made up of networked storage nodes. 
The node set is the set of the N nodes in the system. 
A redundancy set is the set of nodes holding a data 
“object”. Data objects are stored across multiple 
nodes in such a system in order to meet requirements 
such as reliability (the focus of this project) and 
performance. Each data object constitutes exactly one 
‘stripe’ of data—that is, the redundancy elements 
(parity) can be computed entirely from this data. For 
a given data object, the set of nodes that contain the 
data and its corresponding redundancy (parity) 
elements constitutes a redundancy set. 

IV. CLOUD: REMOTE SERVER 
 
Receiver: 
This module receives the file or data that which the 
server system sends. 
 
Operating System Sharing: 
This module Shares Operating System (Linux Based) 
to the Nodes to save on memory. The memory 
storage is found to be more efficient and the type is 
secondary. 

 

 
Figure 1 Module description 
 
The system consists of a server which is connected to 
n nodes which run on a cloud operating system and a 
cloud computer. The server supervises the 
performance of the nodes. It splits the given tasks and 
allots each node with a task depending upon its 
hardware functioning. The server stores the reference 
of all the tasks which are also stored in the cloud 
server to achieve redundancy. The purpose of the 
server is not just to supervise the nodes but also to 
parallelize the given tasks to the nodes. The server 
assigns the tasks to the nodes with respect to its 
capability. The nodes receive the resources of the 
tasks from the server and start processing in parallel. 
After the execution is completed the results are sent 
back to the server which compiles the output. For 
storing the results in the nodes, the server checks for 
the nodes drive information and if there is no error it 
stores in the respective drive or else it stores in the 
cloud storage. 
 

 
Figure 2 Layout diagram 
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V. INPUT AND OUTPUT DESIGN 
 
Server Input: 
Server admin can share the file in the network by 
finding the active and inactive system or nodes in the 
network and place the file. Server has to select the 
drive to which the files have to be transferred. 
 
Server Output: 
Server admin can view the files that shared files are 
correctly placed in the selected rive or not. 
 
Client Input: 
Client user can search the file in the available drive. 
That file may be in popular nodes or rarely accessed 
nodes. 
 
Client Output: 
Which file the sender sends to drive or nodes that 
files had stored here. If that file is then send the 
acknowledgement to sender. 
 

Figure 3 Module diagram 
 
The Module diagram in figure 3 can be split into 
three modules namely i) The Server Module ii) Client 
Module iii) Secondary Server/Cloud Module. The 
Server has 6 pass phases, starting with the user login, 
after authentication process succeeds, the server 
receives and compilation of the data read is done and 
the node is selected to be sent. After a suitable node is 
chosen, it is transferred. Error check algorithms are 
done in this phase and the transfer acknowledgement 
is done by parity approval. The Client diagram has 
the login phase, the data is received and the task 
(computation is done) then the client just receives the 
data after the server process is done. The Cloud or the 
Secondary Server module is operated on IaaS basis 
and the file is received after several processing stages 
and the data is backed up in the cloud. This is the 
Module diagram. 

 
Figure 4 System design: Use case diagram 

 

 
Figure 5 Sequence diagram 

 
The Figure 5 describes the Sequence diagram. Here, 
the user gets to login into the system. The server 
processes and distributes the workload parallelly, 
Subjected to the availability of nodes. Thus, the 
required resources are retrieved by the corresponding 
nodes. Then, each node computes the task at hand 
and maximum throughput and performance is 
realized as all the nodes operate in a distributed 
computing fashion. Once all the computations are 
over, server receives the output from each node and 
compiles it in a systematized manner, further selects a 
node to check for its drive information and if it has 
enough capacity to store the output data, the data gets 
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stored in that node and a reference to the stored 
location is placed in the cloud storage point as well as 
in the server in case of node failure. If no node has 
sufficient capacity, then data gets stored directly in 
cloud thus resulting in no degradation of the nodes 
performance. 
 

 
Figure 6 Class Diagram 

VI. ADVANTAGES 
 

 The fail-in-place service model implies that 
storage capacity is initially over-
provisioned so that loss in capacity with 
subsequent failures can be tolerated.  

 We deal with the complexity of solving 
large Markov models in hierarchical models.  

 What we have presented may be used to 
determine redundancy configurations for a 
spectrum of reliability targets such as in 
systems that offer user-configurable goals.  

 
VII. FUTURE ENHANCEMENT 
 
In Future, we have developed a model that utilizes 
basic parameters such as disk drive bandwidth and 
network link speed to generate effective rebuild rates. 
System reliability as we have seen is impacted 
significantly by the rebuild rate; hence, obtaining a 
precise estimate using basic parameters ensures that 
the reliability results are accurate. The maximum 
number of drive failures tolerated by the internal 
RAID scheme has been reached. The region that 
encountered the sector error corresponds to a critical 
redundancy set between nodes. 
 
VIII. DATA AND GRAPH ANALYSIS 
 
The DFD depicts the flow of the data across the 
system. It is observed to follow the order of 
efficiency of Big O(n^3) for n=3 and it varies for 
more no. of n 
The below diagram best describes the efficiency of 
the project. n^3 + n^2 + n is in O(n^3). 
Proof:  set c = 3, N = 1. 
 
Big-Oh notation is usually used only to indicate the 
dominating (largest and most displeasing) term in the 
function. The other terms become insignificant when 
n is really big. 

Data Flow Diagram 
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CONCLUSIONS 
 
This project has developed effective reliability 
models for networked storage nodes based on 
Markov chains, which deal with the complexity of 
solving large Markov models in two different ways 
hierarchical models and recursive models. Using 
these methods admin can able to generate closed-
form parametric solutions that have broad utility. So 
it chose a specific reliability target in order to focus 
on a few redundancy configurations. However, the 
closed-form solutions that have presented may be 
used to determine redundancy configurations for a 
spectrum of reliability targets such as in systems that 
offer user-configurable goals. The reliability is 
constrained by disk drive bandwidth rather than 
network bandwidth if the link speed is 3 Gb/s or 
higher, resulting in no change in reliability at higher 
link speeds. 
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