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Abstract: In Cuba, as an important part of the migration process to open source software, we have created the Integrated 
Migration, Advice and Support Services Depart-ment (SIMAYS by its Spanish acronym) from the Open Source Software 
Center (CESOL) of the University of Computer Sciences. Researches from this depart-ment include the open source 
software migration of the telematic services. To support this part of the open source software migration applications are 
being developed, such as the Migration and Telematic Services Administration Tool (HMAST). HMAST provides 
functionalities for managing GNU/Linux servers through remote connections to them. After connecting to the servers, that 
the sys-admins want to manage, it is given the possibility to install and set different types of services according to their 
needs. Within telematic services are the request and response services that make use of the Hypertext Transfer Protocol 
(HTTP). These services are offered by web servers, which are assigned the responsibility to publish content in the form of 
hypertext, web pages or HTML pages (Hyper-Text Markup Language). The general objective of this research is focused on 
developing a module for HMAST to manage web servers. During this research a study of the different web servers is 
performed, concluding that Apache 2 is the ideal webserver to manage the HMAST application. The use of different 
technologies and the software development methodology used to guide the process are also documented. 
 
Indexterms : free technologies, GNU/Linux, strategy, migration, web servers. 
 
I. INTRODUCTION 
 
The University of Computer Sciences (UCI by its 
Spanish acronym) was created in the middle of 2002, 
currently has fourteen software development centers 
specializing in different profiles and research, mainly 
related to education, health, industry and migration to 
open source platforms. Being the last one of the 
guiding principles in Cuba right now, it has relevance 
concerning aspects related to technology, security and 
economy. 
 
The use of open source software represents not using 
licensed software products which require the approval 
of its creators for its use. It means development in a 
collective and cooperative fashion, with the aim of 
benefiting the entire community. Its use does not 
imply additional expenses for changing the software 
platform. It is functional on the same hardware 
available in the country. It allows adapting to 
application contexts, having its source code, which 
ensures a higher percent of effectiveness in addition 
to the correction of its programming errors and 
obtaining updates and new versions (Paumier, 2008). 
For these reasons there is an imminent need for the 
creation of a continuous and organized process to 
migrate to open source software platforms. 
In Cuba, as an important part of the migration process 
to open source software we have  the Integrated 
Migration, Advice and Support Services 
Department(SIMAYS by its Spanish acronym) 
belonging to the Open Source Software Center 
(CESOL) of the University of Computer Sciences. Its 
mission is to provide customers with an efficient 
migration service in the shortest possible time, aiming 
at optimizing the technological infrastructure with the 
best return on investment. Its research is conducted in  

three key areas: developing strategies, guidelines and 
migration plans; supporting tools to the migration 
process; migration of telematic services and desktop 
applications. To support migration, applications are 
being developed such as the Cuban Open Source 
Migration and Telematic Services Platform   
Administration Tool (HMAST). 
 
Within telematic services are request and response 
services that make use of the Hypertext Transfer 
Protocol (HTTP), which belong to the application 
layer reference model of Open Systems 
Interconnection (OSI). These services are offered by 
web servers, which are assigned the responsibility to 
publish content in the form of hypertext, web pages 
or HTML pages (HyperText Markup Language), 
which are stored on virtual hosts and accessed by 
users. On a single server there can be a considerable 
large number of virtual hosts.In some cases the 
manual administration of these can be a tiresome task 
for network administrators.  
 
HMAST provides functionalities for managing 
GNU/Linux servers through remote connections. 
After connecting to servers which have the ability to 
install and set different types of services according to 
the needs of the system administrators.  
It consists of a base system that allows managing 
users, scheduled tasks and services. This tool is in its 
first version, and has modules to manage dynamic 
setting services of IP addresses, MySQL and Postgres 
databases, domain names systems with Bind9, 
monitoring systems with Nagios, among others. 
However, HMAST also needs to manage web 
servers. Therefore, in this research the general 
objective is focused on developing a module for 
HMAST to manage web servers. 
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II. CONCEPTS 
 
To achieve a better understanding of the terms used 
in this paper, it is important to know the concepts 
presented below: 
 
Telematic services: are those that, using as support 
basic services, allow the exchange of information 
between terminals with protocols established for 
opened interconnection systems (Aya, 2011). 
 
Protocol: set of rules that allow the exchange of 
information between two devices or elements of the 
same level. Apart from that, they coordinate methods 
and processes for the detection and correction of 
errors (Mayor, 1993). 
 
HTTP: protocol for the control of data transfer on the 
World Wide Web, providing a way to deliver 
graphics, videos, images, hypertext or other data on 
the web. 
 
Web server: program that processes any server-side 
application performing bidirectional connections 
and/or unidirectional and synchronous or 
asynchronous with the client creating or giving an 
answer in any language or application client side 
(Gregory, 2011). While the word server is commonly 
used to refer to a computer with server software 
installed, strictly speaking, a server is software that 
allows performing the functions previously described.  
 
A web server is always waiting for HTTP requests 
made by the user using an HTTP client, which is 
generally known as a web browser. It is responsible 
for answering these requests properly, resulting in the 
delivery of web pages, hypertext or HTML pages, 
which are interpreted by the client and displayed to 
the user in the appropriate format. It also provides 
resources using HTTP or HTTPS protocols, a secure, 
encrypted and authenticated HTTP version. 
 
Multiprocessing modules (MPM): are in charge of 
handling requests in Apache 2, as well as responsible 
for connecting with the network ports on the 
machine, and also accepting requests and generating 
children processes to handle the requests. 
 
Directives: are variables stored in the setting text file 
to alter and control the operation of Apache in time of 
performance according to their values and after 
restarting the server process. 
 
Server PC: computer with an installed server 
software. 
 
III. SELECTION OF A WEB SERVER 
 
To select the web server to use, first the different 
characteristics Cuban companies or institutions have 

in terms of aspects related to content hosting to 
publish in a web server should be considered, such as: 
 

•  Amount of content to be published: The 
amount of content to publish may vary from 
one company to another, which in some cases 
can become a very large number. 

• IP addresses assigned: The server PC can be 
assigned one or several IP addresses. 

• User Access: Depending on the company and 
purpose of the published content, the number 
of users accessing it can vary considerably. 

• Handling requests: Each company may need to 
manage the handling of requests belonging to 
the connection to a website differently, with 
the goal of achieving greater efficiency in this 
process. 

•  Necessary functionalities for the 
administration: For each virtual host 
management functionalities offered by the 
server, varying for every virtual host 
depending on the characteristics of the 
published content should be included. 

•  Knowledge of the administrators: 
Administrators of telematics services may not 
have a high level of knowledge about server 
administration being affected in these cases the 
use of all the advantages or features offered 
therein. 

 
There are currently several web servers such as 
Microsoft-IIS, Apache, Nginx, LiteSpeed, Google 
Servers, Tomcat, Lighttpd, IBM Servers, Yahoo 
Traffic Server, Jetty, AOLserver, Roxen and 
Caudium. Some are used much more than others 
because they have distinctive features that make the 
difference at the time to select them. Information on 
the use of web servers is provided by some sites 
specialized in giving statistics of different 
technologies on the web.  
 
One example is the site of the British company 
Netcraft that performs monthly measurements of use. 
According to the report of February of the last year, 
the three most used web servers are Apache, 
Microsoft IIS and Nginx (Netcraft, 2014). 
 
On the other hand, Web Technology Surveys 
(W3Techs) also provides daily statistics on the 
percentage of websites that use a certain web server. 
On February 12th, 2015 Apache, Microsoft IIS and 
Nginx were the three most used web servers 
(W3Techs, 2014). 
 
Once the statistics were analyzed in both reports, it 
concluded that the two most used open source web 
servers were Apache and Nginx. A comparison was 
made between them referring to both similarities and 
differences of the most important characteristics, as 
shown in the following table: 
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Table 1: Comparison of Nginx and Apache 2 web servers 

 
 
Nginx and Apache are similar in being multiplatform 
and support virtual hosts based on name and/or IP-
based virtual hosts. However they differ in several 
aspects such as handling requests, modules system, 
documentation support and statistics of use.  
 
Therefore, it was decided to select Apache 2 as a web 
server due to the advantages it has over Nginx. The 
selection was made taking into account that the 
characteristics of Apache fit and meet the needs of 
companies and institutions in which the module to 
develop is going to be used, thus allowing proper 
management. 
 
IV. ADMINSTRATION AND OPERATION OF 
APACHE 2 
 
Apache is an open source, robust, flexible, fast and 
efficient web server, it is frequently updated, adapted 
to new protocols and implemented collaboratively. It 
is also characterized by being multiplatform, having 
great documentation support and makes use of MPM 
modules for handling requests. The modules can be 
dynamically enabled and disabled with the execution 
of a command and after restarting the server process.  
 
It is also one of the first web servers to support IP -
based virtual hosts and/or name-based virtual hosts. It 
can be working with hundreds of client websites from 
a single server. 

A. Administration 
The Apache server does not have a graphical user 
interface for its administration. It is about a simple 
setting file called apache2.conf or httpd.conf, 
depending on the operating system.In this case it is 
apache2.conf because the systems to be used are 
Ubuntu or Debian. One can move parts of the Apache 
setting to different files. One example is to isolate the 
setting of each virtual host in a separate file for each, 
or distribute different physical location settings to 
smaller and easier to handle separate files that are 
directly located at such locations. There is no need to 
concentrate all the settings in one large file. This will 
prevent the main setting file apache2.conf from 
reaching too big a size and therefore more complex to 
manage (Kabir, 2003). All settings regarding Apache 
are in the /etc/apache2 directory. 
Setting is done through directives and sections. The 
directives have the following structure: 
NameOfDirectiveValueOfDirective. It is applied to 
all pages of the server but if you want some of them 
to be applied to pages, specific folders or files, you 
will have to use the setting section. 
Before making any change in the main file, it is 
convenient to make a backup of it because if Apache 
finds an error in the setting, it will not start. This may 
include different setting files using the Include 
directive. 
The setting files contain two types of information: 
comments and directives. The lines beginning with a 
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# character are treated as comment lines and are 
ignored by the server when analyzing the file. 
Excepting these and the blank lines, the remaining 
lines are treated as complete or partial directives. 
Every time a change is made it is necessary to restart 
or reload Apache 2 for the changes to take effect. 
Some patterns are general for the server. Meanwhile, 
others can be set independently for every set of files 
or for a specific virtual server. 
Apache setting is divided in three main sections, 
though every directive can be mixed or disordered. 

•  Section 1: Global Environment. Describes the 
general server performance. It includes 
parameters such as ports, MPM and 
connections management, in some cases the 
main file contains settings and in other cases 
the path to another file. 

•  Section 2: Primary Server. The main server 
setting is described, which is the basis on 
which the virtual hosts are built. The setting is 
contained in the main file. 

•  Section 3: Virtual Hosts. More than one virtual 
host can be located on the same server, each in 
a separate setting file. In the main file there is 
the path to the directory containing all these 
files. 

 
B. Functioning 
Apache carries a default website that is the basis on 
which the virtual hosts are built. It is called a primary 
server. Virtual hosts inherit settings from it, which 
leads to a much more manageable virtual host setting. 
As previously mentioned, Apache supports name-
based virtual hosts and/or IP-based virtual hosts. 
A server PC can be assigned one or more IP 
addresses, and each IP address can hear through a list 
of specific ports and also for all of them, that are 
represented in the setting by the asterisk symbol (*). 
Each IPaddress: port combination can be assigned an 
IP-based virtual host or a list of name-based virtual 
hosts. 
An IP-based virtual host refers to the allocation of a 
single virtual host to a unique IPaddress: port 
combination, so this IP address listening on that port 
would have associated a single root directory. On the 
other hand, a list of name-based virtual hosts refers to 
the allocation of multiple virtual hosts to a unique 
IPaddress: port combination, where this IP address 
listening on that port would have associated a root 
directory for each virtual host. The difference of this 
type with the previous one is that to create a list of 
name-based virtual hosts it must be specified a 
NameVirtualHostIPaddress: port directive in the file 
/etc/apache2/ports.conf, explaining that for that pair 
there are several Name-based virtual hosts. 
There can also be virtual hosts assigned to all IP 
addresses, that in the setting just as in the ports, is 
represented by the asterisk symbol (*). In the specific 
case of the combination of all the IP addresses with all 
ports (*:*), when it is assigned more than one virtual 

host is not necessary to specify the NameVirtualHost 
directive. For each IP address assigned to the machine 
(including all) containing a virtual host, it would 
correspond a logical storage structure as shown in 
Picture 1. 
 

 
Figure 1: Logical storage structure of the virtual hosts in 

Apache 2. 
 
The same virtual host can be assigned to different 
ip_address: port combinations. In this case, although 
in the directory where the setting files for each virtual 
host are saved, the host appears just once, in the 
logical storage structure it is stored in each 
combination to which it is assigned. 
When initiating Apache 2, a list for each IPAddress: 
Port combination is generated and inserted into a hash 
table. If this combination is used in a 
NameVirtualHost directive the list contains all name-
based virtual hosts corresponding to it. Otherwise, if 
the combination is used in a NameVirtualHost 
directive but has no allocated hosts, the directive is 
ignored and a mistake is registered. For IP-based 
virtual hosts the list in the hash table is empty. 
When a request gets to the server, a search of the 
virtual host that must attend is made, carrying out 
several steps. In the absence of coincidences between 
the IP address and/or port of the request with the 
assigned virtual hosts, the request will be handled by 
the main server. 
 
V. MATERIALS AND METHODS USED 
 
A  Methods 
For the development of the research the Analytical-
Synthetic scientific method was used because it 
allowed the study of different bibliographic sources. 
It allowed, as well, the collection of the most 
important elements related to Web servers in general 
and those of open source. Summaries were also made 
of assessments of relevant concepts related to this 
topic and with the management of web servers. 
The theoretical modeling method was also used 
because abstractions were created with the aim of 
explaining reality. Clear representations of 
understanding were made about the logical storage 
structure of a virtual host and how the virtual host is 
selected that should handle a request in Apache 2. In 
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the context of the proposed module design the 
package diagram was modeled. 
B Software Development Methodology 
The use of SXP software development methodology, 
which is a hybrid of agile methodologies that take the 
best practices of SCRUM and XP methodologies, 
apart from considering the university quality 
guidelines is proposed. By applying this methodology 
a team management style is accomplished so that 
progress will be always measured and the work will 
be done efficiently. It is characterized by rapid or 
extreme programming, having the end user as part of 
the team, being one of the requirements for the 
success of the project. 
It consists of 4 main phases: Planning-Definition 
where vision is established, expectations are set and 
financing of the project is done; Development in 
which the system implementation is done until it is 
ready to be delivered; Delivery is responsible for 
starting up and Maintenance is where the support for 
the customer is made (Peñalver, 2008). 
C Tools And Technologies To Use 
For the development of the proposed module the use 
of the following tools and technologies were defined:  
─ Spring 3.1.1 as development framework,  
─ Java as programming language,  
─ Netbeans 7.2.1 as Integrated Development 

Environment,  
─ Visual Paradigm 8.0 for UML as case tool,  
─ RapidSVN as version control system,  
─ Pencil 2.0.3 for graphic design and  
─ Augeas 0.0.2 for editing GNU/Linux system 

setting files. 
D Design Patterns 
To develop the module the following GRASP 
(General Responsibility Assignment Software 
Patterns) were used: 
Creator: It is shown in the Application layer when 
converting DTO type classes to entities, as instances 
of the entities are created due to the DTO classes 
containing the initialization data of them. The same 
happens in the conversion of entities to DTO. 
Expert: The main application of this pattern is that 
each layer has a goal and an assigned responsibility, 
the layer being only responsible for implementing it. 
Loose Coupling: Injections of units provided by the 
Spring framework, allow the use of this pattern in the 
system. The objects do not create or seek their 
dependencies but these are given to the object. 
High Cohesion: Cohesion is a measure of how 
focused are the responsibilities of a class. It can be 
seen in the module in the part of validations, where in 
the entities were made validations related to their 
attributes and those no longer depending on it were 
done in service, ensuring not to do a tremendous job. 
E Architecture 
The module has a domain oriented N-layer 
architecture, which is used in HMAST. It is divided 
into five components or packages: Presentation, 
Application, Domain, Persistence and Transversal 

Infrastructure, as shown in Picture 2. The interaction 
between them is done through interfaces and using 
dependency injections. In this research the 
implementation of four layers is presented, not 
including in this first stage of development the 
Presentation layer that is responsible for the visual 
interface. In the layers of Application, Domain, and 
Persistence a package with everything related to the 
module is included. The package corresponding to the 
Transversal Infrastructure layer will contain all the 
reusable classes. 
 

 
Figure 2: Architecture of the proposed module. 

 
The Application layer is responsible for making calls 
to lower layer services (Domain). The services 
published (application services) are responsible, for 
instance, for adapting the information given to the 
domain service requirements. In this layer there are 
also trace operations, security, sending emails, when 
they are not strictly part of the business. 
The Domain layer is the main theme of the 
application, its components depend only on the 
Transversal Infrastructure Layer. It implements 
domain logic (business rules), and it is also 
responsible for the validation. Apart from that, it 
defines data persistence interfaces (repository 
contracts) but does not implement them. Its 
components are not linked to specific technologies. 
The Persistence layer has the responsibility to contain 
the necessary code to keep data. The main 
components of the layer are the repositories, which 
are classes that implement the defined repositories 
contracts in the Domain layer. 
The responsibilities of the Transversal Infrastructure 
layer are given to promote the reuse of code, it 
contains security operations, authentication, system 
monitoring, reusable persistence mechanisms, generic 
validators and all operations that can be called from 
other layers. 
 
RESULTS AND DISCUSSION 
 
The module allows remote administration of Apache 
2 on different PC servers. The three Apache 2 setting 
sections could be managed, where the the global 
environment setting affects both the main server and 
the virtual hosts, either name or IP based. It also 
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facilitates better understanding by users to manage 
virtual hosts because it shows in detail their logical 
storage structure, see on Picture 3 the main 
management interface for virtual hosts. 
 

 
Figure 3: Non-functional prototype for managing virtual hosts 

assigned to Apache 2 interface. 
 
The module has such functionalities as: 
Manage virtual hosts assigned to Apache 2: The 
software will allow the user to display, add, delete, 
modify, enable and disable virtual hosts. To display, 
first the IP address is selected from which the user 
wants to list the assigned virtual hosts, this can be a 
specific address or all of them (*). The list will be 
displayed with all existing virtual hosts grouped by 
listening ports being marked enabled. For adding, the 
parameters are divided into four groups: General, 
Index files, Alias directory and access permissions, 
see Picture 4. Thus, the user can manage aspects such 
as general settings, Apache server files as an index 
for the virtual host root directory, aliases assigned to 
directories and access permissions assigned to files or 
directories. 
 

 
Figure 4: Non-functional prototype for for adding a Virtual 

Host. 
 
Managing Apache 2 states: Allows handling states of 
Apache 2 server performing different actions like: 
install, start, restart, stop and reload. When accessing 
the module if the server is not installed, it could be 
installed and then managed, where the main interface 
will allow the management of virtual hosts. 
Modify ports for connections in Apache 2: It will 
allow modification of the ports used by Apache 2 for 
connections. The changes on the ports used for 
connections in Apache 2 will be done implicitly when 

all changes are saved, once completed the 
management of all virtual hosts. All ports assigned to 
a virtual host will be added, just in case they are not 
on the list of Apache 2 ports. 
Specify modules to use in Apache 2: All existing 
modules in Apache 2 are listed, allowing any mark if 
you wish to enable or uncheck otherwise. 
Specify parameters in the main server Apache 2: 
Some parameters in the main server Apache 2 are 
shown and modified such as: email address of the 
administrator, server version information and error 
register file. 
Specify parameters in the Apache 2 MPM prefork: it 
allows displaying and modifying the setting 
parameters belonging to prefork MPM which are: 
number of child processes created on startup, 
minimum number of inactive child processes, 
maximum number of inactive child processes, 
maximum number of child processes that can be 
created and maximum number of requests a child 
process will handle during its existence. This module 
creates a group of child processes to handle requests. 
Each child process has a single thread, so if Apache 
starts 20 child processes, it can handle 20 requests 
simultaneously. The maximum and minimum of child 
processes are configurable parameters, allowing 
Apache to adapt to the capacities of the server PC and 
also set up a maximum load. Within these maximum 
and minimum parameters the server generates more 
or less processes based on the current workload. 
Specify parameters for handling connections in 
Apache 2: Allows the user to display and modify 
parameters for handling connections in Apache 2 
such as: time Apache will wait before closing the 
connection, status of the use of persistent HTTP 
connections, time the server will wait for subsequent 
requests on persistent connections and number of 
requests allowed per connection. 
 
CONCLUSION 
 
The results obtained show that the development of the 
module for managing Apache 2 in the Tool for 
Management and Migration of Telematic services 
ensures management of web servers to fit in different 
companies and institutions where it is used, 
facilitating making virtual hosts assignments to IP 
addresses efficiently and allowing in the running time 
to specify the use of the necessary modules as well as 
to adjust parameters for handling requests according 
to the objective of the company that is going to use it 
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