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Abstract: Recently, Zhao et al. proposed an efficient fault tolerant group key agreement protocol.In this paper, we show that 
the fault detection technique of their protocol has a security flaw. We prove that a malicious member of the group can easily 
frame an honest participant such that when the fault detection is executed, then the honest member will be marked malicious 
and get excluded while the malicious participant can remain in the group. We then propose an improvement to overcome this 
attack. 
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I. INTRODUCTION 
 
Due to technological advances in computer networks, 
group communications have become increasingly 
popular. However, in transmitting information over 
open channels such as the Internet, messages should 
be encrypted to safeguard against security threats 
such as eavesdropping, message forgery or 
impersonation of participants. Therefore, a 
cryptographic protocol must be employed to establish 
a common key among the group members such that 
malicious behavior can be detected. 
 
The cryptographic primitive dealing with this 
problem is called a group key establishment protocol. 
There are two kinds of group key establishment 
protocols: group key distribution and group key 
agreement. In group key distribution protocols, there 
is a trusted entity who is responsible for generating 
and distributing the group key while a group key 
agreement protocol involves all participants 
cooperatively establishing the key. The security in 
group key distribution protocols might be 
circumvented by a malicious chairperson, for 
example by sending afaulty key to some participants 
but group key agreement protocols do not have this 
drawback.The first key agreement protocol that 
enabled two participants to establish a common key 
using their own secret information and some other 
publicly exchanged information was proposed in 
1976 by Diffie and Hellman [1]. The security of the 
scheme was based on the discrete logarithm problem 
and it was not suitable for groups of users. In 1982, 
Ingemaresson et al. [2] proposed the first conference-
key establishment protocol that enabled a group of 
participants to establish a common key. 
 
A group key agreement may suffer from malicious 
attacks for example a malicious participant attempts 
to disrupt the establishment of the conferencekey, 
other honest participants will be unable to compute 
the same conference key, and thus will be unable to 
identify the malicious participant. To overcome this 
drawback, fault-tolerant GKA protocols [3-

10]Weredevelopedto assure that all malicious 
participants are excluded from the set of participants 
and that no honest participants are excluded. 
Tzeng[5] proposes a polynomial-based method to 
realize fault-tolerance which requires that each 
participant create 푛푛-power polynomials, where 푛 is 
the number of participants, this process results in 
massive computational cost. Also in 2004, Yi [11] 
pointed out that Tzeng’s protocol might suffer from a 
different subkey attack. Tseng [8] proposes a 
communication-efficient GKA protocol that enjoys 
the fault-tolerance and forward secrecy with a 
constant message size and round efficiency. The 
recent result is given by Huang et al.[4], their 
protocol can filter out malicious participants at the 
beginning of the key agreement process and with 
lower computational cost than Tseng.Zhao et al. [12] 
proposed a fault-tolerant GKA protocol named 
efficient GKA (EGKA) with lower computational 
cost and average communication cost than all three 
fault-tolerant GKA protocols mentioned in [5,8,4]. 
However, (EGKA) suffers from a weakness such that 
it is possible for an honest group member to be 
marked as malicious and get excluded. In this paper 
we prove that if a malicious participant 푈  publishes 
the value of only one honest participant 푈  
dishonestly, 푈  is detected as malicious and while 푈  
can remain in the set of honest participants. Then we 
improve the scheme such that remove this fault. 
The rest of this paper is organized as follows. In 
Section 2, a brief review of (EGKA) scheme is 
presented. The details of the weakness will be 
described in Section 3. Then, in section 4 we improve 
(EGKA) and finally, conclusions are given in the next 
section. 
 
II. REVIEW OF ZHAO ET AL.'S SCHEME 
 
In this section, we briefly review the (EGKA) 
protocol [12] which is composed of five phases.It is 
assumed that (EGKA) will run in a static network 
where authorized group members are determined in 
advance.We first introduce notations that will be used 
throughout the paper. 
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2.1. Registration phase 
 

 
 
2.2. Sub-key distribution and commitment phase 

 

 
 
2.3. Sub-key recovery and verification phase 
 

 

Now, at the end of this phase, if we have 푣 =
푓푎푖푙푢푟푒, then the group executes the fault detection 
phase. However, if all group members are honest, i.e. 
we have 푣 = 푠푢푐푐푒푠푠 for all 푖and 푗, the participants 
directly execute the key computation phase. 
 
2.2. Fault detection phase 
 
This phase is run if there are 푖 and 푗 such that 
푣 = 푓푎푖푙푢푟푒. In this case there are two possibilities: 
1. 푣 = 푓푎푖푙푢푟푒 and 푈  is the real malicious 

participant, 
2. 푣 = 푓푎푖푙푢푟푒and푈  is the malicious 

participant. In this case, 푈  tries to cheat 
honest participants into excluding the honest 
participant 푈 . 

In order to detect the real adversary, the following 
procedure is proposed in [12]: 

Participants wait for 푈  to send them the 
fault detection messages 푅 and 퐾 . If no one can 
receive this information from 푈  in a valid period, 
then 푈  is detected as a malicious participant, 
otherwise the group proceeds as follows: 
Each participant 푈 	(푘 ≠ 푖) performs the following 
steps: 
 

 
The malicious participants are then excluded from the 
group and the protocol is restarted. 
 
2.5. Session key computation phase 
 
Suppose that the set 푈′ = {푈 ′ ,푈 ′ , … ,푈 ′

′ } is the set of 
honest members. Now, the conference key 푆퐾 is 
computed as 푆퐾 = 퐾′ + 퐾′ + ⋯+ 퐾 ′

′  by each 푈  
and the sub-keys {퐾 } ′  are destroyed. 

 
III. HOW TO FRAME UP HONEST 

PARTICIPANTS IN (EGKA) 
 
In this section, we show that the fault detection phase 
as proposed in [12] has a security flaw such that it is 
possible for an honest group member to be marked as 
malicious and get excluded from the group. We prove 
that a malicious participant 푈  can easily cause an 
honest participant 푈  to broadcast 푣 = 푓푎푖푙푢푟푒. 
However, when the fault detection is executed, then 
(honest) 푈  will be marked malicious while 
(malicious) 푈  can remain in the set of honest 
participants. 
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IV. IMPROVED FAULT DETECTION FOR 

(EGKA) 
 
In this section, we improve fault detection phase of 
(EGKA) so that the framing attack would not take 
place. The idea is that when 푣 = 푓푎푖푙푢푟푒, then in 
fault detection phase, we should check values of both 
푈  and 푈  to detect the malicious participant. The 
details are as follows. 
Each participant 푈 (푘 ≠ 푖) performs the following 
steps: 

. 

Now, it is easy to see that the framing attack 
described in Section 3 does not work with the 
improved version. 
 
CONCLUSIONS 
 

In this paper, we show that the (EGKA) 
protocol from Zhao et al. is such that it is possible for 
an honest group member to be marked as malicious 
and get excluded from the group. We then propose an 
improvement to overcome this security weakness. 
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