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Abstract— The session based symmetric key Cryptographic Technique using Digital Logic concept has been proposed in 
this paper and the technique is termed as CTDL. The proposed technique consider the plain text as a stream of finite number 
of binary bits and divided it into blocks with different lengths. In each block, bit positions are changed using the concept of 
logical Ex-OR or Ex-NOR operation to generate the encrypted block. Cipher text is generated from these encrypted blocks. 
A session based key is generated using the values of block length and the type of digital logic operation used for particular 
blocks. Results are computed using twenty files with different sizes and types to compare CTDL with standard symmetric 
key cryptographic techniques Triple-DES (168bits) and AES (128bits) with respect to the Encryption and Decryption times, 
Avalanche and Strict Avalanche values, Chi-square values and some other statistical measures like median, mode, standard 
deviation and correlation coefficient.  
  
Index Terms—AES, CTDL, Session based symmetric key cryptography, Triple-DES.   
 
I.  INTRODUCTION  
 
Information security is the process of keeping 
information secure. In modern era computers are 
connected through internet, so the field of 
information security has grown and evolved 
significantly. As security techniques continue to 
mature, there is an emerging set of cryptographic 
techniques always [1-10]. The efficient encryption 
schemes were designed and implemented and also 
broken subsequently over time.  The proposed 
technique CTDL is a symmetric key cryptography. 
The technique considers the input file as a binary bits 
stream. The bits are chopped into manageable size of 
blocks with variable length. Either Ex-OR or Ex-
NOR operation performed randomly within the bits 
of these blocks to generate encrypted block. Cipher 
text is generated from these encrypted blocks. A 
session key is generated from the information of 
block length and the type of operation performed to 
that particular block. The plain text is regenerated 
from cipher text using the session key information.   
 
II. TECHNIQUE   
 
CTDL takes the input file as a stream of binary bits. 
The binary bits are chopped dynamically into 
manageable size of blocks. For encryption either Ex-
OR or Ex-NOR operations, decided randomly, are 
performed between the bits of any particular block. 
The first bit of encrypted block is same as the original 
block. To get the other bits say ith bit of encrypted 
block, the ith bit of original block is Ex-OR-ed or Ex-
NOR-ed with (i-1)th bit of that block. Block length 
and the corresponding operation are session 
dependent and these generate the session key for one 
time use. Cipher text is generated from the encrypted 
blocks. For decryption the cipher text is considered as 
a stream of binary bits. The binary bits are split into 
manageable size of blocks depending on session key  

 
information. To generate the decrypted block the first 
bit of decrypted block is same as the encrypted block. 
For next ith bit of decrypted block, ith bit of encrypted 
block Ex-OR-ed or Ex-NOR-ed with the (i-1)th bit of 
decrypted block. Decrypted block regenerates the 
plain text.  
 
A.  Encryption Algorithm   
Step 1: The plain text i.e input file is considered as a 
finite number of binary bits.  
Step 2: The bits are chopped dynamically into 
manageable sized blocks of variable length like 8 / 16 
/ 24 / 32 / 40 /…. [8n for n Ԑ N, Set of natural 
numbers] as follows.  
First n1 no. of bits is considered as x1 no. of blocks 
with block length y1 where n1 = x1 * y1. Next n2 no. 
of bits is considered as x2 no. of blocks with block 
length y2 where n2 = x2 * y2 and so on. Finally nm 
no. of bits is considered as xm no. of blocks with 
block length ym (= 8) where nm = xm * ym. So no 
padding is required.  
Step 3: Type of operation (Ex-OR / Ex-NOR) for any 
particular block is decided dynamically. The first bit 
of encrypted block is same as the original block. To 
get the other bits say ith bit of encrypted block, the ith 
bit of original  
block is Ex-OR-ed or Ex-NOR-ed with (i-1)th bit of 
that block.  
Step 4: Converting the encrypted block to its 
corresponding characters, the cipher text is formed.   
 
B.  Decryption Algorithm   
Step 1: The cipher text is considered as a finite no of 
binary bits.  
Step 2:  Processing the session key the binary bits are 
sliced into manageable sized blocks.  
Step 3: Type of operation (Ex-OR / Ex-NOR) for any 
particular block depends on session key information. 
The first bit of decrypted block is same as the 
encrypted block. For other bits say ith bit of decrypted 
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block, the ith  bit of encrypted block is Ex-OR-ed or 
Ex-NOR-ed with (i-1)th bit of decrypted block.  
Step 4: The plain text is formed converting the 
decrypted block to its corresponding characters.   
 
C.  Generate Session Key  
CTDL generates a session key for one time use in a 
particular session. The input binary bit stream is 
divided into 16 portions where 1st portion contains 
20% of total file size, 2nd portion contains 20% of 
remaining file size and so on. Each portion is divided 
into x no. of blocks with block length y (=8n). The 
value of n is selected dynamically for first fifteen 
portions.  Finally last (i.e. 16th) portion is divided 
into x16 no. of block with block length 8 bits (i.e. y16 
= 8).  
So no padding is required. Total length of the input 
binary string is = x1*y1 + x2*y2 + …….. + x16*y16.  
Each portion follows either Ex-OR or Ex-NOR 
operation which is determined dynamically for any 
particular session. The value of block length for each 
sixteen portions along with type of operation for each 
portion is stored as character in the key file. So the 
key file contains thirty two characters.  
 
III. EXAMPLE   
 
Let us consider the word “ma”. The 8 bit 
representation of the above characters ‘m’ and ‘a’ are 
‘01101101’ and ‘01100001’ which are taken from 
MSB to LSB into a block of length 16 or 8 randomly. 
The operation Ex-OR and Ex-NOR is decided 
dynamically. The first bit of encrypted block is same 
as original block. From next bit, the ith bit of original 
block is Ex-OR-ed or Ex-NOR-ed with (i-1)th bit of 
that block  to find the  ith bit in encrypted block. So 
four possible situations are as follows:   
 
Case I: If block length is 16 and operation type is Ex-
OR then encrypted stream be  
‘0101101111010001’. Two 8 bits binary numbers  
‘01011011’ (=*91+10) and ‘11010001’ (=[209]10)  
are formed from the above encrypted string and the 
corresponding characters are ‘*‘ and ‘Ñ’ respectively. 
So the word “ma” is encrypted as “*Ñ”.   
Case II: If block length is 8 and Ex-OR operation is 
performed then the encrypted blocks are  
‘01011011’ and ‘01010001’.  
The corresponding decimal values 91 and 81 
represent the characters  
‘*‘ and ‘Q’ respectively. So the word “ma” is 
encrypted as “*Q”.   
Case III: If block length is 16 or 8 and operation type 
is Ex-NOR then for both cases, two 8 bit binary 
numbers  
‘00100100’ (=*36+10) and  
‘00101110’ (=*46+10) are generated from the 
encrypted string and the corresponding characters are 
‘$’ and ‘.’. So the word “ma” is encrypted as “$.”.   
Case IV: Same as Case III.  

Figure 1 shows the encryption steps of the above four 
cases.  
 

 
Figure1: Encryption steps of all four cases 

 
IV. RESULT ANALYSIS  
 
Results are computed using twenty files with 
different file sizes varying from 50 bytes to 285 MB 
(approx.) and eleven different file types ( like .txt, 
.dll, .doc etc). Exhaustive analysis and comparison 
has been made between the proposed technique 
CTDL, Triple-DES (168bits) and AES (128bits) with 
respect to the Encryption  and Decryption times, 
Avalanche and Strict Avalanche values, Chi-square 
values and some other statistical measures like 
median, mode, standard deviation and correlation 
coefficient.  
 
A.  Encryption and Decryption Times  
The encryption and decryption times taken  are the 
differences between processor clock ticks at the 
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starting of execution and at the end of execution. The 
minimum time indicates the higher  speed  of 
execution. Encryption and decryption times (in 
milliseconds) of twenty different files calculated for 
Triple-DES (168bits), AES (128bits) and CTDL.  
Table1 and Table2 show the encryption and 
decryption times respectively for Triple-DES, AES 
and CTDL using different source files. Figure 2 and 
Figure 3 represent the graphical representation of 
encryption and decryption times respectively with 
respect to different files where files are taken in 
ascending order of its sizes. For larger files the slopes 
of time curves for Triple-DES are higher. So CTDL 
has higher speed of execution than Triple-DES.  
  

Table1: Encryption Times for  
TDES, AES and CTDL 

 
 

Table2: Decryption Times for  
TDES, AES and CTDL 

 

 
Figure 2: Graphical Representation of encryption times against 

file size in logarithmic scale 
  

 
Figure 3: Graphical Representation of decryption times against 

file size in logarithmic scale 
 
B.  Avalanche and Strict Avalanche values  
Avalanche and Strict Avalanche are cryptographic 
tests which measures the degree of security of 
cryptographic technique. The bit changes among 
encrypted bytes for a single bit change in the original 
message sequence for the entire or a relative large 
number of bytes. The values of Avalanche and Strict 
Avalanche closer to 1.0 may indicate the high degree 
of security. Table3 and Table4 show the Avalanche 
and Strict Avalanche values respectively for Triple-
DES, AES and CTDL which are closer to 1. Figure 4 
and 5 represent the graphical representation of 
avalanche and strict avalanche values respectively 
with respect to different files where files are taken in 
ascending order of its sizes. This analysis indicates 
that CTDL may provide good security.  
 

Table 3: Avalanche values for  
TDES, AES and CTDL 
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Table 4: Strict Avalanche values for  
TDES, AES and CTDL 

  

 
Figure 4: Graphical Representation of avalanche values 

against file size in logarithmic scale 
  

 
Figure 5: Graphical Representation of Strict avalanche values 

against file size in logarithmic scale 
 
C.  Chi-square values  
The large Chi-square value compared with tabulated 
value may indicate a high degree of non-homogeneity 
among source and encrypted files. Table5 shows the 
Chi-square values for Triple-DES (168bits), AES 

(128bits) and CTDL. Average chi-square values of 
Triple-DES (168bits), AES (128bits) and CTDL are 
34143114516, 32603653698 and 123429737134 
respectively. Figure 6 shows the comparison of the 
Chi-square values of all three techniques against the 
twenty source files. Figure 7 shows the comparison of 
the average Chi-square values of the three different 
techniques. From the figures it is observed that the 
degree of non-homogeneity of the encrypted files 
with respect to source files using the technique CTDL 
is very high. Therefore it may conclude that CTDL 
provides good security.  
 

Table 5: Chi-Square values for  
TDES, AES and CTDL 

 
 

 
Figure 6: Graphical Representation of Chi-square values 

against file size in logarithmic scale 
    

 
Figure 7: Graphical Representation of Average Chi-square 

values for three techniques in logarithmic scale 
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D.  Other Statistical measures  
Measure of Central tendency in terms of median, 
mode and measure of Dispersion in terms of standard 
deviation has been performed as a measure of non-
homogeneity. Values of median, mode and standard 
deviation of source stream and encrypted stream 
using CTDL for three different files has given in 
Table6. The correlation coefficient between the 
source stream and cipher stream is measured using 
Karl Pearson’s Product Moment Correlation 
Coefficient formula. In Table6 product moment 
correlation coefficient of three types of source 
streams and the corresponding encrypted streams has 
been also presented from which it is observed that 
there is negligible correlation between the source 
stream and the cipher stream. This result indicates 
that CTDL may provide good security.  
 

Table 6: Median, Mode, Standard deviation and 
Correlation coefficient values using CTDL 

 
 
CONCLUSION  
 
The proposed technique CTDL is simple to 
understand and easy to implement using various high 
level languages. The performance of CTDL is 
satisfactory because of high processing speed and 
high degree of security. It is applicable in message 
transmission of any form and any size and very much 
comparable with industry accepted standards 
techniques Triple-DES and AES.  
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