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Abstract: Steganography is an art of hidden communication in which secret message is embedded into a cover image. 
Application area of steganography is wide; it includes lot of applications like online transactions, military communication, 
medical etc. In this paper, we have proposed a steganography method based on LZW lossless compression technique and bit-
plane complexity segmentation (BPCS) steganography. The proposed method is based on integration of the two techniques 
LZW and BPCS, where images are compressed before being transmitted over the network. The proposed technique improves 
the data hiding capacity of the image as compared to the existing image steganography methods while retaining the quality 
of the image after embedding the secret message into it. The increase in embedding capacity of the image is possible due to 
preprocessing the secret message in which a lossless data compression technique is applied. 
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I. INTRODUCTION 
 
Steganography is the ancient art of hiding messages. 
The word steganography comes from Greek origin 
and means "covered or hidden writing" [2] in which 
secret data is embedded into an innocent looking 
carrier. The carrier may be a text file, digital image, 
audio file or a video file. After embedded data is 
transferred across communication channels or posted 
in public areas. Therefore, the carrier should seem 
innocent under most examinations. 

 
Figure 1: Basic Steganography Process [20] 

 
cover_medium + hidden_data + stego_key (optional) 

= stego_medium [2] 
There are several techniques of steganography; some 
use the least significant bits of the image data to hide 
the secret message, some hide the secret information 
in a specific band of the spatial frequency component 
of the carrier, some of them make use of the sampling 
error in image digitization. All these techniques are 
limited in terms of information hiding capacity which 
is nearly 10-15 % of the cover image. Bit plane 
complexity segmentation (BPCS) steganography 
depends on the use of bit-plane decomposition and 
the characteristics of the human vision system [11] 
hide up to 50% of the data amount. BPCS is the 

development of least significant bits (LSB) method, 
and it has better performance than the simple LSB 
method. The human eye cannot perceive any shape 
information in a very complicated binary pattern [8]. 
So, secret data is embedded in the complex bit planes 
of the carrier image without deterioration of image 
quality.  
 
To increase the embedding capacity we propose a 
steganography technique based on the LZW lossless 
compression and BPCS steganography. LZW is name 
after Abraham Lempel, Jacob Ziv, and Terry Welch, 
the scientists who developed this compression 
algorithm. LZW is a universal lossless data 
compression algorithm. The LZW data compression 
algorithm is a powerful technique for lossless data 
compression that gives high compression efficiency 
for text as well as image data. The algorithm is 
simple to implement and fast in both compressing and 
decompressing data. 
 
II. BPCS (BIT PLANE COMPLEXITY 
SEGMENTATION STEGANOGRAPHY) 
 
In BPCS steganography the image is first divided into 
bit planes after that complexity of each bit plane is 
calculated. If the bit plane is more complex than it is 
noise like and if complexity of bit planes is low then 
it become informative. In BPCS, all noise like bit 
planes are used to hide secret data because human 
eyes can’t distinguish between two different noise-
like patterns [11]. Complexity in BPCS is calculated 
based on length of black and white border. The total 
length of the black-and-white border equals to the 
summation of the number of color-changes along the 
row and columns [11]. The maximum embedding 
capacity for any image of size n×n pixels, is 2n(n-1) 
and minimum is zero. 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-7, July-2015 

Increasing Data Hiding Capacity Of BPCS Steganography Using LZW Compression Technique 
 

56 

The process of data hiding in BPCS Steganography is 
as follows [8, 20]: 
 

1. Transform the cover image from PBC to 
CGC system. 

2. Segment each bit-plane of the cover image 
into informative and noise-like regions by 
using a threshold value (α0). Typical value of 
threshold is α0 = 0.3. 

3. Group the bytes of the secret file into a series 
of secret blocks. 

4. If a block (S) is less complex than the 
threshold (α0), then conjugate it to make it a 
more complex block (S*). The conjugated 
block must be more complex than α0. 

5. Embed each secret block into the noise-like 
regions of the bit-planes. If any of the blocks 
is conjugated, then record these blocks in a 
“conjugation map.” 

6. Also embed the conjugation map as was done 
with the secret blocks. 

7. Convert the embedded cover image from 
CGC back to PBC. 

 
The Decoding algorithm (i.e., the extracting operation 
of the secret information from an embedded cover 
image) is just the reverse procedure of the embedding 
steps [8, 20]. 
 
 
III. LEMPEL-ZIV-WELCH (LZW) 
COMPRESSION 
 
LZW is a universal lossless data compression 
algorithm created by Abraham Lempel, Jacob Ziv, 
and Terry Welch [18]. It was published by Welch in 
1984 as an improved implementation of the LZ78 
algorithm published by Lempel and Ziv in 1978 [18]. 
It is a powerful technique for lossless data 
compression that gives high compression efficiency 
for text as well as image data. The algorithm is 
simple to implement and capable of working on 
almost any type of data. Application area of LZW is 
wide GIF, TIFF, and PDF (compressing images) are 
good examples of them. Both compression and 
decompression of data is fast in LZW. 
LZW is actually a dictionary-based technique. When 
a sequence of symbols matches a sequence stored in 
the dictionary, the index of that sequence is sent 
rather than the symbol sequence itself. If no match is 
found, the sequence of symbols is sent without being 
coded and the dictionary is updated. 
 
LZW Compression Algorithm: The concepts used 
in LZW algorithm are very simple and listed below 
[18, 19]: 
 

1. Initial table with initial character strings 
2. P=first input character 
3. WHILE not end of input stream 

4. C=next input character 
5. IF P+C is in the string table 
6. P=P+C 
7. ELSE 
8. Output the code for P 
9. Add P+C to the string table 
10. P=C 
11. END WHILE 
12. Output code for P 

 
LZW Decompression Algorithm: The 
decompression algorithm needs to be able to take the 
stream of code output from compression algorithm 
and used it to exactly recreate the input stream [18, 
19]. 
 

1. Initialize table with single character strings 
2. OLD = first input code 
3. Output translation of OLD 
4. WHILE not end of input stream 
5. NEW = next input code 
6. IF NEW is not in the string table 
7. S = translation of OLD 8. S = S+C 
9. ELSE 
10. S = translation of NEW 
11. Output S 
12. C = first character of S 
13. OLD + C to the string table 
14. OLD = NEW 
15. END WHILE 

 
IV. LZW-BPCS STEGANOGRAPHY 
 
In the previous techniques such as bit plane, LSB if 
the data capacity of the image is increased, the image 
quality deteriorates. The hiding capacity of these 
techniques is very low nearly 15% only. BPCS 
Steganography provides much more capacity near 
50% as compared to these techniques but when data 
capacity increases it will affect the image quality. So, 
we cannot embed sufficiently large data into the 
cover image. In our proposed technique we overcome 
this problem by preprocessing of data. In this 
technique, secret data is first compressed and then the 
compressed secret data is embedded into the bit 
planes of the cover image depending upon the 
complexity of bit planes. For compression of data a 
lossless data compression technique LZW is used.  
Steganography technique used is bit plane complexity 
segmentation technique. In this technique cover 
image is first divided into bit planes after that bit 
planes are divided into informative and noise like bit 
planes depending upon their complexity. The secret 
message is embedded in the noise like regions. So, 
after LZW compression compressed secret data is 
embedded into the noise like bit planes of the cover 
image. As compression reduces the size of secret 
message, this will increases the hiding capacity 
without any effect on their quality. 
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Figure 2: Flow chart of proposed technique 

 
V. EXPERIMENTAL RESULTS 
 
The experiment is performed on various color images 
of different dimensions in order to hide secret 
information. The information that we want to hide is 
of size 7701 bytes, which is embedded into each of 
these images. The result of experiment is compared 
based on the following image quality metrics: 

 Peak Signal to Noise Ratio (PSNR) 
 Mean Square Error (MSE) 
 Root Mean Square Error (RMSE) 
 Embedding Capacity 

 
Peak Signal to Noise Ratio (PSNR): 
The mathematical representation of the PSNR is as 
follows: 

 
Where the MSE is Mean Squared Error and MAXf is 
the maximum signal value that exists in our original 
image. 
 
Mean Squared Error: 
Let cover image f(i, j) and stego image g(I, j) contain 
m×n pixels. The mathematical representation of 
the MSE is as follows: 

 
And RMSE = Sqrt(MSE) 

Embedding Capacity: 
It is given by the following equation: 
 
Embedded capacity = [(# embedded bits) / (image 
size)] × 100 
 
High PSNR value and low MSE value signifies the 
good quality of image. The MSE and PSNR are the 
most widely used metrics in the literature that’s why 
we use them. Decibel (db) is the unit of PSNR and 
the data hiding capacity is calculated in bytes. 

 
Table 1 MSE and RMSE values of Different Approaches on 

different Images. 

 
Table 2 PSNR values of Different Approaches on different 

Images. 
 

 
Table 3 Embedding Capacity values in bytes of 

Different Approaches on different Images. 
 

 
The result of experiment shows that the proposed 
technique is better than the existing technique. In this 
technique the value of PSNR, MSE and RMSE for 
every image is better than the BPCS technique. The 
Capacity of all the cover images to embed the secret 
data increases and the compression technique 
increases the security of the secret data. 
The cover images and the final stego-images after 
applying proposed technique are shown in figures 
below: 
 

 

 
(a)     
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(b) 

 

 
(c) 

 

 
(d) 

 
Figure 3: For Image a.jpg  (a) Cover Image (b) Stego Image (c) 

Histogram of cover image (d) Histogram of stego image. 
 

 
(a) 

 
(b) 
 

 
(c) 

 

 
(d) 

 
Figure 4: For Image b.png (a) Cover Image (b) Stego Image (c) 

Histogram of cover image (d) Histogram of stego image. 
 

 
(a) 
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(b) 

 

 
(c) 

 

 
(d) 

 
Figure 5: For Image c.jpg (a) Cover Image (b) Stego Image  (c) 

Histogram of cover image (d) Histogram of stego image. 
 

 
(a) 

 
(b) 

 
(c) 

 

 
(d) 

 
Figure 6: For Image d.bmp (a) Cover Image (b) Stego Image 
(c) Histogram of cover image (d) Histogram of stego image. 

 

 
(a) 

 
(b) 
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(c) 

 
(d) 

 
Figure 7: For Image e.jpg (a) Cover Image (b) Stego Image (c) 

Histogram of cover image (d) Histogram of stego image. 
 
CONCLUSION 
 
In this paper we present a lossless compression 
technique combined with BPCS in which compressed 
image data is embedded in the bit-plane of the cover 
image. The proposed technique is based on the 
integration of BPCS steganography with the LZW 
image compression standard. In this technique data is 
firstly compressed and the compressed data is then 
embedded into the bit planes of the cover image 
depending upon their complexity values. The 
proposed technique performs better than existing 
BPCS technique; it has low MSE value and high 
PSNR value. Also, it is seen that the cover image and 
the final stego-image appear to be identical to the 
human eye. The compression technique reduces the 
size of the secret data by a significantly large amount 
and increases the embedding capacity of cover image 
as compared to BPCS.  
 
LZW compression does not work well with files that 
do not contain any repetitive data. So, the work can 
be further extended to provide an alternative 
technique for data compression which can increase 
compression ratio and reduce the size of the secret 
data. 
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