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Abstract- For the ad-hoc networks requiring strong privacy protection, privacy-preserving routing protocol is a crucial need. 
Unfortunately, none of the proposed or available protocols, for such routing, offer properties such as complete unlinkability 
and unobservability, the data and control packets being linkable and distinguishable. The USOR protocol has given a try to 
fulfil the requirement of unlinkability and unobservability resulting Privacy-preserving routing against passive attacks. 
Despite the efforts to avoid the attacks, the wireless networks are still vulnerable to the Worm-hole Attacks. Hence, a new 
scheme is proposed to overcome the limitations of the USOR, giving a stronger protection against the Wormhole Attack. 
The simulations evaluated that the new proposed EUSOR protocol proves better than USOR protocol. 
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I. INTRODUCTION 
 
A Mobile ad-hoc network is a continuously self-
configuring and self-organized group of wireless 
mobile computers. The topology of this network 
changes spontaneously, breaking and re-establishing 
the wireless links. The nodes in this network 
collaborate by forwarding packets to each other, 
allowing them to communicate outside the range of 
wireless transmission. 
The top priority in MANETS is to their security. Its 
features like open channels, lack of central security 
mechanism, dynamically change topology, co-
operative algorithms and a few security mechanisms, 
make the MANETs vulnerable to security attacks. 
Due to absence of centralized administration in 
MANET, nodes communicate with each other on the 
basis of mutual trust. This characteristic of ad-hoc 
networks makes it more susceptible towards security 
threats and can be exploited by an attacker in the 
network. 
Privacy protection of wireless mobile networks is 
more crucial than that of wired networks, due to open 
nature and mobility of wireless media. 
Attacking wired network can be more tedious as one 
has to gain access to wired cables in order to wiretap 
the communications. 
In contrast, for the wireless network, the attacker only 
needs a pertinent transceiver to receive wireless 
signal without being detected.  
In wired networks, devices like desktops are 
immovable. Hence in wired networks there is no need 
to protect users mobility behaviour or movement 
pattern, while this sensitive information should be 
kept private from adversaries in wireless 
environments. Otherwise, an adversary is able to coin 
users according to their behaviours, and endanger or 
harm them based on such information. Lastly, 
providing privacy protection for ad-hoc networks 
with low-power wireless devices and low-bandwidth 
network connection is a very challenging task. With 
regard to privacy related notions in communication  

networks, we follow the terminology on anonymity, 
unlinkability, and unobservability. 
This paper proposes a conducive privacy-preserving 
routing protocol EUSOR, that accomplishes content 
unobservability along with Wormhole attack 
detection by employing anonymous key 
establishment based on group signature and 
neighbour list based detection for wormhole attack. 
The setup of EUSOR is same as USOR, in which the 
unobservable routing protocol is executed in two 
phases. First, an anonymous key is established 
process is performed to construct secret session keys. 
Then an unobservable route discovery process is 
executed to find a route to the destination. At the time 
of route discovery it also maintians the neighbour list 
from source to destination, by comparison then, we 
can easily find the intruder malicious node. 
 
II. RELATED WORK 
 
To ensure the privacy preserving routing Anonymity, 
Un-linkability and Un-observability [1] are used in 
USOR. USOR is based on group signature and ID-
based encryption for route discovery in Manet. It is 
an efficient privacy-preserving routing protocol 
USOR that achieves content unobservability by 
employing anonymous key establishment based on 
group signature. 
MASK [2], ANODR [5], ASR [6], ARM [7] make 
use of one-time public/private key pairs to achieve 
anonymity and unlinkability. MASK is designed to 
achieve anonymous communication in MANET. 
MASK requires a trusted authority to generate 
sufficient pairs of secret points and corresponding 
pseudonyms as well as cryptographic parameters. The 
RREQ flag is not protected and this enables a passive 
adversary to locate the source node. ASR is designed 
to achieve stronger location privacy than ANODR , 
which ensures nodes on the route have no information 
on their distance to the source/destination node. As 
the routing onion used in ANODR exposes distance 
information to intermediate nodes, ASR abandons the 
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onion routing technique while still making use of 
one-time public/private key pair for privacy 
protection. ARM is considered to reduce the 
computation burden on one-time public/private key 
pair generation.   
ALARM [3] make use of long-term PKC and SDAR 
[4] and ODAR [8] make use of long-term PKC as 
well as one-time key pairing to achieve anonymity 
and unlinkability. ALARM makes use of public key 
cryptography and the group signature to preserve 
privacy. The group signature has a good privacy 
preserving feature. Everyone can verify a group 
signature but cannot identify who is the signer. But 
ALARM still tends to leak a lot of sensitive privacy 
information such as network topology, location of 
every node. SDAR which is one-time public/private 
key pairs, uses long-term public/private key pairs at 
each node for anonymous communication. These 
schemes are more scalable to network size, but 
require more computation effort. For example, SDAR 
is similar to ASR except ASR uses shared secrets 
between source and destination for verification. 
ODAR scheme uses long-term public/private key 
pairs at each node for anonymous communication. 
Unfortunately, ODAR provides only identity 
anonymity but not unlinkability for MANET, since 
the entire RREQ/RREP packet is not protected with 
session keys. 
 
III.  NETWORK LAYER ATTACK: 

WORMHOLE ATTACK 
 
Securing wireless ad-hoc networks is a highly 
challenging issue. Understanding the possible form of 
attacks is always the first step towards developing 
good security solutions. Security of communication 
in MANET is important for secure transmission of 
information. Absence of any centrally co-ordinated 
mechanism and shared wireless medium makes 
MANET more vulnerable to digital/cyber attacks than 
wired network. There are a number of attacks that 
affect MANET.  Attacks are divided into two major 
categories passive and active attack. In passive type 
of attack, attacker just observes the traffic pattern, 
doesn’t make any changes in that. But in Active 
attack, attacker has direct access to the data for 
modification. He makes changes in traffic pattern. 
Hence, the active attack is classified according to OSI 
layers. 
The network layer protocols enable the MANET 
nodes to be connected with another hop-by-hop. In 
MANETs every individual node takes route decision 
to forward the packet, so it’s very easy for malicious 
node to attack on such network. There are different 
types of attacks in network layer.  Wormhole attack is 
discussed in the further paragraph. 
Wormhole AttackIn this attack, an adversary receives 
packets at one point in the network, tunnels them to 
another point in the network, and then replays them 
into the network from that point. This tunnel between 

two adversaries is called wormhole. It can be 
established through a single long-range wireless link 
or a wired link between the two adversaries. Hence, it 
becomes simpler for the adversary to make the 
tunneled packet arrive sooner than other packets 
transmitted over a normal multi-hop route. Wormhole 
attacks are severe threats to MANET routing 
protocols. Attackers use wormholes in the network to 
make their nodes appear more attractive so that more 
data is routed through their nodes. 
In below figure, we see how wormhole attack takes 
place. In this, attacker compromises node B and node 
E and creates a tunnel between them and bypasses all 
the packets. There are many techniques to prevent 
wormhole attack, like Packet leashes [9], HMTIs 
[10], WAP [11], SAM [12], Wormeros [13].  

 
Fig: Wormhole Attack 

 
IV. PROBLEM DEFINITION AND SOLUTION 
 
A. Problem Definition 
A number of techniques have been proposed to 
protect privacy in ad hoc network. However, none of 
the techniques offer complete unlinkability or 
unobservability property. Since the data packets and 
control packets are still linkable and distinguishable 
to the routing message, the location information of 
nodes is not protected by USOR. Thus the most 
dangerous wormhole attack is not prevented and 
detected by USOR protocol in MANET. Hence, it is 
essential to protect the routing nodes which are 
present in the network; due to which, the attacker will 
not be able to gain access to the node locations and 
will have no idea about sender and receiver locations. 
B. Proposed Routing Algorithm 

 
Step 1: RREQ packet, sent by source to destination 
for discovering the route, is received by an 
intermediate node which verifies the destination 
address. If the packet has not yet reached the 
destination, it is forwarded further. While the packet 
is getting forwarded, all the intermediate nodes 
update their neighbour list. 
Step 2: Once the destination node RREQ message 
from neighbouring nodes, it unicasts the RREP back 
to the source node. RREP contains route reply count 
and neighbour lists. 
Step 3: When the source node receives the RREP, it 
records the route to the destination, the destination 
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neighbour list and hop count between source and 
destination. 
Step 4: On receiving RREP message source will send 
additional message of route reply decision packet to 
destination. It also contains source neighbour list 
NLs. 
Step 5: Destination stores neighbour list entry sent by 
source.Source node neighbour list is stored in NLs 
and Destination node neighbour list is stored in NLd. 
Step 6: Both the neighbour lists(NLs and NLd) are 
compared and the no of common neighbour 
nodes,present between sources to destination by if 
NLs(i)==NLd(j), is calculated. 
Step 7: While receiving the RREP from destination, 
source stores the hop count between source and 
destination. Depending on the hop count value, the 
threshold value is fixed. 
Step 8: If the no of common neighbours between 
source and destination exceeds the Threshold value 
then, wormhole may present among the path. Thus, 
the worm announcement message is sent to all nodes. 

 
C. Architecture of Proposed routing method 

 
 

 
 

CONCLUSION 
 
The effects of wormhole attack in Mobile ad hoc 
network are analyzed and prevented by using 
neighbor list based detection algorithm. We have 
used very simple and effective way of providing 
security in MANET to prevent wormhole attack that 
causes the interception and confidentiality of the 
Mobile ad hoc wireless networks. Security against 
wormhole attack is provided by using the algorithm 
which has better performance. 
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