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Abstract—Wireless networks are very widely used. Being mobile it is used in many fields. One of the most important 
applications of wireless networks is Mobile Ad hoc NETwork (MANET) in which all the nodes work as both transmitter and 
receiver. In this paper, we have proposed a system which can detect as well as prevent the malicious attacks. The system is 
named as Enhanced Adaptive ACKnowledgment (EAACK). EAACK gives a better malicious-behavior-detection than the 
traditional approaches. In existing system digital signature is used, in this paper to reduce network overhead, caused by 
digital signature we are using RSA-a public key cryptography and routing protocol AODV. Compared to contemporary 
approaches EAACK demonstrates higher malicious behavior detection rates in certain circumstances while does not greatly 
affect the network performance. 
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I. INTRODUCTION 
 
In now a day, wireless networks are much easier to 
use rather than wired network. As wireless network is 
having more mobility and scalability it is used every 
now and then. Wireless ad-hoc network consists of a 
collection of “peer” mobile nodes that are capable of 
communicating with each other without help from a 
fixed infrastructure [1]. Relays or routers are used for 
nodes which are out of range and same range nodes 
communicate with each other via wireless links. 
By definition, Mobile Ad hoc NETwork is a 
continuously self - configuring, infrastructure-
less network of mobile devices connected without 
wires [2]. MANET consists of mobile nodes. This 
mobile node has wireless transmitter and receiver 
which can communicate with each other in two ways, 
directly or indirectly. By having wireless networks 
we can communicate with each other and different 
components and its mobility is still maintained. If our 
nodes or components are not within same range we 
can use MANET. But to achieve this MANET is 
divided into two networks, namely single-hop and 
multi-hop. In single-hop network, nodes which are 
within same range can communicate with each other 
directly, i.e. there are no any intermediate nodes used 
in between. But, in multi-hop network, we use 
intermediate nodes to communicate with each other 
to transfer data, if we cannot communicate with each 
other directly. EAACK is consisted of major parts, 
namely, enhanced ACKnowledgment, attack 
classification and detection and misbehavior report. 
 
In this research work, the goal is to propose a new 
modified IDPS specially designed for MANETs, 
which solves not only receiver collision and limited 
transmission power but also the false misbehavior 
problem. Furthermore, to extend the research to adopt 
a Public key cryptography scheme during the packet  

 
transmission process. As in all acknowledgment-
based IDSs, it is vital to ensure the integrity and 
authenticity of all acknowledgment packets.  
 
II. PROBLEM STATEMENT 
 
In this research work, a mobile ad-hoc network 
involving three different types of nodes: server node 
(Activator), malicious node and user node (non-
malicious node). We are designing a system which 
would detect the malicious node through server node 
when communication takes place between user node 
and server node. The prevention of attack would be 
done by the server node by eliminating the malicious 
node which has been detected. 
 
III. OVERVIEW OF EXISTING SCHEMA IN 

IDS  
 
Existing EAACK is designed to overcome three of 
the six weaknesses of Watchdog approach, as, false 
misbehavior, limited transmission power, and 
receiver collision. 
 
EAACK with DSA Approach: 
Existing IDS contains DSA (Digital Signature 
Algorithm) which sends the message with users 
signature. Digital Signature have integral part of 
Cryptography. 
 
Cryptography is branch of information security which 
deals with study of encryption and decryption. It 
related to aspects of information security such as 
confidentiality, data integrity, entity authentication, 
and data origin authentication. 
 
Digital signature schemes can be mainly divided into 
the following two categories. 
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1. Digital signature with appendix: The 
original message is required in the signature 
verification algorithm. Examples include a 
digital signature algorithm (DSA). 

2. Digital signature with message recovery: 
This type of the signature itself in the 
verification process. 

 

 
Figure 1. Working of DSA 

 
IV. PROPOSED SYSTEM 
  
EAACK  With RSA Approach: 
 
RSA stands for the name of the three scientists who 
invented it, Ron Rivest, Adi Shamir and Leonard 
Adleman. Public keys are being used in RSA for 
secure transmission of data. The key for encrypting 
the data is public and for decrypting the data is 
private. Factorization of two big prime numbers is 
used in RSA. 
 

 
Figure 2. Working of RSA 

 
RSA Algorithm: 
Step 1: Select two large prime numbers p, q 
Step 2: Compute  
         n = p  q  
         v = (p-1)  (q-1) 
Step 3: Select small odd integer k relatively prime to 
v  
gcd (k, v) = 1  
Step 4: Compute d such that 
         (d  k)%v = (k  d)%v = 1 
Step 5: Public key is (k, n) 
Step 6: Private key is (d, n) 

RSA also called as “Public Key Cryptography” which 
is deals with two keys i.e. Public key as well as 
Private Key. 
In the above algorithm two keys are generated- Public 
key is shared key which is accessible to everyone 
whereas Private Key is not accessible to everyone. 
 
System Architecture: 
 
In previous intrusion detection system, 
acknowledgments were sent to the previous nodes 
and then from previous nodes to the server, this used 
to make intrusion detection system more complex and 
time required to reach acknowledgment to the server 
was more. Time complexity of  the given system is 
less than previous IDS. 

 
Figure 3. Previous System Architecture 

 
In below Figure 4.  Node A has to send packets to 
Node D through nodes B,C. Therefore activated path 
is A-B-C-D. When packet is sent from Node A to 
Node B back acknowledgment is sent to Node A 
which is a server node. When the packet is sent to 
Node C back acknowledgment is sent directly to 
Node A. When the packet reaches the destination i.e. 
Node D it will send an acknowledgment to Node A 
that the packet is reached. 

 

 
Figure 4. System Architecture 
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V.  ATTACK DETECTION AND REVENTION 
APPROACH 

 
In Wireless network like MANETs, detection and 
Prevention of attacks are more challenging and 
difficult than simple wired network. 
 
In this paper we divide attacks operations into two 
phases: 

1. Attack Detection 
2. Attack Prevention 

 
Attack Detection: 
 
In this paper we have given some of the possible 
types of attack detection in  MANET. 
 

1. Wormhole Attack: If the network is having 
more than one malicious node or the attacker 
and the data is passing from the first malicious 
node, it tunnels the data and form a wormhole 
link with the other attacker node present thus 
leading the data not to be sent to the 
destination. 
 

2. Gray hole Attack: In this attack the malicious 
node shows the correct data path to the other 
nodes, but after two to three transactions it 
start tunneling or dropping the data. At times it 
behaves as a normal node and sends the data 
and at times it drops the data. 
 

3.  HTTP-GET Flood Attack: In the HTTP GET 
Flood Attack, attacker continuously sends  
requests or  data to a particular node so that the 
node cannot give the response messages or the 
reply messages to the server node or the 
activator. 
 

4. Man-In-The-Middle Attack: In Man in Middle 
attack, attacker makes independent connection 
between the source and destination and makes 
them believe that they are in private 
conversation but the fact is that the whole 
conversation or the data transaction is 
controlled by the attacker. 

 
Attack Prevention: 
 
The Prevention Mechanism deals with the prevention 
of network from malicious nodes. 
 
Bouncing theory: 
As MANET is a wireless network so, it is possible 
that attacker would attack on a Server/Activator, 
because of this whole network will get crashed .To 
overcome this problem we have proposed Bouncing 
theory in this paper. 
According to Bouncing theory if server gets crashed 
then all rights of server are given to its follower. 

Using the concept of bouncing theory, the user is 
allowed to hide the original source of the user's 
connection, providing privacy as well as the ability to 
route traffic through a specific location. It is a 
technique that is used to relay traffic and connections 
in computer networks. 
 
The second way is if the node is a dumb node then in 
that case the node is removed from the 
communication channel. 
 
VI. PERFORMANCE EVOLUTION 
 
RESULTS: 
In this section we study the impact of PDR(Packet 
Delivery Ratio), ROH( Routing Overhead),end to end 
delay and throughput. 
 
A.  Simulation Parameter: 
For the simulations we use Fixed Mobility Model. 
We consider minimum 3 to maximum 100 
nodesmoving in the networks. 
 

Table 1. Simulation Parameter Table 
 
B. PDR (Packet Delivery Ratio): 

PDR is defined as the ratio of number of packets 
received by receiver at destination to the number 
of packets send by the source node . 
PDR =Total amount of data packet received 
(Receiver) /Total amount of packet 
sent(Source). 
Throughput: 
The network throughput for the different 
percentage of nodes. The throughput decreases as 
the amount of malevolent nodes increase. 
 

C. ROH (Routing Overhead): 
This is the ratio of routing related packets in 
bytes (RREQ, RREP, RERR, AACK) to the total 
routing and data transmissions (sent or forwarded 
packets) in bytes. 
 
ROH= 
∑(Routing Transmission) /(∑(Data 
Transmission)+∑(Routing Transmission)) 

B. Simulation methodologies 
To better investigate the performance of the EAACK 
under the four types of attacks, we proposed two 
scenario to simulates the results 
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Scenario 1: 
In this scenario, we have taken a basic packet ratio as 
packets sent and packets received. The purpose of 
this scenario is to test the performance of system by 
calculating the sent and received packets. The packet 
delivery ratio could be calculated in this scenario 
leading to the calculation of PDR to be seen for the 
malicious nodes in the next scenario. 
 
Scenario 2: 
This scenario is designed to test IDSs’ performance 
against malicious nodes because of which packets are 
dropped nearly every time when packets are sent and 
received in network. Packet delivery ratio is 
considered as test parameter to test the performance 
in proposed new EAACK –IDPS. 
 
C. Performance Evaluation 
1) Simulation results-Scenario 1: In scenario 1, 
malicious nodes drop all the packets or partially drop 
the packets that pass through it. Figure.5 shows the 
results that are based on packets received and packets 
sent in acknowledgment based IDSs. 
In previous EAACK –DSA based approach number 
of packets sent by source node is considered as 5 but 
at destination node number of packets received is 2 to 
3 packets so malicious activity is observed greatly in 
EAACK(DSA). In EAACK-RSA based approach the 
chances of packets sent and received is observed as if 
5 packets sent then 3 to 4 packets are received 
because of  public key cryptography that is RSA 
approach is used in the EAACK system. In proposed 
system EAACK-IDPS performance observed is much 
better than previous two EAACK systems. In 
EAACK-IDPS if 5 packets are sent from source node 
then 4 to 5 packets are received at destination node. 
Public key cryptography is introduced with the back 
acknowledgment concept so the performance is 
increased in comparison with previous two systems. 
 
2) Simulation results-Scenario 2: In scenario 2,Packet 
Delivery Ratio is considered to measure the 
performance of the proposed system and the previous 
systems. PDR calculated in the Figure.6 shows that 
for EAACK-DSA approach PDR calculated for 0% 
malicious activity is 1 unit, for 10% malicious 
activity is between the 0.5 to 1, as we go on 
increasing the malicious node activity to higher 
percentage, the performance of system is degraded. 
At last for the 40% malicious activity the 
performance calculated is 0.5 unit based on the PDR  
For EAACK-RSA approach PDR calculated for 0% 
malicious activity is 2 unit which is better than 
EAACK-DSA approach, for 10% malicious activity 
is between the 1.5 to 2, as we go on increasing the 
malicious node activity to higher percentage 
performance of system is stable due to public key 
cryptography. At last for the 40% malicious activity 
performance calculated is less than 1.5units based on 
the PDR. 

For EAACK-IDPS, no of packets sent and received is 
measured accurately based on PDR ratio. In EAACK-
IDPS, for 0% malicious node activity performance is 
much better than previous two systems number of 
packets sent from source node is equal to the number 
of packets received at destination node. As we 
increase the malicious node activity to 30% to 40% 
performance is stable in all conditions. If malicious 
activity is 40% then probably one packet will be 
dropped by the malicious node but the performance 
of system is not degraded which used to happen in the 
previous systems. 
 

 
Figure 5. Result for scenario 1 

 

 
Figure 6. Result for scenario 2 

 
CONCLUSION AND FUTURE SCOPE 
 
The most talked about field when MANETs are 
concerned is Intrusion Detection System Intrusion 
detection system which focuses on detecting and 
preventing many attacks in the network which can be 
harmful. When security issues are seen then packet 
dropping and hacking are major concerns in 
MANETs. We have given an IDS named EAACK 
with some new methods for prevention of attacks 
added. 
 
There are some features in the system: 
1. This system has a powerful attack control, which 

is one of the necessary conditions to guarantee the 
data security. 

2. Once the activator defines the keys to the nodes, 
the priority will be generated automatically. 
Besides, every record would be stored at the 
activator database. 

We can extend the scope for a number of attacks in 
future some of which could be other attacks in DoS 
like black hole attack or even spoofing. Watch dog 
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has a total of six weaknesses of which three are 
handled with this system the other three could be 
handled in future. The nodes are not being removed 
from the network here. On a larger scale this also can 
be done using firewall. 
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