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Abstract: Message authentication plays an eminent role in obstructing unauthorized and corrupted messages from being 
forwarded in networks to save the sensor energy. Many authentication schemes have been develop to prevent WSN by 
providing message authenticity and integrity verification. Many of which are based on either symmetric-key cryptosystems 
or public-key cryptosystems.  Most of them have the restrictions of high computational and communication overhead in 
addition to lack of scalability and resilience to node compromise attacks.  
  Now-a-days Wireless Sensor Networks are being very popular; however one of the main concerns in WSN is its 
limited resources. One have to look for the availability of resources to generate Message Authentication Code (MAC) 
keeping in mind the feasibility of method used for the particular sensor network. We propose an authentication scheme 
which is based on Elliptic curve cryptography (ECC). This scheme enables intermediate nodes to authenticate messages and 
allows any node to transmit messages without keeping bound on the number of messages; so the scheme does not suffer 
threshold problem in addition to provide message source privacy.  
Analysis as well as simulation results prove that our proposed scheme is more competent than the scheme based on 
polynomial-based approach as it provides less computational and communication overhead under comparable security levels 
whereas providing message source privacy. 
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I. INTRODUCTION 
 
1.1 Wireless Sensor Network 

A wireless sensor network (WSN) consists 
of spatially distributed autonomous sensors to 
observe physical or environmental conditions like 
pressure, sound, temperature, etc. and these sensors 
cooperate to pass their information through the 
network to a main location. The modern networks are 
bi-directional and enable control of sensor activity. 
The deployment of wireless sensor networks was 
motivated by military applications like battlefield 
surveillance as shown in figure1.1.  

The WSN is built of "nodes" – from a few to 
several hundreds or even thousands, where each node 
is connected to one (or sometimes several) sensors. 
Each such sensor network node has typically several 
parts: a radio transceiver with an internal antenna or 
connection to an external antenna, a microcontroller, 
an electronic circuit for interfacing with the sensors 
and an energy source, usually a battery or an 
embedded form of energy harvesting as shown in 
figure 1.2. A sensor node might vary in size from that 
of a shoebox down to the size of a grain of dust, 
although functioning "motes" of genuine microscopic 
dimensions have yet to be created. 

 
Fig1.1: System architecture 

 
The cost of sensor nodes is similarly 

variable, ranging from a few to hundreds of dollars, 
depending on the complexity of the individual sensor 
nodes. Size and cost constraints on sensor nodes 
result in corresponding constraints on resources such 
as energy, memory, computational speed and 
communications bandwidth. The topology of the 
WSNs can vary from a simple star network to an 
advanced multi-hop wireless mesh network. The 
propagation technique between the hops of the 
network can be routing or flooding. 

 
Fig 1.2: Basic block diagram of sensor node 

 
There are two types of attacks launched by the 
enemies: 
 Passive attacks: Through passive attacks, the 

adversaries could read the messages transmitted 
in the network and perform traffic analysis. 

 Active attacks: Active attacks can only be 
launched from the compromised sensor nodes. 
Once the sensor nodes are compromised, the 
adversaries will obtain all the information stored 
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in the compromised nodes, including the security 
parameters of the compromised nodes. The 
adversaries can modify the contents of the 
messages, and inject their own messages. 

1.2 Motivation 
In symmetric key based schemes message 

sender and receiver share the secrete key. The 
message authentication code is generated using this 
shared secret key. Final receiver has to authenticate 
and verify the integrity of the massage through the 
secret key. The secret key is shared by group of 
nodes. Therefore, an intruder can compromise the key 
by capturing a single sensor node. The symmetric key 
is not resilient to large numbers of node compromise 
attack. 

The public-key based approach, each 
message is transmitted along with the digital 
signature of the message generated using the sender’s 
private key. Every intermediate forwarder and the 
final receiver can authenticate the message using the 
sender’s public key. But one of the limitations of the 
public-key based scheme is the high computational 
overhead. 

An alternative solution is to obstruct the 
intruder from recovering the polynomial by 
computing the coefficients of the polynomial by 
adding a random noise, also called a perturbation 
factor, to the polynomial so that the coefficients of 
the polynomial cannot be easily solved. However, a 
recent study shows that the random noise can be 
completely removed from the polynomial using error-
correcting code techniques. Also in this scheme, node 
can only transmit limited number of messages 
determined by the degree of polynomial. 

Therefore we need to develop the technique   
which does not suffer the problem of threshold on 
number of messages and the scheme should be 
resilient to node compromise attack. 
1.3 Objective 
Our proposed authentication scheme aims at 
achieving the following objectives: 
1. Message authentication 
The message receiver should be able to verify 
whether a received message is sent by the node that is 
claimed or by a node in a particular group. In other 
words, the adversaries cannot pretend to be an 
innocent node and inject fake messages into the 
network without being detected. 
2. Message integrity: The message receiver should 

be able to verify whether the message has been 
modified en-route by the adversaries. In other 
words, the adversaries cannot modify the 
message content without being detected. 

3. Hop-by-hop message authentication: Every 
forwarder on the routing path should be able to 
verify the authenticity and integrity of the 
messages upon reception. 

4. Identity and location privacy:  The adversaries 
cannot determine the message sender’s ID and 

location by analyzing the message contents or the 
local traffic.  

5. Node compromise resilience: The scheme 
should be resilient to node compromise attacks. 
No matter how many nodes are compromised, 
the remaining nodes can still be secure. 

6. Efficiency: The scheme should be efficient in 
terms of both computational and communication 
overhead. 

7. The sensor node should be able to transmit any 
number of messages to the final receiver. 

1.4 CHARACTERISTICS OF WSN 
The main characteristics of a WSN include: 

 Power consumption constrains for nodes 
using batteries or energy harvesting 

 Ability to cope with node failures 
 Mobility of nodes 
 Communication failures 
 Heterogeneity of nodes 
 Scalability to large scale of deployment 
 Ability to withstand harsh environmental 

conditions 
 Ease of use 
Sensor nodes can be imagined as small 

computers, extremely basic in terms of their 
interfaces and their components. They usually consist 
of a processing unit with limited computational 
power and limited memory, sensors or MEMS 
(including specific conditioning circuitry), a 
communication device (usually radio transceivers or 
alternatively optical), and a power source usually in 
the form of a battery. Other possible inclusions are 
energy harvesting modules, secondary ASICs, and 
possibly secondary communication interface (e.g. 
RS-232 or USB). 

The base stations are one or more components of 
the WSN with much more computational, energy and 
communication resources. They act as a gateway 
between sensor nodes and the end user as they 
typically forward data from the WSN on to a server. 
Other special components in routing based networks 
are routers, designed to compute, calculate and 
distribute the routing tables. 
1.5 Platforms 
1.5.1 Hardware 
Main article: sensor node 

One major challenge in a WSN is to produce 
low cost and tiny sensor nodes. There are increasing 
numbers of small companies producing WSN 
hardware and the commercial situation can be 
compared to home computing in the 1970s. Many of 
the nodes are still in the research and development 
stage, particularly their software.  

In many applications, a WSN communicates 
with over a Local Area Network or Wide Area 
Network through a gateway. The Gateway acts as a 
bridge between the WSN and the other network. This 
enables data to be stored and processed by device 
with more resources. 
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1.5.2 Operating systems 
Operating systems for wireless sensor 

network nodes are typically less complex than 
general-purpose operating systems. They more 
strongly resemble embedded systems, for two 
reasons. First, wireless sensor networks are typically 
deployed with a particular application in mind, rather 
than as a general platform. Second, a need for low 
costs and low power leads most wireless sensor nodes 
to have low-power microcontrollers ensuring that 
mechanisms such as virtual memory are either 
unnecessary or too expensive to implement. 
1.5.3 Simulation of WSNs 

At present, agent-based modeling and 
simulation is the only paradigm which allows the 
simulation of complex behavior in the environments 
of wireless sensors (such as flocking). Agent-based 
simulation of wireless sensor and ad hoc networks is 
a relatively new paradigm. Agent-based modeling 
was originally based on social simulation. 
Network simulators like OPNET, NetSim, NS2 and 
OMNeT can be used to simulate a wireless sensor 
network. 
 
II. LITERATURE SURVEY 
 
 Multicast stream authentication and signing is 

an important and challenging problem. 
Applications include the continuous 
authentication of radio and TV Internet 
broadcasts, and authenticated data distribution 
by satellite. The main challenges are fourfold. 
First, authenticity must be guaranteed even 
when only the sender of the data is trusted. 
Second, the scheme needs to scale to potentially 
millions of receivers. Third, streamed media 
distribution can have high packet loss. Finally 
the system needs to be efficient to support fast 
packet rates. The paper [1], propose two 
efficient schemes, TESLA and EMSS, for 
secure lossy multicast streams. TESLA (Timed 
Efficient Stream Loss-tolerant Authentication), 
offers sender authentication, strong loss 
robustness, high scalability and minimal 
overhead at the cost of loose initial time 
synchronization and slightly delayed 
authentication. EMSS (Efficient Multi-chained 
Stream Signature) provides non repudiation of 
origin, high loss resistance, and low overhead, 
at the cost of slightly delayed verification. 

 
 A statistical En-route filtering mechanism (SEF) 

proposed [2] to serve applications that work in 
an adverse or even hostile environment, such as 
battlefield surveillance and forest fire 
monitoring. A sensor network must not only 
report each relevant event promptly, but also 
reject false reports injected by attackers.  

SEF achieves its goal by carefully limiting the 
amount of security information assigned to each 

individual node. The more security information 
each forwarding node possesses, the more 
effective the en-route filtering can be, but also 
the more secret the attacker can obtain from a 
compromised node. So we need evaluation of 
the tradeoffs between these two conflict goals. 

 
 The recent progress of elliptic curve 

cryptography (ECC) implementation on sensors 
motivates to design a public-key scheme and 
compare its performance with the symmetric-
key counterparts. The paper [5] proposes an 
ECC-based access control for sensor networks, 
which consists of pair wise key establishment, 
local access control, and remote access control 
and have performed a comparison test by 
implementing both symmetric-key and public-
key primitives on popular sensor motes. The 
experiment results suggest public key based 
protocol is more advantageous than the 
symmetric key in terms of the memory usage, 
message complexity, and security resilience. 

 
 A distributed access control module in wireless 

sensor networks (WSNs) allows the network to 
authorize and grant user access privileges for in-
network data access. Prior research mainly 
focuses on designing such access control 
modules for WSNs, but little attention has been 
paid to protect user’s identity privacy when a 
user is verified by the network for data accesses. 

Often, a user does not want the WSN to associate his 
identity to the data he requests. The paper [9], 
present the design, implementation, and 
evaluation of a novel approach, Priccess, to 
ensure distributed privacy-preserving access 
control. In Priccess, users who have similar 
access privileges are organized into the same 
group by the network owner. A network user 
signs a query command on behalf of his group 
and then sends the signed query to the sensor 
nodes of his interest. The signature can be 
verified by its recipient as coming from 
someone authorized without exposing the actual 
signer. 

 
 The paper [10] shows that attacks on several 

cryptographic schemes that have recently been 
proposed for achieving various security goals in 
sensor networks. Roughly speaking, these 
schemes all use "perturbation polynomials" to 
add "noise" to polynomial based systems that 
offer information-theoretic security, in an 
attempt to increase the resilience threshold 
while maintaining efficiency. The heuristic 
security arguments given for these modified 
schemes do not hold, and that they can be 
completely broken once we allow even a slight 
extension of the parameters beyond those 
achieved by the underlying information-
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theoretic schemes. The attacks apply to the key 
distribution scheme of Zhang, the access-
control schemes of Subramanian and the 
authentication schemes of Zhang. The results 
cast doubt on the viability of using 
"perturbation polynomials" for designing secure 
cryptographic schemes. 

 
 Jian Li, Jian Ren propose [11], an 

unconditionally secure and efficient scheme 
based on the optimal scheme on elliptic curve 
cryptography (ECC).  The scheme enables the 
intermediate nodes to authenticate the message 
so that all corrupted message can be detected 
and dropped to conserve the sensor power. 
While achieving compromise resiliency, 
flexible-time authentication and source identity 
protection, the scheme does not have the 
threshold problem. Both theoretical analysis and 
simulation results demonstrate that proposed 
scheme is more efficient than the polynomial-
based algorithms in terms of computational and 
communication overhead under comparable 
security levels while providing message source 
privacy. 

 
III. SYSTEM ANALYSIS 
 
3.1 Existing System 
 The public-key based approach, each message is 

transmitted along with the digital signature of 
the message generated using the sender’s 
private key. Every intermediate forwarder and 
the final receiver can authenticate the message 
using the sender’s public key. One of the 
limitations of the public-key based scheme is 
the high computational overhead. 

 The system is subject to computational 
complexity, memory usage, and security 
resilience, since public-key based approaches 
have a simple and clean key management. 

3.2 Disadvantages of existing system 
 High computational and communication 

overhead. 
 Lack of scalability and resilience to node 

compromise attacks. 
 Polynomial-based scheme have the weakness of 

a built-in threshold determined by the degree of 
the polynomial. 

3.2 Proposed system 
 We propose an unconditionally secure and 

efficient SAMA. The main idea is that for each 
message m to be released, the message sender, 
or the sending node, generates a source 
anonymous message authenticator for the 
message m.  

 The generation is based on the MES scheme on 
elliptic curves.  For a ring signature, each ring 
member is required to compute a forgery 
signature for all other members in the AS. 

  In our scheme, the entire SAMA generation 
requires only three steps, which link all non-
senders and the message sender to the SAMA 
alike. In addition, our design enables the SAMA 
to be verified through a single equation without 
individually verifying the signatures. 

 
3.3 Advantages of proposed system 
 A novel and efficient SAMA based on ECC. 

While ensuring message sender privacy, SAMA 
can be applied to any message to provide 
message content authenticity.  

 To provide node to node message authentication 
without the weakness of the built- in threshold 
of the polynomial-based scheme, we then 
proposed a node to node message authentication 
scheme based on the SAMA.  

 When applied to WSNs with fixed sink nodes, 
we also discussed possible techniques for 
compromised node identification. WSN with 
fixed sink node is shown in figure 3.2. 

 
Fig 3.2: WSN with fixed sink node 

 
3.4. Methodology 
The major contributions are the following: 
1. We develop a source anonymous message 
authentication code (SAMAC) on elliptic curve 
cryptography which provides unconditional source 
anonymity. 
2. We offer an efficient node to node message 
authentication algorithm for WSNs without the 
threshold limitation. 
3. We devise network implementation criteria on 
source node privacy protection in WSNs. 
4. We propose an efficient key management 
framework to ensure isolation of the compromised 
nodes. 
5. We provide simulation results under ns-2.  
 3.4.1 Assumptions 

Privacy is sometimes referred to as 
anonymity. In proposed scheme we assumed that 
message sources are anonymous. Communication 
anonymity in information management has been 
discussed in a number of previous works. It generally 
refers to the state of being unidentifiable within a set 
of subjects. This set is called the AS. Sender 
anonymity means that a particular message is not 
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linkable to any sender, and no message is linkable to 
a particular sender. 

 
Fig 3.3: Implementation of proposed scheme 

 
In this section, we propose an 

unconditionally secure and efficient SAMA as shown 
in figure 3.3. The main idea is that for each message 
m to be released, the message sender, or the sending 
node, generates a source anonymous message 
authenticator for the message m. The generation is 
based on the MES scheme on elliptic curves. For a 
ring signature, each ring member is required to 
compute a forgery signature for all other members in 
the AS. In our scheme, the entire SAMA generation 
requires only three steps, which link all non-senders 
and the message sender to the SAMA alike. In 
addition, our design enables the SAMA to be verified 
through a single equation without individually 
verifying the signatures. 
 
IV. RESULTS AND ANALYSIS 
 
4.1 Experimental result 

We had evaluated the performance of our 
proposed SAMA scheme experimentally using 
xgraph. Evaluation metrics used are packet delivery 
ratio, end-to-end delay, energy level. The graph of 
packet delivery ratio obtained using xgraph shown in 
figure 4.1 shows that SAMA is providing high 
packed delivery ratio, which is higher than existing 
systems. 

 

Fig 4.1: Packet delivery ratio 

 
Fig4.2: End to end delay 

 
The figure 4.2 shows the graph of end-to-end delay, 
this graph indicates that proposed SAMA scheme is 
transmitting data from sending sensor node to the 
sink faster than the existing schemes.  
In this section, we can evaluate the performance of 
simulation. We are using the xgraph for evaluating 
the performance. We use some evaluation metrics: 
Packet delivery ratio – it is the ratio of the number of 
packet received at destination and number of packet 
sent by the source, End-to-End delay - the average 
time taken for a packet to be transmitted from source 
to destination, Energy level – number of energy 
consumed when the data should be transmitted. 
 
4.2 DISCUSSION AND ANALYSIS 
4.2.1 SECURITY ANALYSIS 
In this section, we will prove that the proposed 
SAMA scheme can provide unconditional source 
anonymity.  
In order to prove that the proposed SAMA can ensure 
unconditional source anonymity, we have to prove 
that: 
1) For anybody other than the members of S, the 
probability to successfully identify the real sender is 
1=n, and 
 2) Anybody from S can generate SAMAs. 
Theorem 1: The proposed SAMA can provide 
unconditional message sender anonymity.  
Proof:  The identity of the message sender is 
unconditionally protected with the proposed SAMA 
scheme. This is because, regardless of the sender’s 
identity, there is exactly (N-1) (N-2) … (N-n) 
different options to generate the SAMA. All of them 
can be chosen by any members in the AS during the 
SAMA generation procedure with equal probability 
without depending on any complexity-theoretic 
assumptions. The proof for the second part, that 
anybody from S can generate the SAMA, is 
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straightforward. This finishes the proof of this 
theorem. 
4.2.2 AS SELECTION AND SOURCE PRIVACY 

The appropriate selection of an AS plays a 
key role in message source privacy, since the actual 
message source node will be hidden in the AS. In this 
section, we will discuss techniques that can prevent 
the adversaries from tracking the message source 
through the AS analysis in combination with local 
traffic analysis. 

Before a message is transmitted, the 
message source node selects an AS from the public 
key list in the SS as its choice. This set should include 
itself, together with some other nodes. When an 
adversary receives a message, he can possibly find 
the direction of the previous node, or even the real 
node of the previous hop. 

 
Fig. 4.4.: Network containing anonymous source 

 
However, the adversary is unable to 

distinguish whether the previous node is the actual 
source node or simply a forwarder node if the 
adversary is unable to monitor the traffic of the 
previous hop. Therefore, the selection of the AS 
should create sufficient diversity so that it is 
infeasible for the adversary to find the message 
source based on the selection of the AS itself.  

Some basic criteria for the selection of the AS 
can be described as follows: 

1. To provide message source privacy, the message 
source needs to select the AS to include nodes 
from all directions of the source node. In 
particular, the   AS should include nodes from 
the opposite direction of the successor node. In 
this way, even the immediate successor node will 
not be able to distinguish the message source 
node from the forwarder based on the message 
that it receives. 

2. To balance the source privacy and efficiency, we 
should try to select the nodes to be within a 
predefined distance range from the routing path. 
We recommend selecting an AS from the nodes 
in a band that covers the active routing path. 

However, the AS does not have to include all the 
nodes in the routing path.  

3. The AS does not have to include all nodes in that 
range, nor does it have to include all the nodes in 
the active routing path. In fact, if all nodes are 
included in the AS, then this may help the 
adversary to identity the possible routing path 
and find the source node. 

As an example, suppose we want to transmit 
a packet from source node S to destination node D in 
figure 4.4. We select the AS to include only nodes 
marked with º, while nodes marked as ∙ will not be 
included in the AS. Of these entire nodes º, some of 
them are on the active routing path, while others are 
not. However, all these nodes are located within the 
shaded band area surrounding the active routing path. 
Suppose node A is compromised, unless node A 
collaborates with other nodes and can fully monitor 
the traffic of the source node S, it will not be able to 
determine whether S is the source node, or simply a 
forwarder. Similar analysis is also true for other 
nodes.  

Any node in the active routing path can 
verify the contents authenticity and integrity. 
However, anybody who receives a packet in the 
transmission can possibly exclude some of the nodes 
in the WSNs as the possible source node. Inclusion of 
these nodes in the AS will not increase the source 
privacy. 

Nevertheless, the more the nodes included in 
the AS are, the higher the energy cost will be. 
Therefore, the selection of the AS has to be done with 
care so that the energy cost and the source privacy 
can both be optimized. 
 
4.2.3 Key management and compromised node 
detection 

In our scheme, we assume that there is an SS 
whose responsibilities include public-key storage and 
distribution in the WSNs. We assume that the SS will 
never be compromised. However, after deployment, 
the sensor node may be captured and compromised 
by the attackers. Once compromised, all information 
stored in the sensor node will be accessible to the 
attackers. We further assume that the compromised 
node will not be able to create new public keys that 
can be accepted by the SS. 
For efficiency, each public key will have a short 
identity. The length of the identity is based on the 
scale of the WSNs. 
 
4.3 Applications 
The applications of proposed scheme includes Area 
monitoring, Environmental / Earth monitoring, Air 
quality monitoring, Air pollution monitoring , Forest 
fire, detection, Landslide detection, Water quality 
monitoring, Natural disaster prevention, Industrial 
monitoring, Machine health monitoring, Data 
logging, Industrial sense and control applications, 
Water / Waste water monitoring, Observation of 
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water quality, Water distribution network 
management and Agriculture. 
CONCLUSION 
 

We proposed an efficient SAMA based on 
ECC. The scheme ensures message sender privacy 
along with sender privacy SAMA can be applied to 
any message to provide message content authenticity. 
Then we proposed a node to node message 
authentication scheme based on the SAMA to provide 
node to node message authentication without the 
weakness of the built-in threshold of the polynomial-
based scheme. We discussed possible techniques for 
compromised node identification when applied to 
WSNs with fixed sink nodes and we have compared 
our proposed scheme with the polynomial-based 
scheme through simulations using ns-2. We found 
that in comparable scenarios our scheme is more 
efficient by using theoretical and simulation results in 
terms of energy consumption, message delay, 
computational overhead, and memory consumption 
and delivery ratio. 
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APPENDIX -1 SAMPLE SCREEN SHOOTS 
 

 Arrangement of 41 nodes on NS2 

 
 Node 10 transmitting data to node 0 through 

intermediate nodes  
 

 

 
 
 
 
 
 
 

 


