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Abstract-Identity theft is a crime whereby the criminals impersonate individuals. Credit application fraud is a prominent 
example of identity crime. Nowadays, credit application fraud is widespread and has reached a mass level of fraudsters. 
Even the fraudsters are highly organized, sophisticated and their visibility patterns are quite distinct and tend to change from 
each other. The existing system of business rules, score cards and known fraud matching are based on the non-data mining 
approaches and supervised algorithms have certain limitations. To develop a data mining based approach to encounter credit 
application fraud, a multilayered detection system is proposed. It uses additional layers: Communal detection (CD) and spike 
detection (SD). CD devises a way to find the real social relationships in a dataset and works upon fixed set of attributes. SD 
determines spikes in duplicates and acts on variable set of attributes. A sudden and sharp rise in spikes increase the suspicion 
score. Together, the combination of CD-SD addresses the issues of scalability, imbalanced class and changing behavior. 
 
Index Terms- Identity theft, Data mining based approach, adaptive, Imbalanced class, Communal detection, Spikes, Spike 
detection 
 
I. INTRODUCTION 
 
Identity crime is a form in which a person steals 
someone’s identity pretending to be someone else in 
order to obtain resources or to gain credit and other 
benefits in the person’s name. In accordance with the 
skyrocketing technological advancements, the 
fraudulent activities rise collectively across the globe. 
It is quite imperative for every other business or 
organization as its impacts tend to increase the 
business cost. 
Identity crime can usually be a mix of two in reality: 
On one hand, it refers to the real identity theft that 
corresponds to the illegal use of the innocent people’s 
complete identity details. These are usually harder to 
obtain rather easier to apply successfully. On other 
hand, it refers to synthetic identity theft which is the 
act of   creating a virtual identity in order to 
perpetrate criminal activities. These are 
untroublesome to create but more difficult to apply 
successfully. 
The use of forged documents tends to provide 
financial burden for government, financial and social 
welfare institutions. Of all, Identity crime is a 
prominent apprehension in the two domains of 
finance: Credit application and Transaction. 
In the credit application domain, applications can 
either be Internet or paper based forms. It becomes 
easy for the fraudsters to steal confidential 
information through unsecured mailboxes or when 
the online forms are not closed properly or when the 
paper forms are not filled in or discarded safely. 
In the transaction domain, online financial transaction 
involves e-commerce activities that can be done 
through cyber banking and credit cards. 
Credit application fraud is prevalent and has reached 
a majority of fraudsters who are well educated, 
sophisticated, organized and experienced. Their 
patterns tend to be distinct from each other and keep 
on changing constantly. They even software  

 
automation so as to calculate particular values within 
the application and to increase the success rate. 
Matches or Duplicates refers to those applications 
that have identical values. It is broadly classified into 
two: Exact (or true) duplicates that have all the same 
values. Near (or approximate) duplicates that have 
some values in similar. 
This paper emphasizes that each successful credit 
application fraud pattern can be depicted by a sudden 
and sharp rise in spike within short duration of time 
with respect to the established baseline level. 
 
II. DATA MINING: AN OVERVIEW 
 
Data mining is the process of extracting valuable 
patterns or knowledge from large volumes of data and 
alarms fraud. These should be statistically reliable, 
not known before and actionable from data. 
This data should be easily accessible, relevant, 
enough and clean. It is the process of data selection, 
exploration and building models using vast data 
stores to uncover previously unknown patterns. Also, 
there should be a precise definition of the problem of 
data mining as it cannot be solved by query and 
reporting tools directed by the data mining process 
model. It is used to detect, classify, cluster and 
segment the data and automatically find associations 
and rules in the data that may signify interesting 
patterns, including those related to fraud.The data 
mining tools provide a knowledgeable understanding 
of the private data of the people and of the activity 
logs of the document issuance system. It takes data as 
input and constructs a depiction of reality in the form 
of a model. The resultant model in turn describes the 
existing patterns and relationships. It exists in the 
field of Knowledge of Discovery in Databases (KDD) 
and Data mining. The data mining activities fall into 
three general category from the process orientation: 
1. Discovery: It is the process of finding hidden 
patterns in a database without predetermined 
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information or hypothesis of what the patterns may 
be.  
2. Analytical Modelling: It is the process of using 
patterns found in the database and using them to 
predict the future. 
3. Criminal Analysis: It is process of implying the 
mined patterns to find anomalous or unusual data 
elements. 
It is widespread and finds its applications in vast 
areas. It can help companies in various fields by 
mining their expanding databases for useful and 
thorough transaction information. It helps in 
decreasing the amount of work of analysts and 
enables them to focus on investigating activities of 
those individual who have been tagged as suspicious. 

 
III. RELATED WORKS 
 
Case base reasoning (CBR) is used to reduce the 
number of final line fraud investigations in credit 
application. It provides adaptive solution for fraud 
filtering and case ordering function for reducing the 
number of fraud arrived at the final-line [2]. CBR 
systems are able to learn from the same pattern to 
classify new cases. It also uses adaptive algorithm 
which is able to adapt with the new patterns of fraud 
that emerge in credit applications. It provides more 
confidence and system accuracy measurements. CBR 
systems are very flexible and robust to missing or 
noisy data. It provides final diagnostic accuracy by 
using multiple algorithms and by updating weighting 
structures. CBR system works by defining a set of 
features for the data and then generating a score to 
show the relationship between the previously seen 
case and the test case. The performance of the system 
is difficult to measure as it is very sensitive to test 
case and testing base size, and distributions of fraud 
and non-fraud cases within each. 
A Dictionary-Based approach is used to remove the 
“dirty data” in the large databases. The name 
matching approach is used to provide the high level 
of accuracy and provides ANSWER, a name 
matching approach which uses the prefix-tree of 
available names in the large database. By using the 
prefix-tree, searching the matched names is fast and 
accurate in the large databases [3]. It concentrates 
more on the problem of searching proper nouns 
within the databases. The problem arises as a result of 
either the user does not know the correct spelling of a 
name or the name which is already present in the 
database is with errors. To reduce the time 
complexity, a structured dictionary of prefixes 
corresponding to the existing names in the database is 
used. It is more efficient than searching through the 
entire database. A prefix-tree is feasible and it will 
not grow unmanageably big. Approximate Name 
Search with Errors algorithm based on PREFIX 
algorithm is fast and accurate for search of full 
names. PREFIX method is capable of an exhaustive 
edit-distance which searches the data at high speed. 

ANSWER method has run-time complexity and it 
maintains robustness and scalability and accuracy. 
Supervised learning algorithm uses trained set of data 
and it is the machine learning task of inferring a 
function. In supervised algorithm, each example has a 
pair of data, one is an input object and another is a 
desired output value [4]. It analyses the training data 
and produces an inferred function, which is called a 
classifier. The classifier should identify the correct 
output value for any valid input object. In supervised 
algorithm, first an input object and output object 
either from human experts or from measurements is 
gathered. Then the input object is converted into a 
feature vector which contains a number of features 
that are descriptive of the object. Run the learning 
algorithm on the gathered training set and evaluate 
the accuracy. The issues in supervised learning are 
Bias-variance trade-off, function complexity, 
dimensionality of the input space and noise in the 
output values. If the input object contains any 
redundant information then the learning algorithm 
will perform poorly because of numerical 
instabilities. In supervised algorithm only the known 
fraud patterns can be determined. 
Receiver Operating Characteristics (ROC) graphs is 
used for organizing and selecting the classifiers and 
visualizing their performance. It also used for 
analyzing the behavior of diagnostic systems. It is 
mostly used in medical decision making system [5]. 
ROC curves are used in the machine learning 
community, due in part to the realization that simple 
classification accuracy is often a poor metric for 
measuring performance. ROC graphs are simple, but 
there are some non-obvious complexities that arise 
when they are used. They can provide a great 
classification performance better than scalable 
measurements like accuracy, error rate or error cost. 
This is because sometimes the performance desired of 
a classifier is not exactly produced by any available 
classifiers, but lies between two available classifiers. 
The desired performance can be obtained by 
sampling each classifier. The sampling ratio will 
maintain the result of the classifier performances. 
They have many advantages over other evaluation 
measures such as precision-recall graphs and lift 
cures. 

TABLE I 
LITERATURE SURVEY 
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IV. NON-DATA MINING APPROACHES 
 
The existing system is based on the business rules, 
score cards and known fraud matching which are 
non-data mining layers of defence. These are devised 
with the help of supervised algorithms. 
Supervised methods are those that work upon trained 
set of data where the models are trained to 
discriminate between fraudulent and non-fraudulent 
applications. Example: SVM, Neural networks, 
Logistic regression.  
 
BUSINESS RULES: 

1. In Australia, one business rule is that a 
hundred-point physical identity check has to 
be taken by the applicant and must provide 
point-weighted documents face-to-face in 
person. For ex, passport contains 70 points. 

2. Second rule, the applicant is contacted over 
telephone or internet for verifying the 
genuinity. 

These are, though convenient are quite human 
resource intensive. To rely less on human resource, 
A common rule is to match the applicant’s identity 
no., address, phone no. against the external database. 
The public telephone and address handbooks, semi-
public voters' register, and credit history data can 
have data quality misgivings of accuracy, 
completeness and timeliness. 
 
SCORE CARDS: 
For credit scoring, a small percentage of fraud that is 
not credit worthy is caught. It removes outlier 
applications that have higher probability of being 
fraudulent. 
 
KNOWN FRAUDS: 
These are complete applications that have been 
confirmed to have the intent to defraud. They are 
periodically recorded to blacklist. When a new 
application arrives, the current application is matched 
against blacklist. 

i. These are untimely due to long time 
delays, in days or months, for revealing, reporting 
and recording fraud. This provides a window of 
opportunity for fraudsters. 

ii. These are highly manual as it is incorrect, 
expensive and difficult to obtain and have the 
potential of breaching privacy. 
 
V.  PROPOSED METHODOLOGY: A DATA 

MINING-BASED APPROACH 
 

The proposed system achieves resilience by providing 
multilayer defence i.e. by adding two new real-time, 
data mining layers namely Communal Detection 
(CD) and Spike Detection(SD). The main 
contribution is the demonstration of challenges faced 
by data mining-flexibility, adaptivity and quality data 
in real-time. It is based on the unsupervised algorithm 

in contrary to the supervised algorithm which 
requires training on new set of data. Unsupervised 
algorithm is the new explanation or representation of 
observation data which will lead to better future 
responses or decisions. It models a baseline 
distribution that represents a normal behavior and 
detects observations that show greatest departure 
from this normal line. 
MERITS: 

1. Detects more types of fraud/attack also the 
previously undiscovered ones. 

2. Better account for changing legal behavior. 
3. Removes redundant attributes 
4. No need of the preceding knowledge of the 

fraudulent or non-fraudulent transactions in 
the database. 

 
TWO LAYERS OF DEFENCE: 
A. COMMUNAL DETECTION (CD) LAYER: 
 
It is a whitelist oriented approach on a fixed set of 
attributes. It reduces the suspicion score of the legal 
behaviors and also the false positives. Whitelist is the 
list of communal and self –relationships between 
applications. Communal relationships are actually 
near duplicates which portraits the social 
relationships ranging from tight familial bonds to the 
casual acquaintances: Neighbors, family members, 
friends, colleagues. The family member relationship 
in depth can be traced into more detailed relationships 
such as husband-wife, parent-child, male-female, 
brother-sister, uncle-niece, cousin. Construction of 
whitelist is done by ranking link-types between 
applicants by volume. In case, larger the volume for a 
link-type, there is higher probability of a communal 
relationship. There are some problems with the 
whitelist. One, the attacks made by the fraudsters can 
be focused when they intend to submit the 
applications with synthetic communal relationships. 
Other, the ranks and volumes of the whitelist’s real 
communal relationships may change over time. The 
solution is to make the contents of whitelist less 
predictable. It finds the real social relationships and is 
tamper-resistant to synthetic relationships. Tamper-
resistant in the sense it makes it more difficult for the 
fraudsters to manipulate data or to make the contents 
of whitelist less predictable by providing false data. 
The whitelist is continually being reconstructed to 
make it more adaptive to changing legal behavior. It 
trades off efficiency (degrades computation speed) 
for effectiveness (improves security). 
 
ALGORITHM DESIGN: 
INPUTS: 

 Current application 
 Moving window 
 Threshold 
 State-Of-Alert 

OUTPUTS: 
 Suspicion score 
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 Same or new parameter value 
 New whitelist 

STEPS: 
1) Create link type 

Every current application value is matched against 
previous application’s value using moving window to 
find links. 
Link type is a binary string which assigns ‘1’ for 
matched attributes and ‘0’ for unmatched ones. 

TABLE II 
CREDIT APPLICATIONS 

 
Current Application 

 
Link type: e5,1=000000  e5,2=000000  
 e5,3=000000  e5,4=001010 

2) Create link score 
Every application’s link is matched against whitelist 
to find the communal and self-relationships among 
applications and reduces the link score. 
If link type is available for match in the whitelist, the 
link score is calculated using the formula, 

푆 = 퐸 ∗ ∗ 푊   - (1) 
Where, 

푆  -Single link score 
퐸 - Single attribute match 

N - No. of attributes 
푊 - Weight of Zth link type 

In case of non-match with the link type in whitelist, 
푆 = 퐸 ∗    - (2) 
Where, 

 푆  - Single link score 
퐸 - Single attribute match 

N - No. of attributes 
3) Calculate previous application average score 

It is the calculation of every linked previous 
application’s score to be included in the current 
application’s score. The previous scores in turn act as 
the reference or baseline level. 
 푆푆 =    - (3) 
Where, 

SS - Suspicion score 
       퐵 - Single link average previous score 

푂 - No. of outlinks 
 

4) Calculate Suspicion score 
Suspicion score (current application score) is 
calculated using single link and previous application 
score. 

 
푆푆 = 푆 + 퐵    - (4) 
 

5) Parameter value change 
The adaptive CD algorithm increases the tamper-
resistance in parameters. It determines the State- Of-
Alert (SOA) and then updates one random 
parameter’s value. 
 

6) White list updation 
The adaptive CD algorithm updates the whitelist. 
 
B. SPIKE DETECTION (SD) LAYER: 
 
It is attribute oriented approach which acts upon 
variable set of attributes. It increases the true 
positives by adjusting the suspicion scores 
appropriately. It is complemented with the CD 
algorithm to improve resilience and adaptivity. It 
continually filters the redundant attributes. They are 
either too sparse where no patterns can be detected or 
too dense where no denser values can be found. It 
selects those that are not-too-sparse and not-too-
dense. CD has some fundamental weakness in 
accordance with the attribute threshold. It must match 
at least three values and with less than three matched 
values, the whitelist may not contain real social 
relationships because some values may not be unique 
identifiers. It strengthens CD by providing weights 
which in turn reflects the degree of importance in 
corresponding attributes. It is probe-resistant to 
attributes. Probe-resistance in the sense reduces the 
chances a fraudster will have so as to discover the 
attributes. It even addresses the external events by 
tuning attribute weights. It trades off effectiveness 
(degrades security) for efficiency (improves 
computation speed).  
 
ALGORITHM DESIGN: 
INPUTS: 

 Current application 
 Moving window 
 Threshold 

OUTPUTS: 
 Suspicion score 
 Attribute weight 

STEPS: 
1) Compare applications 

Every application is compared against the moving 
window of previous applications step by step. 
 

2) Calculate current value score 
The application’s current value score is calculated by 
integrating all steps to find spikes. 

푆 =     - (5) 
Where,  
푆  –Single step scaled count 
퐸 - Single attribute match 
K – No. of values 
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3) Calculate current application score 
The calculation of every current application score is 
done using all value’s scores and attribute weights. 

퐶 = 푆 ∗푊    - (6) 
Where, 
퐶 - Current application score 
푊 - Attribute weight 
 
4) Select attributes 

SD algorithm identifies the key attributes for the SD 
suspicion score. It highlights the probe reduction of 
the selected attributes. 
 

 
Fig.1 Attribute selection 

 
5) Whitelist reconstruction 

It updates the attribute weights of CD. 
푁푒푤 푎푡푡푟푖푏푢푡푒 푤푒푖푔ℎ푡 =

 
 - (7) 

 
First, CD assumes that all attributes are of equal 
importance. The combination of CD-SD means that 
SD provides the attribute weights for CD, and these 
attribute weights reflect the degree of importance in 
attributes. 
 
VI. IMPLEMENTATION AND RESULT 
 
A. IMPLEMENTATION 
The registration process for a new user is carried out 
in such a way to get a registered PIN no.. The user 
fills up all the necessary details and submits the form. 
Then the user is notified with a PIN no. which is also 
sent to his/her mobile phone. Then the genuinity of 
the user is verified in two modules using CD & SD 
algorithms. 
Admin logs in with his/her username & password to 
carry out the verification process. The verification is 
done by processing the CD algorithm step by step in 
which the current application is compared against 
moving window of previous applications. A link type 
which is a binary string is generated on comparing 
the attributes. Link score and suspicion score are 
calculated based on the previous application average 
score. Validity of user is determined based on the 
suspicion score. 

TABLE III 
SAMPLE CREDIT APPLICATIONS WITH SIX 

ATTRIBUTES 

 
 

In the spike detection layer, a variable set of attributes 
will be compared to determine spikes. A sudden and 
sharp rise in spikes indicates duplicates. The final 
suspicion score indicates the authentication of the 
user. The authenticated user then applies for the 
appropriate credit card based on his/her annual 
income.     

TABLE IV 
SAMPLE WHITELIST 

 
 

In the final module, the authenticated user makes an 
online purchase with his/her PIN no. & credit card 
no. The admin allocates interest for the purchase 
made & specifies deadline for the payment.  
The user can login with his/her acc. no., PIN no. & 
pan card no. as password to know the status for 
his/her credit card process and payment. 

 
Fig.2 Architecture diagram for forge detection in credit 

application 
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B. RESULT 
The system detects the fraud detection online credit 
card or loan application. This system is used to avoid 
the duplicates and from the fraudsters while applying 
the credit card or applying for any loan. Data mining 
algorithms are used this system. These algorithms 
namely communal detection and spike detection used 
to detect the multiple applicants. This system 
combing with the spike detection and communal 
detection algorithms are used to make the system 
more efficient and secure. The identity thief has 
limited time because not guilty people can detect the 
fraud concerned early and quickly the victim can take 
the needful action. 
 
SCREENSHOTS 

1) REGISTRATION 

 
Fig.3 Registration 

 
The user visits the bank website, fills up all the 
details in the application form and uploads the photo 
then submits the application form. Then a PIN no. 
will be generated which is intimated to the user 
through his mobile number in the application form. 
 

2) ADMIN LOGIN 

 
Fig.4 Admin Login 

 
The admin logs in with his/her password and 
username to validate the registered user. 
 

3) COMMUNAL DETECTION 

Fig.5 Communal detection 

The admin verifies genuinity of the user details with 
the existing bank database and finds the communal 
and self-relationships. 
 

4) WHITELIST RECONSTRUCTION 

Fig.6 Whitelist reconstruction 
 
On verifying the genuinity of the user, link type will 
be generated and link score and suspicion score will 
be calculated. 
 

 
5) FINDING LEGITIMATE USER 

 
Fig.7 Finding legitimate user 

 
Based on the suspicion score, the user is moved either 
to the valid or invalid list in the SD block. 
 

6) WHITELIST UPDATION 

Fig.8 Whitelist updation 
 

In SD, based on the variable set of attributes 
suspicion score will be calculated and attribute 
weights will be updated in the CD block. 
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7) USER LOGIN 

Fig.9 User login 
 

The valid user then logs in with his/her account no., 
pin no., and pancard no. as his/her password to apply 
for the credit card. 

8) CREDIT CARD PROCESS 

Fig.10Credit card process 
 

On selecting the type of the credit card, the user gives 
up the details of his/her company, salary slip and 

annual income based on which a credit card number 
will be allocated. 

 
CONCLUSION AND FUTURE ENHANCEMENT 
 
The principal focus of this paper is the real time 
search for patterns in a multi-layered fashion so as to 
safeguard credit applications at the first stage of the 
credit life cycle. It entirely documented the 
corresponding development and evaluation in the data 
mining layers of defence for real-time forge detection 
in credit application. The effectiveness of the system 
is dramatically increased with the help of force 
multipliers. They are resilience (multi-layer defence), 
adaptivity (better accounts for changing legal and 
fraud behavior), and quality data (real-time removal 
of data errors).The system can further be developed 
along with the biometric by taking the biometric 
attributes of the customer. The biometric features can 
be iris, retina, finger print, facial features, DNA, vein 
patterns, signature etc. 
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