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Abstract— The world is moving towards more promising application of wireless communication and electronics has 
enabled the development of low-cost sensor networks. Wireless Sensor Networks (WSNs) has vast range of applications but 
as the sensor network becomes more complex, security of these WSN becomes even more important. WSN faces major 
security threats due to deployment of sensors in remote area and its geographical distributions. This has led the researchers 
to explore solution in this emerging area.  In this paper, key requirement for the WSN security are discussed. Various 
cryptography techniques are studied such as symmetric key and public key which further contains Elliptic Curve 
Cryptography (ECC), Pair based Cryptography (PBC) and Identity Based Cryptography (IBC). 
 
Index Terms—Security requirements, symmetric key, public key, ECC, PBC and IBC. 
 
I. INTRODUCTION 

 
Wireless sensor networks can be described as an 
emerging new technology with a very promising 
future [1]. The development of Wireless Sensor 
Networks (WSNs) is brought about by merging of 
advanced electronic and wireless technologies. The 
main purpose of WSN is to serve as an interface to 
the real world. It consists of hundreds or even 
thousands of small devices each with sensing, 
processing, and communication capabilities to 
monitor the real-world environment [3].  These 
networks are used to monitor a vast field, where the 
operational conditions are most often harsh or even 
hostile. 
Owing to their easy and cheap deployment features, 
Wireless Sensor Networks (WSNs) are applied to 
various fields of science and technology: To gather 
information regarding human activities and behavior, 
such as health care, military surveillance and 
reconnaissance, highway traffic; to monitor physical 
and environmental phenomena, such as ocean and 
wildlife, earthquake, pollution, wild fire, water 
quality; to monitor industrial sites, such as building 
safety, manufacturing machinery performance, and so 
on [4]. 
A typical WSN consist of a many tiny computing 
devices that convey information through each other 
until it reaches the destination node and the sink node 
is a gateway device that has a connection with the 
fixed network. Usually each node in a sensor network 
can collect data, act as a router and be a source of 
information at the same time. Such diversity in 
functionality is not common in traditional fixed 
networks where a dedicated device is typically used 
for each function. Sensor nodes are often called motes 
and it come in many different shapes and sizes [1]. 
Every new technology has some constraints which 
has to be sought out to provide the best outcome. So, 
WSN also has its own constraints which lead to the 
demand of new research in this field. WSNs have 
severe resource constraints such as limited processing  

 
capability, memory, communication bandwidth and 
energy. Energy is the biggest constraint for a WSN. 
In general, energy consumption in sensor nodes is in 
various forms such as for transducer, for 
communication and computation.  A sensor is a tiny 
device with only a small amount of memory and 
storage space. Memory is a sensor node usually 
includes flash memory and RAM. The memory 
available is not sufficient to run complicated 
algorithms after loading it OS and application code. 
Unreliable communication is another serious threat to 
sensor security. 
When wireless communication comes in picture there 
are security issues which have to be addressed. Thus, 
Security is one of the most important and challenging 
problems in wireless sensor networks. Since these 
networks are usually deployed in remote places and 
left unattended, they should be equipped with security 
mechanisms to defend against attacks such as node 
capture, physical tampering, eavesdropping, denial of 
service, etc [3]. Unfortunately, traditional security 
mechanisms with high overhead are not feasible for 
resource constrained sensor nodes. The researchers in 
WSN security have proposed various security 
schemes which are optimized for these networks with 
resource constraints. In real-world WSNs, the nodes 
cannot be assumed to be trustworthy apery. 
Researchers have therefore, focused on building a 
sensor trust model to solve the problems which are 
beyond the capabilities of traditional cryptographic 
mechanisms [3] 
In this paper, we have discussed the basics of wireless 
sensor network and its constraints. Next we will 
discuss the security requirements in these networks 
then we will be discussing the various key 
distribution techniques in wireless sensor network 
which will include classical approach and recent 
advance in public key. Classical approach will 
contain symmetric key and public key. In recent 
advance in public key will contain three types i.e. 
Elliptic Curve Cryptography, Pair-Base Cryptography 
and Identity-Base Cryptography. 
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II. SECURITY REQUIREMENT IN WSN 
 
A WSN is a special type of network. It shares some 
similarities with a typical computer network, but also 
exhibits many characteristics which are unique to it. 
The security services in a WSN should protect the 
information communicated over the network and the 
resources from attacks and misbehavior of nodes. The 
most important security requirements in WSN are: 
A. Confidentiality:  
Confidentiality means the security process which 
ensure message share between user and recipient is 
not understood by anyone in the network. Data 
Confidentiality is obtained in WSN with the help of 
the following statements [5]: 
1. Data should be restricted within the network. 
2. Secure Connection for key management.  
3. Keys should be convertible with respect to the 
layered attacks 
B. Integrity:  
Integrity means trusting the data resources. Data 
integrity means that the data is not altered by an 
accident or any malicious activity and Source 
integrity means data is only originated from the 
trusted person or source [5]. 
C. Authenticity:  
Authenticity allows the receiver to maintain the 
original of data which involves more than one proof 
of identity. It may be a in the form of password or a 
key known only the user. 
D. Non-repudiation:   
Non-repudiation means to ensure that the message 
transferred has been sent and received by the parties 
claiming to have sent and received the message.  
E. Availability:  
Availability means to ensure that the data resource is 
available for legitimate user [7]. It says data should 
be available always to the legal users throughout the 
network even if there occurs internal or external 
failures, faults, errors or attacks[5]. 
F. Freshness: 
Data freshness assures that the data received during 
exchange is raw without any trace of reused data. In 
wireless sensor network the data’s may not be 
transferred within the given time interval, so we must 
guarantee that it is fresh. To achieve this, time stamp 
are used. It consists of two types i.e. Weak freshness 
provides a little order for the data’s so delay cannot 
be calculated, whereas strong freshness provides a 
general order and allows the calculation of delays [5]. 
 
III. KEY DISTRIBUTION TECHNIQUES IN 

WSN 
 

After observing the constraints and limitations of 
sensor networks, it is clear that these kinds of 
environment need lightweight cryptography to 
achieving high level of security [1]. For a practical 
security solution each sensor must have a balance 
between cost, performance and security level but it is 

very difficult to obtain all three design goals at the 
same time. It is observed that in such circumstances 
developers sacrifice the security level by using cost-
effective key solutions without any proper 
mechanisms for key distribution [1]. Thus, WSN 
requires more flexible methods for key distribution in 
the network, which is similar to the techniques used 
in traditional fixed networks. Now, we will be 
discussing the two approaches i.e. classical and 
advance. They are as follows: 
G. Classical Approach for Key Distribution   
Before the development of public key systems, 
symmetric encryption was used as conventional 
cryptography. But there is a major drawback in the 
symmetric key techniques that is the lack of a proper 
key exchange mechanism. Thus, the Public key 
systems are an elegant solution to this problem. 
1) Symmetric Key Technique: 
In secret key cryptography, a single key is used for 
both encryption and decryption. Because a single key 
is used for both functions, secret key cryptography is 
also called symmetric encryption. For symmetric 
encryption to work, two node shares same secret key 
which has to be protected from access by others.. But, 
the process for installation of key in the system is an 
important issue to solve by using only symmetric key. 
The main challenge is in the case of wide distributed 
area like WSN. Frequent change of key is required in 
unprotected area where chance of attacker learning 
the key is high. Thus, the cryptography system’s 
strength rest on the key distribution technique. 
 
 Method 1: Consider a small sensor network that 

has pair-wise secret keys pre-loaded in the 
memory before the deployment phase. Each 
sensor node has a list of n-1 keys, one for self 
and n-1 for others in an n-node network. After 
deployment phase nodes can exchange the secret 
keys for encryption. The network deployed can 
also manually update the keys whenever it is 
required. But the problem arises when new node 
is added as each of them will need a new key. 
Such systems can be used for small network but 
are not practical for large networks. 

 Method 2: Let’s consider Key Distribution 
Center (KDC) which distributes key to the pair 
of nodes whenever communication has to be 
established. . Every node would have to share a 
unique symmetric key with the KDC for the 
purpose of key distribution and authentication. 
This can leads to increase in the number of 
packets flowing between nodes and KDC  that 
can cause bottle neck [1]. Here, KDC should be 
well protected and it also requires fixed 
infrastructure with trusted server. But, this 
method is not prevalent for many sensor network 
deployments. 

 
The above method shows how limited is KDC in case 
of WSN. WSN requires more flexible method for key 
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distribution in the network. So, other traditional is 
used.  
2) Public Key Techniques: 
Public key systems are the alternative techniques 
used in place of symmetric keys. It simplifies the key 
management and offer additional functionality that 
was not available in symmetric systems. In traditional 
fixed networks, Public Key Cryptography is a 
fundamental and widely used technology that secures 
the communication both in private networks and 
across the Internet [1]. 
Public Key Cryptography uses a pair of key names as 
secret private key and published public key [7]. Here, 
the key used for encryption is not same as the key for 
decryption. This type of security technique is called 
asymmetric cryptography. 

 

 
FIGURE 1: Public Key Cryptography 

 
Figure 1 represents a basic public key and shows the 
information flow in the system. In order to participate 
in a public key infrastructure, user A must first 
register with the Registration Authority. The 
registration authority validates the users. Identity and 
forwards his public key to the Certificate Authority. 
The objective of the Certificate Authority is to bind 
the identifying information and evidence supplied by 
the Registration Authority with the public key of the 
user. This results in the generation of a public key 
certificate. The certificate authority issues each user 
with a digital certificate i.e. public key certificate 
with its own private key. When user B wants to 
communicate with User A he asks for his digital 
certificate. Then, User B contacts the Certificate 
Authority in order to validate the received certificate. 
The certificate authority checks in its storage to see if 
the certificate is still valid. After a positive certificate 
verification user B trusts user A and can send him 
encrypted data using A’s public key.  
In the context of wireless sensor networks, it is often 
difficult to provide a practically usable public key. 
Sensor nodes have strict energy limitations and 
cannot spend too much time on radio transmissions. 
Remote areas lack in trusted infrastructure and sensor 
deployments which further complicate the concept of 
a Certificate Authority. However, the concept of a 
public key in a sensor network scenario can be 
simplified thanks to several design features of WSNs.  

H. Advance Public Key Cryptography  
Cryptography like many other areas of computer 
science is constantly evolving and new advances are 
made in the state-of-the-art. However, the adoption 
rate of new techniques in cryptography is slow due to 
many technological, economical and even political 
reasons [1]. Use of these new achievements in 
cryptography can provide advanced security services 
at low cost in WSN. These cryptography techniques 
are discussed as follows:- 
 
1) Elliptic Curve Cryptography (ECC) 
Elliptic Curve Cryptography is a proven technology 
that is used in many different commercial products 
such as mobile phones, smart cards, email systems 
and many others. In any cryptographic system 
security of system is depends upon mathematical 
complexity [3]. As complexity increases processor 
time and energy consumption also increases at the 
same time and performance of the system also 
improve. If we compare the security level of ECC and 
RSA the key size required for ECC is much lower 
than that of RSA. 

The hardness of Elliptic Curve Cryptography is 
based on the Elliptic Curve Discrete Logarithm 
Problem (ECDLP). The hardness of ECC is obtained 
by calculating scalar point multiplication which is 
given by Q = sP, where Q and P are points on curve. 
The Elliptic Curve Discrete Logarithm Problem 
occurs when the coordinates of P and Q are known 
and the scalar s needs to be calculated. This 
computational problem becomes harder with the size 
of domain parameters [1]. 

 
Table I :  Comparison of different implementation  
                              Techniques in ECC   

    In this paper we have considered two platforms 
named as MICA2 and Tmote sky. On these platforms 
sensor motes like ECC M2, wing-li, Tiny ECC, and 
Nano ECC are implemented[9]. Out of these ECC 
M2 and Wang-li are the oldest while Tiny ECC is 
currently used and Nano ECC is considered as future 
technology. In this type of cryptography two types of 
fields are used (binary field) and (prime field). Binary 
curves are smaller and faster in hardware than prime-
field ones [10].  This is because they have shorter 
formulas. Prime-order curves are usually faster on 
general-purpose CPUs, because those CPUs usually 
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have a giant integer multiplier circuit, and they don't 
usually have a giant binary multiplier circuit.  
    The drawback of elliptic curve cryptography is that 
the whole system is a lot more complicated than the 
traditional RSA scheme. The mathematics behind 
Elliptic Curve Cryptography are rather complex and a 
broad range of different parameters makes the 
implementation more difficult. Nevertheless, small 
key sizes, relatively low computational requirements 
and high flexibility justifies the choice of Elliptic 
Curve Cryptography as a Public Key Cryptography 
technique [1]. 
 
2) Pairing-Based Cryptography (PBC) 
Pairing based cryptography is an emerging trend in 
cryptography that is strictly related to Elliptic Curve 
Cryptography. A pairing function is a mapping 
between two groups of elliptic curve points. It is often 
denoted as , where P and Q are two points on a 
special elliptic curve[5]. The whole concept of using 
pairings in cryptography is based on the property of 
bilinearity:          

 
Where P and Q are points on elliptic curve a and b are 
scalars. 

There are three types in Pairing-Based 
Cryptography they are named as type 1, type 2 and 
type 3[8]. 
 Type 1 pairing where G1 = G2; 

It contains two group 1 consider G1 and G2, 
Where each of them contain  equal and same 
no of elements hence it gives one to one 
mapping. 
For example: G1= (A,B,C,D,E) & G2= 
(A,B,C,D,E) 
Some advantages of type 1 are high efficiency, 
easy occurrence of pairs, high accuracy, high 
bonding. But its security is low because as in 
the case of large elliptical curve there are 
chances of having same combination pairs 
between different pairs as it uses random 
distribution method. 

 Type 2 pairing where G1 ≠ G2 but there is an 
efficiently computable homomorphism Φ : 
G2→ G1; 
This type of cryptography is partially 
symmetric since both the group does not 
contain same elements but G1 is a subset of 
group G2. For example: G1= (A,B,C,D,E), 
G2= (A,B,C,D,E,F,G,H) 
As compared to the other two types of pairing 
techniques it have medium bonding, medium 
security and comparatively low efficiency. 

 Type 3 pairing where G1 ≠ G2 and there are 
no efficiently computable homeomorphisms 
between G1 and G2. 
This type of pairing is asymmetric. Since none 
of the element from both the group is identical 
to each other. For example: G1=(A,B,C,D) and 
G2=(P,Q,R,S,T,U,V) 

In above example both G1 and G2 are different 
so no pairing is possible internally so all 
pairings will be done externally hence  this 
type of cryptography provide high security but 
it has low bonding and its efficiency is very 
less as compare to type 1 and type 2. 

Currently researcher are combining two types i.e. 
Type 1 and Type 3 pairing which will result in high 
security with low complexity. One example is Micro 
Paring Based Cryptography. 
 
3) Identity based cryptography 
In Identity based cryptography user’s identities are 
used as public key. This key sharing mechanism 
depends on bilinearity property of pairing. Private 
key generator (PKG) has master key‘s’ this master 
key is use to generate private key of the form . Let 
us consider H be the Hashing and Mapping function. 
This function is use in conversion of bulk amount of 
data in small value by using mathematical function 
and it is require to map unique identity information 
into an elliptical curve point. Hence, , 
where IDA is identity of user A. 

Let us consider two user A and B, If both of them 
have their private keys PA and PB then to share 
information in between they have to satisfy the 
following condition: 
              

 Identity-Based Encryption (IBE) 
This key sharing scheme does not require any 
communication between the users. User A needs only 
his private key and public key of user B which can be 
derived based on public identity DB to calculate 
pairing. 

 

 
FIGURE 2: Identity Based Cryptography 

 
In general random keys are generated for encryption 
purpose but in case of identity based encryption the 
user chooses his ID as his public key. The 
information which sender wants to send is encrypted 
by his public key and cipher text (c) through the 
transmitting channel. At the receiving side user 
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authenticates himself to the key generation center. It 
provides private key to user. This private key is 
generated from his ID and must be sent to him in a 
secure way. 
 
CONCLUSION 
 
Wireless technology is one of the most upcoming 
technologies today. Security is main concern in the 
wireless sensor network which can be overcome by 
using cryptography. It is learned that symmetric 
cryptography is not able to solve the security problem 
so public key is used as the solution. In public key its 
observed that ECC is a software base platform for 
typical WSN but it is complex. So, the new 
cryptography like pairing and IBC are considered for 
providing optimal solution for public key. It also gives 
sufficient security which is the most important 
demand of WSN.   
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