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Abstract- Cloud computing is one of the fast growing technologies in the industry. From personal user to the industry makes 
use of cloud for data storage and computing. One of the important reasons is that it is economically beneficial for use and 
other is it can be accessed remotely at any time. An individual and organization stores their data over the cloud it again raises 
the security issue. In our system, we store the data in the encrypted form so that the security is maintained. Only storing the 
data is not sufficient, it should be provided a search facility so that it can be accessed whenever necessary. System takes the 
multi-keyword as the input and generates encrypted query so that again security is provided through network. Only valid 
user should be able to get the stored data, this leads to privacy concern. Our system maintains the privacy so that only valid 
user will be able to get the required data. Search is done with the help of index generated for each file. The result includes 
the ranking of the files according to the relevance. System returns the top-k relevant files to improve the efficiency of the 
search. 
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I. INTRODUCTION  
 
Cloud computing is the long dreamed vision of 
computing as a utility, where cloud customers can 
remotely store their data into the cloud so as to enjoy 
the on demand high quality and application services 
from shared pool of configurable computing 
resources [2]. The cloud yields benefit for the users as 
well as the provider. The cloud has long been 
envisioned as the next generation IT architecture, 
which promises to provide massively scalable data 
storage and application services to society at a 
reduced cost, primarily attributed to centralized 
management of elastic resources [1]. The important 
parameters of the cloud are economically beneficial 
and flexibility. One of the attractive services provided 
by cloud is storage service. This helps to store the 
client data over the cloud and make it accessible for 
24*7. 
Cloud providers have all the data which is outsourced 
by their client. They can read and manipulate the data 
provided by their cloud so the security issue came 
into the existence. The data client can store the 
important documents like property or tax information, 
transaction information which must be kept 
confidential. Storing the data over the cloud in plain-
text format again leads to the security breaches. The 
security can be maintained by storing the data over 
the cloud in the encrypted from. With this encrypted 
storage, though the data is accessed by any other 
invalid user, it will not be in the readable form and 
hence will not be manipulated. For example, 
SLL(Secure Socket Layer) generally used in bank 
transactions transfers the data in an encrypted form 
which provides the security from the network but 
again it stores the data in an encrypted form so there 
is threat at the server side. Some of the cloud provider 
provides their own encryption but still the problem 
remains same. As the encryption is provided by cloud  

provider, it may decrypt and get the data hence the 
data owner is worried about their data. Again the 
security issue from cloud provider is there. In our 
system, we provide the encryption which will be 
depend on the private key of the data owner which 
removes the threat from the cloud provider. 
Only storing the data is not sufficient unless the data 
is provided with the searching facility. Most of the 
organizations and even individuals include the 
practice of query and answer everyday. Huge amount 
of data is stored over the cloud and it increases day 
by day. Performing the search over the encrypted data 
is important so that it should provide the security and 
the privacy. Only valid user should be provided with 
the required information. To improve the 
performance and narrow down the result, multi-
keyword searched is used which include use of more 
than one keyword for search. On the one hand, to 
meet the effective data retrieval need, the large 
amount of documents demand the cloud server to 
perform relevance ranking, instead of returning 
undifferentiated results. As the data stored in huge 
amount, only the relevant files should be returned 
instead of coarse result. Here the ranking plays the 
important role. Ranked search returns the top files 
which are most relevant with the data. To maintain 
the privacy, ranking should not leak the keywords 
used for the search. 
Storing the data over cloud helps to provide the 
security and confidentiality from the network and 
cloud provider. Restricting the access of data to the 
valid users only helps to maintain privacy. To 
improve the search efficiency, the multi-keyword 
search is performed and getting the relevant files is 
achieved with the help of raking technique. 
 
2. DRAWBACKS IN THE PREVIOUS SYSTEM  
 
A. Security: As the data is stored in the plain-text 
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format, it has security threat from the invalid 
users and the cloud provider.  

 
B. Privacy: Any authorized user was able to 

perform the search and get the results 
accordingly.  

 
C. Searching Technique: The single keyword search 

is used to give the unnecessary and 
undifferentiated results for the large data.  

 
3. Results: The results generated by the single 

keyword are not raked according to the 
relevance. It may just use the presence or 
absence of the keyword for retrieving the result. 
PROPOSED SYSTEM  

 
A. System Architecture  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
DESCRIPTION: 
 
 In this architecture, the main components are 

data user, data owner and cloud server.  
 Both data user and data owner should have 

project software application installed in their 
respective machines.  

 Data owner selects the file to be outsourced 
then application creates the index for the 
document.  

 Application encrypts the file as well as index 
and uploads it to the cloud and data owner 
distributes keys to the users who need to 
access data.  

 Data user provides the keywords and 
application generates encrypted query with the 
help of private key and the query is submitted 
to the cloud.  

 Data user is provided with the result for his 
search and he has to download and decrypt the 
file to get the data.  

 The scope is limited for the text files.  
 
B. Design Goals  
 

The following goals are achieved while designing the 
system: 
 
 Security: Encryption of the data provides the 

security.  
 Privacy: Only valid user is able to perform the 

search and get the proper result.  
 Efficiency: Multi-keyword search improves 

the search experience and ranking returns the 
most relevant documents.  

 
C. Algorithms Used  
 
 AES (Advanced Encryption Standard) Algorithm 

AES algorithm is symmetric key algorithm. 
Symmetric key algorithm uses same key for 
encryption and decryption. The data is divided 
into blocks of size 128 bits and can process data 
blocks of 128 bits using cipher keys of length 
128,192 and 256 bits. Depending on the key 
length, AES is categorized into “AES-128”, 
“AES-192”, “AES-256”. We have chosen AES 
as it has only one private key which is distributed 
among users. Hence it is beneficial for the users 
to handle single key rather than two keys i.e. 
public key and private key. It serves the purpose 
of saving memory space as the data encrypted by 
AES is of same size as that of original file while, 
in public key cryptography encrypted file size 
increases. AES is a comparatively a fast 
encryption process. It uses less computer 
resources. Only messages between a particular 
pair of sender and receiver are affected if a key is 
compromised. For AES algorithm, the length of 
cipher key(K) is 128 bits,192 bits and 256 bits, 
depending on this key length is represented 
byNk= 4, 6, or 8 [3]. This Nk reflects the number 
of 32-bit words (number of columns) in the 
Cipher Key[3].For the AES algorithm, the 
number of rounds to be performed during the 
execution of the algorithm is dependent on the 
key size[3]. The number of rounds is represented 
by Nr, where Nr = 10 when Nk= 4, Nr = 12 when 
Nk= 6, and Nr = 14 when Nk= 8[3].  

 
 SHA-1  

SHA stands for “Secure Hash Algorithm”. As the 
name suggests, SHA-1 is a cryptographic 
function. SHA results a 160-bit(20-byte) hash 
value. A SHA-1 hash value is rendered as a 
hexadecimal number, 40 digits long. The 
previous version of SHA is SHA-0. SHA-1 alters 
the original hash specification to correct alleged 
weakness of SHA-0. SHA-1 is the most widely 
used of the existing SHA hash functions. It is 
employed in several widely used applications 
and protocols. SHA-1 algorithm can be used for 
data integrity and cryptography. The output size 
for SHA-1 is 160 bits. Internal state size is 160 
bits (5*32). Block size is 512 bits. Maximum 
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message size is (2^64)-1 bits. The number of 
rounds required is 80. Operations performed are 
and, or, xor, add mod 
2^32, rot (rotational) performing the above 
operations, the algorithm is used to generate the 
digital signature for the given document. 

 
 TF-IDF (term  frequency  – inverse document  

frequency)  
TF-IDF stands for term frequency – inverse 
document frequency. It is a numerical statistic 
that is intended to reflect how important a word 
is to a document in a collection. It checks the 
proportionality of the words in the document and 
helps to know the words frequently occur than 
common. Most of the search engines use the 
weighing scheme of tf-idf for getting the result 
and ranking the result documents. We can find 
tf(t,d) i.e term frequency of the term t in 
document d by the number of appearance of the 
term t in the document d. It also includes 
different varieties like Boolean frequencies, 
logarithmic frequency and augmented frequency. 
Suppose we have a set of English text documents 
and wish to determine which document is most 
relevant to the query "the red ball". A simple way 
to start out is by eliminating documents that do 
not contain all three words "the", "red", and 
"ball", but this still leaves many documents. To 
further distinguish them, we might count the 
number of times each term occurs in each 
document and sum them all together; the number 
of times a term occurs in a document is called its 
term frequency. 
However, because the term "the" is so common, 
this will tend to incorrectly emphasize 
documents which happen to use the word "the" 
more frequently, without giving enough weight 
to the more meaningful terms "red" and "ball". 
The term "the" is not a good keyword to 
distinguish relevant and non-relevant documents 
and terms, unlike the less common words "red" 
and "ball". Hence an inverse document frequency 
factor is incorporated which diminishes the 
weight of terms that occur very frequently in the 
document set and increases the weight of terms 
that occur rarely [4]. 
The inverse document frequency measured how 

much information the word provides. It also measures 
whether the term is common or rarely present across 
all documents and the importance of that term in the 
document. It is the logarithmically scaled fraction of 
the documents that contain the word, obtained by 
dividing the total number of documents by the 
number of documents containing the term, and then 
taking the logarithm of that 
quotient [4]. Multiplication of tf and idf gives tf-idf. 
A high weight in tf-idf is reached by a high term 
frequency (in the given document) and a low 
document frequency of the term in the whole 

collection of documents [4]. 
4. RESULTS  

The graph below shows the relationship between the 
file size before and after the encryption. 
 

 
 
As the file size remains almost same after the 
encryption, it is not overhead for storage to store 
encrypted files and even security is maintained. 
 
V. FUTURE SCOPE  
 
The work can be extended for image and pdf files. 
The owner and client can use their application as web 
application. Use of advanced search queries is 
possible. 
 
VI. CONCLUSION 
 
As the data is stores in the encrypted format, it 
provides the security from the network as well as 
cloud provider and invalid users. This also helps to 
preserve the confidentiality. Only valid user is able to 
perform the search and retrieve the results 
accordingly. To improve the search and remove 
coarse results, multi-keyword search is used. Ranking 
is helpful to get the result according to the relevance 
of the documents. To preserve the security, keywords 
searched are also sent in encrypted format. 
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