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Abtract- After comparing many types of security methods in how much they are effective in solving the problem ,network 
security matrices are consider  high priority. Research on this maticx has been hindered by unknown vulnerability since they 
are not quantifiable & that’s why they are unpredictable. This paper resolves this issue of Zero – day security here in place of 
ranking the vulnerability a count is maintain which shows that how vulnerabilities are acceptable for compromising with 
network assets .Count is directly proportional with unknown vulnerabilities . In this we are devising heuristic algorithms to 
make out intractable issues. 
 
I. INTRODUCTION 
 
The internet network is growing with very rate and so 
is the case with network security threats .Main issues 
in securing computer networks are the insufficient  
methods for directly measuring the effectiveness of 
security solutions in a network , since “one can’t 
improve what one can't measure” itrusion detection 
system or firewall are not effective in this case for 
real world . Matrix method is accepted since it has the 
ability to directly measure and compare the amounts 
of security is been provided by different security 
solutions ,but it has some us tackled issues which 
need to be handle . This paper proposes a security 
metric, k-zero day safety, which addresses these 
issues. Here instead of measuring which unknown 
vulnerabilities are more likely to exist, we begin  with 
the worst case that this is not measurable and then 
metric simply counts number of zero-day 
vulnerabilities that are required to compromise with a 
network. Matrics count is directly proportional to the 
security of the network .Base of our implementation 
is an abstract model of networks and zero-day 
attacks. Considerations in our implementation are the 
complexity of computing the metric and design 
heuristic algorithms addressing this complexity in 
some special cases and we think metrics approach is 
the best way for this purpose. 
 
II. MOTIVATION 
 

 
 
Shown fig is an example of small network . Firewall 
allows all the outgoing Connection requests but it  

 
blocks all the incoming requests to host 2. Main 
security issue here is whether any Of the attacker on 
host 0 can obtain root control on host 2. 
Under this we have 2 policies on which we are 
working  
 
Policy 1 : The iptables rules and regulation are left in 
a default setup  that accepts all the given requests .  
Policy 2 : The iptables rules and regulation are 
configured which allows specific IPs, excluding host 
0, to have access to the ssh service. Now network is 
considered already secure in policy 1. 
 
Conclusions drawn after comparing these 2 policies 
For policy 1 
 The attacker on host 0 exploits zero-day 
vulnerability in HTTP service of host 1 and then use 
it to exploit another vulnerability in the secure service 
of host 2.  
  Host 0 exploits zero-day vulnerability in 
secure service on both of the hosts (1 & 2) . 
  Host 0 exploited zero-day vulnerability in 
the firewall (e.g., a default password) to create 
problems in the traffic blocking it before it 
compromises host 2. The 1st and 3rd case require 2 
different and distinct zero-day vulnerabilities, instead 
the second requires one zero-day vulnerability (in the 
secure shell service). 
That’s why, the network may be compromised with at 
least one zero-day attack under policy 1. 
 
For policy 2 
 
 1st and 3rd points are same as that of policy 1 
 Attacker on host 0 can exploit zero-day     
vulnerability to create problems in the  iptables rules 
before exploiting the secured service on both hosts(1 
& 2)  
The important observation in this concern is that 
considering a network’s resistance to zero-day 
vulnerabilities can assist in the relative security of 
different network configurations, which is otherwise 
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indistinguishable under existing vulnerability analysis 
and attack on graph-based techniques. 
 
III. RELATIVE WORK 
 
Standardization efforts:-  There exit multiple 
standardization efforts on security metrics for 
vulnerability tracking , like the Common 
Vulnerability Scoring System (CVSS) and, more 
recent, the Common Weakness Scoring System 
(CWSS). If will focuses on software weaknesses as 
vulnerability. CVSS & CWSS do not address their 
over all impact of vulnerability on system these 
efforts founded a foundation for research on security 
metrics, as they provide standard way  for assigning 
numerical scores to known vulnerabilities that are 
already available in public vulnerability database, 
similar to the National Vulnerability Database. 
 
Network security metrics :- In previous work  a 
security metric was  proposed as time and efforts 
required by potential adversaries based on the of a 
Markov model of attack stages . another work was 
based on , parameters that consider a security metric 
that measure the amount of security of networks in 
which , the length of shortest attack paths, in number 
of exploits, conditions, or both .  
 
Disadvantage :- These work  generally don’t take 
certain factors under consideration and those were the 
relative severity of vulnerabilities . 
 
Solution :- Compromise Percentage Metric (NCP) 
which shows the percentage of network assets that 
can  be compromised by attackers and now in more 
recent work Page Rank Algorithm is introduced . 
This focus on the percentage of network assets that 
can be compromised and for that assumption made is 
that , the attackers would progress along different 
paths in an attack graph in a random fashion  and 
another more recent research replaced an attack trees 
with more advanced attack graphs and replace its 
attack paths with attack scenarios of the system . 
 
More recently authors proposed a framework for 
grouping such metrics based on their relative 
importance and some risk management framework 
for quantifying the chances of attacks and for 
developing a security mitigation and management 
plans are also proposed . 
 
Zero-day attack :-  Attacks that exploits a previously 
unknown vulnerability in a computer system  
application, one that developer had no time to address 
& patch them are called as Zero – day attack because 
programmer has Zero day to fix these kind of flaws. 
 
Security metrics :- Security metrics have been 
proposed in fields other than network security which 
measures that how a software is vulnerable to attacks 

, based on the degree of exposure Our focuses is on 
ranking, instead of quantifying, security threats at 
network and system level essentially allow us to work 
with weaker assumptions that actually stem from 
such immeasurability results 
 . 

 
 
The proposed paper will be incorporating the zero-
day vulnerabilities which could affect the system 
seriously . 
Literature Survey 
 
IV. SYSTEM DESIGN 

 

 
System Design 

 
The above system check’s  the existing known 
vulnerabilities and unnecessary services, which  
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seam’s innocent enough at first ,  affect the k-zero 
day safety of a network. The case study also 
demonstrates that patching known vulnerabilities 
does not always improve the networks resistance to 
zero-day attacks; a formal approach, thus, becomes 
necessary to check how effective such patching tasks 
are. In the upper half of Fig, assume no known 
vulnerabilities and we are mainly concerned  on host 
5 and the root privileges assigned to it. Host 4 is 
suppose to be an  client administrator, and now we 
check the effect of unneeded ssh service running on 
host 4 and the effect of adding a known vulnerability  
into that part of the system. For an attack graph-based 
analytic system, these may seem to not pose threat the 
security of host 5 because host 5 cannot be reached 
from host 0 anyway (due to firewall 3). However, by 
applying this metric, we will reach different 
conclusions. The lower half of Fig shows two attack 
sequences leading to the root privilege on host 5 . The 
edges in dashed lines correspond to attacks that 
become possible after introducing the ssh service and 
the corresponding known vulnerability mentioned. 
 
Mathematical    Model 
Input(I)={No of Network , No of Host } 
No of Networks(N)={N1,N2,N3,..,Nn} 
Network(N)={Host(H),Services(S),Privileges(P)} 
Host(H)={H1,H2,………,Hn ,Firewall } 
Services(S)={ssh,HTTP,Iptable} 
Attack Packets(AP)={AP1,AP2,AP3,…,APn} 
AP1={Host(H),Network(N),Data(D)} 
 
Output(O)={ K, Attack Graph , Iptable } 
Processing :- 
1) Mappings from for Iptable :- 
Hosts to sets of services serv() :H  2S   and  
privileges priv:P : H 2P 

 
2) Value Of  K 
L is logical proposition of asserts 
L=l1 v l2 v......ln 
k=min(K0d(Fi union E0,fi)) 
Fi=Exploits 
1<=i<=n 
K={0,1,2,3,…,n} 
 
V. POLICIES 
 

Sequence of Zero-Day Attack 

Consider  these 2 iptables tables policy:- 
 
1) POLICY 1:- The rules defined in iptables  are 
suppose to be in default setting ,which accepts all 
requests. 
 
2) POLICY 2:- The rules defined in iptables  are 
configured to only specific IP’s,excluding host          
zero ,to access ssh service. 
                 
VI. DATA FLOW DIAGRAM 
   

 
 
CONCLUSION 
 
In this proposed paper of the k-zero day safety as a 
novel of network security metric ,specifically, we 
have defined the k-zero day safety model and the 
metric satisfied the required algebraic properties of a 
metric function. We gone through the complexity of 
computing the metric and we have proposed efficient 
algorithms for determining the metric value . 
 
FUTURE WORK 
 
All zero-day vulnerabilities are considered  as equally 
likely due to have  common immeasurability, where 
as in some cases safe assumptions can be made 
.Assigning different weights and probabilities to 
different types of  zero-day vulnerabilities would be a 
extension to the  proposed model . Scope of the 
proposed system can be increased since our proposed 
metric is limited by the three basic considerations 
about zero-day vulnerabilities &  those are the 
existence of network connectivity, vulnerable 
services on destination host, and initial privilege on 
source host . 
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