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Abstract-We propose an admission control scheme for active groups in the cloud based on the signature verification of each 
group. Each group has their own signature to access the cloud. The group signatures and security techniques could be 
utilized to facilitate any anonymous customer to work together with others. We propose a secure multi-owner information 
discussing plan, named Mona, for powerful groups in the reasoning. The reasoning confirms the credibility of the series 
without knowing the user’s identity before saving information. Our plan also has the added feature of accessibility 
management in which only valid customers are able to decrypt the saved information. The plan stops replay attacks and 
supports creation, modification, and reading information saved in the reasoning. We also address customer cancellation. 
Moreover, our verification and accessibility management plan is decentralized and robust, unlike other accessibility 
management techniques designed for atmosphere which are central. The communication, calculations, and storage space 
running costs are comparable to central approaches. By utilizing group signature and powerful transmitted security 
techniques, any reasoning customer can anonymously work together with others. Meanwhile, the storage space expense and 
security calculations cost of our plan are independent with the number of suspended customers. In addition, we evaluate the 
security of our plan with extensive evidence, and demonstrate the performance of our plan in tests. 
 
Index terms: Cloud Computing, Data Storing, Data Sharing, Active Groups, Authentication. 

I. INTRODUCTION 
 
Accessibility management is also gaining importance 
in on the internet public media where customers 
(members) shop their personalinformation, pictures, 
videos and discuss them with selected categories of 
customers or areas they are part of. Accessibility 
management in on the internet public media has been 
analyzed in. Such details are being saved in 
atmosphere. It is essential that only the approved 
customers are given access those details. A similar 
situation occurs when details is storedin atmosphere, 
for example, in Dropbox, and shared with certain 
categories of people. 
It is just not enough to shop the material safely in the 
reasoning but it might also be necessary to make sure 
privacy of the customer. For example, a customer 
would like to shop some sensitive details but does not 
want to be recognized. The customer might want to 
post a comment on an article, but does not want 
his/her identification to be revealed. However, the 
customer should be able to prove to the other 
customers that he/ she is a real customer who saved 
the details without exposing the identification. There 
are cryptographic protocolslike band signatures, fine 
mesh signatures, group signatures,  which can be used 
in these situations. Ring trademark is not a feasible 
option for atmosphere where there are a huge variety 
of customers. Team signatures assume the 
preexistence of a team which might not be possible in 
atmosphere. Mesh signatures do not make sure if the 
concept is from only one customer or many 
customers colluding together. For these reasons, a 
new protocol known as attribute-based trademark 

(ABS) has been applied. ABS was suggested by Maji 
et al. In ABS, customers have a declare predicate 
associated with a concept. The declare predicate helps 
to identify the customer as an approved one, without 
exposing its identification. Other customers or the 
reasoning can confirm the customer and the 
credibility of the concept saved. ABS can be 
combined with ABE to accomplish authenticated 
access management without exposing the 
identification of the customer to the reasoning. 
Existing perform on access management in reasoning 
are central in nature. Except and, all other techniques 
use ABE. The plan in uses a symmetrical key strategy 
and does not assistance verification. The techniques 
do not assistance verification as well. Previously 
perform by Zhao et al. provides comfort protecting 
authenticated access management in reasoning.  
However, the writers take a central strategy where 
only one key submission center (KDC) markets key 
essential factors and features to all customers. 
Unfortunately, only one KDC is not only a 
anchorman of failure but difficult to maintain because 
of the huge amount of customers that are reinforced 
in a reasoning environment. We, therefore, highlight 
that atmosphere should take a decentralized strategy 
while circulating key essential factors and features to 
customers. It is also quite natural for atmosphere to 
have many KDCs in different locations in the world. 
Although et al. proposed a decentralized strategy, 
their strategy does not confirm customers, who want 
to remain unknown while obtaining the reasoning. 
In an earlier perform, Ruj et al. suggested a 
distributed access management mechanism in 
atmosphere. However, the plan did not offer customer 
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verification. The other disadvantage was that a 
customer can create and shop a data file and other 
customers can only read the data file. Create access 
was not allowed to customers other than the creator. 
In the initial edition of this document, increase our 
past perform with added features that enables to 
confirm the credibility of the concept without 
exposing the identification of the customer who has 
saved details in the reasoning. In this edition we also 
address customer cancellation, that was not resolved 
in. We use ABS plan to accomplish credibility and 
comfort. Unlike, our plan is resistant to replay 
attacks, in which a customer can replace fresh details 
with dull details from a past write, even if it no more 
has legitimate declare plan. This is an essential 
property because a customer, suspended of its 
features, might no more be able to create to the 
reasoning. We, therefore, add this extra feature in our 
plan and modifyappropriately. Our plan also allows 
writing many times which was not allowed in our 
earlier perform. 
Several protection techniques for details discussing 
on untrusted web servers have been suggested [4], 
[5], [6]. In these approaches, data entrepreneurs shop 
the secured details in untrusted storage space and 
spread the corresponding decryption essential factors 
only to approved customers. Thus, illegal customers 
as well as storage space web servers cannot learn the 
content of the details because they have no 
knowledge of the decryption essential factors. 
However, the reasons of customer contribution and 
cancellation in these techniques are linearly 
increasing with the variety of details entrepreneurs 
and the variety of suspended customers, respectively. 
By setting a team with only one feature, Lu et al. [7] 
suggested a protected provenance plan in accordance 
with the ciphertext-policy attribute-based protection 
strategy [8], which allows any participant in a team to 
perform together with others. However, the issue of 
customer cancellation is notaddressed in their plan. 
Yu et al. [3] provided a scalable and fine-grained 
details access management plan in reasoning 
processing in accordance with the key plan attribute-
based protection (KP-ABE) strategy [9]. 
Unfortunately, the single owner manner prevents the 
adopting of their plan into thecase, where any 
customer is provided to shop and perform together. 
Our contributions: To fix the difficulties provided 
above, we recommend Mona, a protected multi-
owner details discussing plan for powerful categories 
in the reasoning. The main efforts of this document 
include: 
1. We recommend a protected multi-owner details 

discussing plan. It implies that any customer in the 
team can safely perform together with others by the 
untrusted reasoning. 

2. Our suggested plan is able to back up powerful 
categories efficiently. Specifically, new provided 
customers can directly decrypt details submitted 
before their contribution without calling with 

details entrepreneurs. User cancellation can be 
easily achieved through anovel cancellation list 
without upgrading the key essential factors of the 
remaining customers. The size and calculations 
expense of protection are constant and independent 
with the variety of suspended customers.  

3. We offer protected and privacy-preserving access 
management to customers, which assures any 
participant in a team to anonymously utilize the 
reasoning resource. Moreover, the real details of 
details entrepreneurs can be revealed by the team 
manager when conflicts occur. 

4. We offer extensive protection analysis, and 
perform extensive models to demonstrate the 
efficiency of our plan in terms of storage space and 
calculations expense. 

 
II.  PROPOSEDPRIVACY PRESERVING 

AUTHENTICATED ACCESS CONTROL 
SCHEME 

 
In this area, we recommend our comfort protecting 
authenticated accessibility management plan. 
According to our plan a customer can make a 
information file and shop it safely in thecloud. This 
plan includes use of the two methods ABE and ABS, 
respectively. We will first talk about our plan in 
information and then offer a tangible example to 
show how it performs. We refer to the Fig. 1. There 
are three customers, a designer, a audience, and 
author. Creator Alice gets a symbol _ from the 
trustee, who is believed to be sincere. 
A trustee can be someone like the govt who controls 
public insurance policy figures etc. On introducing 
her id (like health/social insurance policy number), 
the trustee gives her a symbol _. There are several 
KDCs (here 2), which can be spread. For example, 
these can be web servers in different areas around the 
globe. A designer on introducing the symbol to one or 
more KDCs receives important factors for 
encryption/decryption and deciding upon. In the Fig. 
1, SKs are key important factors given for decryption, 
Kx are important factors for deciding upon. The 
concept MSG is secured under the accessibility plan 
X. The accessibility plan chooses who can 
accessibility the information saved in the reasoning. 
The designer chooses on a declare plan Y, to confirm 
her credibility and symptoms the concept under this 
declare. The ciphertext C with trademark is c, and is 
sent to the reasoning. The reasoning confirms the 
trademark and stores. 

 
Fig. 1. Our secure cloud storage model. 
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The ciphertext C. When a audience wants to study, 
the reasoning delivers C. If the customer has features 
related with accessibility plan, it can decrypt and get 
back unique concept. Create continues in the same 
way as details file development. By assigning the 
confirmation procedure to the reasoning, it reduces 
the person customers from time intensive 
verifications. When a audience wants to study some 
details saved in the reasoning, it tries to decrypt it 
using the key important factors it gets from the 
KDCs. If it has enough features related with the 
accessibility plan, then it decrypts the 
details saved in the reasoning. 
 
Data Storage in Clouds 
A customer U first signs up itself with one or more 
trustees. For convenience we believe there is one 
trustee. The trustee givesit a token; where  is the 
signature on signed with the trustees 

private key TSig. The KDCs 
are given keys

  for encryption/decryption 
and for signing/verifying. Theuser on presenting this 
token obtains attributes and secretkeys from one or 
more KDCs. A key for an attribute xbelonging to 
KDC A I is calculated as ,where

. The customer also gets key 
important factors sk encrypting information. The 
customer then makes an accessibility plan X which is 
a dull Boolean operate. The concept is then secured 
under the accessibility plan as the customer also 
constructs a declare plan Y to allow the reasoning to 
verify the customer. the designer does not deliver the 
concept MSG as is, but uses the time seal  and makes 

.  
This is done to prevent replay strikes. If time seal is 
not sent, then the user can create previous dull 
concept returning to the reasoning with a real 
trademark, even when its claim policy and features 
have been suspended. The original work by Maji et 
al. is affected with replay strikes. In their plan, a 
author can send its concept and correct trademark 
even when it no longer has access privileges.  
In our plan a author whose privileges have been 
suspended cannot create a new trademark with new 
time seal and, thus, cannot create returning dull 
information. It then signs the concept and determines 
the concept trademark as  

 
The following information is then sent in the cloud

 
The reasoning on getting the details cerifies the 
accessibility declare using the criteria ABS.verify. 
The designer assessments the value of 

0, then verification has 
unsuccessful and the concept is removed. Else, the 
message is saved in the reasoning. 

4.2 Reading from the Cloud 
When a customer demands information from the 
reasoning, the reasoning delivers the ciphertext

C using SSH 
method. Decryption continues using criteria  and the 
concept MSG is measured. 
4.3 Writing to the Cloud 
To create to an already existing computer file, the 
customer must send its message with the declare plan 
as done during computer file creation. The cloud 
verifies the declare plan, and only if the customer is 
authentic, is allowed to create on the computer file. 
4.4 User Revocation 

We have just mentioned how to avoid replay 
strikes. We will now talk about how to deal with 
customer cancellation. It should be assured that 
customers must not have the capability to accessdata, 
even if they have related set of features. Because of 
this, the entrepreneurs should modify the saved 
details and deliver modified details to other 
customers. The set of attributes . Possessed by the 
revoked user is noted and all userschange their 
stored data that have attributes . In, 
cancellation engaged modifying the community and 
key important factors of the little set of features 
which are needed to decrypt the information. We do 
not consider this strategy because heredifferent 
information are secured by the same set of features, 
so such a little set of features is different for different 
customers. Therefore, this does not implement to our 
design. Once the features Iu are recognized, all 
information that have features are gathered. For each 
such information history, the following actions are 
then taken out; 

1. A new value of is selected.2. The 
first entry of vector is changed to new s. 

3. is calculated, for each row x 
correspondingto leaf attributes in Iu. 
4. C1,xis recalculated for x. 
5. New value of C1,xis securely transmitted to the 
cloud. 
6. New  is calculated and stored in 
thecloud. 
7. New value of C1,xis not stored with the data, but 
istransmitted to users, who wish to decrypt the data. 
We observe here that the new value of C1,x is not 
saved in the reasoning but passed on to the non 
revoked customers who have feature corresponding to 
x. This stops a suspended customer to decrypt the 
new value of C0 and get returning the concept. 
 
III. THE PROPOSED SCHEME 
 
Overview 
To achieve secure information discussing for 
powerful groups in the reasoning, we expect to merge 
the team trademark and powerful transmitted security 
techniques. Exclusively, the team trademark plan 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-6, June-2015 

Protected Admission Control With Secret Verification For Active Groups In The Cloud 
 

13 

enables customers to anonymously use the reasoning 
resources, and the powerful transmitted security 
technique allows information owners to safely share 
their information with others such as new becoming a 
member of customers.  
Unfortunately, each user has to estimate cancellation 
factors to secure the privacy from the suspended 
customers in the powerful transmitted security plan, 
which results in that both the calculations expense of 
the security and the dimension the ciphertext increase 
with the number of suspended customers. Thus, the 
heavy expense and large ciphertext dimension may 
restrict the adopting of the transmitted security plan 
to capacity-limited customers.  
To deal with this challenging issue, we let the team 
administrator estimate the cancellation factors and 
make the result public available by moving them into 
the reasoning. Such a design can significantly reduce 
the computationoverhead of customers to secure data 
files and the ciphertext dimension. Exclusively, the 
calculations expense of customers for security 
Functions and the ciphertext dimension are 
continuous and separate of the cancellation 
customers. 
Scheme Description 
This section describes the details of Mona including 
system initialization, customer registration, customer 
cancellation, computer file generation, 
file deletion, computer file access and traceability. 
System Initialization 

The team administrator requires cost of 
program initialization as follows: 

 Creating bilinear map team system
 

 
 Selecting two random elements

alongwith two random 

numbers , and computing 
and such that

. In addition, the group 
manager computes  and 

 
 Randomly choosing two elements P;G2 

Gand a number , and 
computing Gand 

respectively. 
 Publishing the system parameters including

 
a one-way hash function:  where f is a 
one-way hash function: f is hash 

function: is a secure symmetric encryption 
algorithm with secret key k. 

In the end, the parameter  will be kept 
secretas the master key of the group manager. 
User Registration 
For the signing up of customer i with identification 
ID , the team administrator arbitrarily chooses a 
number  and computes Ai,Bi as the following 
equation: 

 
Then, the team administrator contributes 

into the team customer record, which 
will be used in the traceability stage. After the signing 
up, customer i acquires a personal key  

, which will be used for team 
trademark creation and computer file decryption.i 
 
User Revocation 

Customer cancellation is conducted by the 
team administrator via a public available cancellation 
record (RL), based on which team members can 
secure their information and ensure theconfidentiality 
against the suspended customers. As shown, the 
cancellation record is recognized by a sequence of 
time postage stamps . Let 
IDgroupdenote the groupidentity. The tuple  
represents that user i with the partial private key 

 is revoked at time ti. P1,P2,…...,Pr and Zrare 
measured by the team administrator with the personal 

secret  as follows: 

 
Inspired by the proven response procedure in 

[19], to assurance that customers acquire the newest 
edition of the cancellation record, we let the team 
manger upgrade the cancellation record each day 
even no customer has being suspended in the day. In 
other terms, the others can confirm the quality of the 
cancellation record from the included current time 
frame tRL.In addition, the cancellation record is 
surrounded by a trademark sig(RL) to announce its 
credibility. The trademark is produced bythe team 
administrator with the BLS trademark algorithm 
[20],i.e., .  
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Lastly, the team administrator migrates the 
cancellation list into the reasoning for public 
utilization. 
File Generation 
To store and discuss a computer data file in the 
reasoning, a team member works the following 
operations: 
1. Getting the cancellation record from the reasoning. 
In this step, the participant delivers the team 
identification IDgroupas a demand to the reasoning. 
Then, the reasoning reacts the cancellation record RL 
to the participant.  
2. Confirming the credibility of the obtained 
cancellation list. First, verifying whether the 
noticeable time frame is clean. Second, verifying the 
included trademark sig(RL) by the formula 

.If the cancellation list 
is incorrect, the information owner prevents this plan. 
3. Encrypting the computer information file M. This 
security process can be separated into two situations 
according to the cancellation list. 
a. Case 1. There is no suspended customer in the 
cancellation list: 
i. Selecting a unique computer file identification 
IDdata 

ii. Choosing a random number  
iii.Computing the parameters  as 
the following equation: 

 
b. Case 2. There are r suspended customers in the 
cancellation list: 
i. Selecting a unique computer file identificationIDdata 
ii. Choosing a random number  
iii.Computing the parameters  as 
the following equation: 

 
Zr and  Prare straight acquired from the 

cancellation list. 
4. Choosing a unique number   and processing and 
computing .The hash value will be used for 
computer data file removal function. In addition, the 
information owner contributes into his 
local storage. 
5.Posting the information shown in the reasoning 
server and including the IDdata into the local 
distributed information list managed by the 
administrator. On receiving the information, the 
reasoning first creates Criteria 2 to check its 
credibility. If the algorithm profits true, the team 
trademark is valid; otherwise, the reasoning abandons 

the information. In addition, if several users have 
been suspended by the team administrator, the 
reasoning also works cancellation confirmation by 
using Criteria 3. Finally, information the computer 
file will be saved in the reasoning after successful 
team trademark and cancellation verifications. 
File Deletion 
Information file saved in the reasoning can be 
removed by either the team administrator or the 
information proprietor (i.e., the participant who 
submitted the file into the server). To delete a file 

IDdata, the groupmanager determines a signature
(f1(IDdata) and sends thesignature along with IDdatato 
the cloud. The cloud willremove the file if the 

equation  
holds. 
Algorithm (1). Signature Generation 
Input: Private key , system parameter 

and data M. 
Output:Generate a real group trademark on M. 
Begin 

Select random numbers  
Set  and  
Computes the following values 

 
 
Set  
Construct the following numbers 

 
Return: 

 
 
End 
Algorithm (2).Signature Verification 
Input:System parameter (P;U;V;H;W), M and 

asignature  
Output: True of False 
Begin 
 Compute the following values 
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if  
 Return: true 
Else 
 Return: false 

End 
Algorithm (3).Revocation Verification 

Input:System parameter a group 
signature  and a set of revocation keys . 
Output: Valid or Invalid. 

begin  
fori=1 to n 

if  
Return Valid 
end if 
end for 
Return Invalid 
End 
Moreover, Mona also allows information 
entrepreneurs to remove their data files saved in the 
reasoning. Exclusively, the information owner does 
the following actions:Obtaining the tuple 

from his local storage. 
 Invoking Criteria 1 to estimate a team 

trademark on  
 Sending and the trademark as a 

removal demand to the reasoning. 
Upon receiving the removal demand, the 

reasoning calls Methods 2 and 3 to confirm the team 
trademark. After a successful team trademark 
confirmation, the reasoning will remove the data file 

if is equal to to the hash value in the file. 
 
IV. PERFORMANCE EVALUATION 
 
In this area, we first evaluate the space for storage 
price of Mona, and then execute tests to test its 
calculations price.we list the evaluation on 
calculations price of customers for data creation 
functions between Mona and the way that straight 
using the unique powerful transmitted security 
(ODBE) [14]. It is easily noticed that the calculations 
price in Mona is unrelated to the variety of suspended 
customers. On the opposite, the calculations price 
improves with the variety of suspended customers in 

ODBE. The reason is that the parameters can 
be acquired from the cancellation record without 
compromising the protection in Mona,while several 

time-consuming functions such as factor 
multiplications in G1 and exponentiations in G2 
conducted by customers to estimate the factors in 
ODBE. From Figs. 2a and 2b, we can find out that 
discussing a 10-Mbyte computer file and a 100-
Mbyte one, price a customer about 0.2 and 1.4 a few 
moments in our plan, respectively, which indicates 
thatthe shaped protection function websites the 
calculations price when the computer file is huge. 
To assess the performance of the reasoning in Mona, 
we analyze its calculations price to reply various 
customer function demands such as computer file 
generation, computer file accessibility, and 
filedeletion. Supposing the sizes of asked for 
information are 100 and 10 MB, the analyze results 
are given. It can be seen that the calculations price of 
the reasoning is considered appropriate, even when 
the number of suspended users is large. This is 
because the reasoning only includes group trademark 
and cancellation verifications to ensure the credibility 
of the requestor for all functions. In addition, it is 
worth noting that the calculations price is separate 
with the size of the asked for data declare 
accessibility and removal operations 

 

 
 
CONCLUSION 
 
In this paper, we design a secure information 
discussing plan, Mona, for powerful groups in an 
untrusted reasoning. In Mona, a customer is able to 
work together with others in the group without 
exposing identification comfort to the reasoning. 
Additionally, Mona facilitates effective customer 
cancellation and new customer becoming a member 
of. More specially, effective customer cancellation 
can be carried out through a public cancellation list 
without upgrading the private important factors of the 
staying customers, and new customers can straight 
decrypt data files saved in the reasoning before 
theirparticipation. Moreover, the storage expense and 
the security calculations cost are continuous. 
Comprehensive studies show that our suggested plan 
meets the preferred security requirements and assures 
performance as well. 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-6, June-2015 

Protected Admission Control With Secret Verification For Active Groups In The Cloud 
 

16 

REFERENCES 
 

[1] [1] M. Armbrust, A. Fox, R. Griffith, A.D. Joseph, R.H. 
Katz, A.Konwinski, G. Lee, D.A. Patterson, A. Rabkin, 
I. Stoica, and M.Zaharia, “A View of Cloud 
Computing,” Comm. ACM, vol. 53,no. 4, pp. 50-58, 
Apr. 2010. 

[2] [2] S. Kamara and K. Lauter, “Cryptographic Cloud 
Storage,” Proc.Int’l Conf. Financial Cryptography and 
Data Security (FC), pp. 136149,Jan. 2010. 

[3] [3] S. Yu, C. Wang, K. Ren, and W. Lou, “Achieving 
Secure, Scalable,and Fine-Grained Data Access Control 
in Cloud Computing,”Proc. IEEE INFOCOM, pp. 534-
542, 2010. 

[4] [4] M. Kallahalla, E. Riedel, R. Swaminathan, Q. 
Wang, and K. Fu,“Plutus: Scalable Secure File Sharing 
on Untrusted Storage,” Proc.USENIX Conf. File and 
Storage Technologies, pp. 29-42, 2003. 

[5] [5] E. Goh, H. Shacham, N. Modadugu, and D. Boneh, 
“Sirius:Securing Remote Untrusted Storage,” Proc. 
Network and DistributedSystems Security Symp. 
(NDSS), pp. 131-145, 2003. 

[6] [6] G. Ateniese, K. Fu, M. Green, and S. Hohenberger, 
“ImprovedProxy Re-Encryption Schemes with 
Applications to SecureDistributed Storage,” Proc. 
Network and Distributed Systems SecuritySymp. 
(NDSS), pp. 29-43, 2005. 

[7] [7] R. Lu, X. Lin, X. Liang, and X. Shen, “Secure 
Provenance: TheEssential of Bread and Butter of Data 
Forensics in Cloud 

[8] Computing,” Proc. ACM Symp. Information, Computer 
and Comm.Security, pp. 282-292, 2010. 

[9] [8] B. Waters, “Ciphertext-Policy Attribute-Based 
Encryption: AnExpressive, Efficient, and Provably 
Secure Realization,” Proc. Int’lConf. Practice and 
Theory in Public Key Cryptography Conf. Public 
KeyCryptography, http://eprint.iacr.org/2008/290.pdf, 
2008. 

[10] [9] V. Goyal, O. Pandey, A. Sahai, and B. Waters, 
“Attribute-BasedEncryption for Fine-Grained Access 
Control of Encrypted 

[11] Data,” Proc. ACM Conf. Computer and Comm. 
Security (CCS),pp. 89-98, 2006. 

[12] [10] D. Naor, M. Naor, and J.B. Lotspiech, “Revocation 
and TracingSchemes for Stateless Receivers,” Proc. 
Ann. Int’l Cryptology Conf.Advances in Cryptology 
(CRYPTO), pp. 41-62, 2001. 

[13] [11] D. Boneh and M. Franklin, “Identity-Based 
Encryption from theWeil Pairing,” Proc. Int’l 

Cryptology Conf. Advances in Cryptology(CRYPTO), 
pp. 213-229, 2001. 

[14] [12] D. Boneh, X. Boyen, and H. Shacham, “Short 
Group Signature,”Proc. Int’l Cryptology Conf. 
Advances in Cryptology (CRYPTO),pp. 41-55, 2004. 

[15] [13] D. Boneh, X. Boyen, and E. Goh, “Hierarchical 
Identity BasedEncryption with Constant Size 
Ciphertext,” Proc. Ann. Int’l Conf.Theory and 
Applications of Cryptographic Techniques 
(EUROCRYPT), 

[16] pp. 440-456, 2005. 
[17] [14] C. Delerablee, P. Paillier, and D. Pointcheval, 

“Fully CollusionSecure Dynamic Broadcast Encryption 
with Constant-Size Ciphertextsor Decryption Keys,” 
Proc. First Int’l Conf. Pairing-Based 

[18] Cryptography, pp. 39-59, 2007. 
[19] [15] D. Chaum and E. van Heyst, “Group Signatures,” 

Proc. Int’l Conf.Theory and Applications of 
Cryptographic Techniques (EUROCRYPT),pp. 257-
265, 1991. 

[20] [16] A. Fiat and M. Naor, “Broadcast Encryption,” 
Proc. Int’l CryptologyConf. Advances in Cryptology 
(CRYPTO), pp. 480-491, 1993. 

[21] [17] B. Wang, B. Li, and H. Li, “Knox: Privacy-
Preserving Auditing forShared Data with Large Groups 
in the Cloud,” Proc. 10th Int’lConf. Applied 
Cryptography and Network Security, pp. 507-525, 
2012. 

[22] [18] C. Wang, Q. Wang, K. Ren, and W. Lou, “Privacy-
PreservingPublic Auditing for Data Storage Security in 
Cloud Computing,”Proc. IEEE INFOCOM, pp. 525-
533, 2010. 

[23] [19] B. Sheng and Q. Li, “Verifiable Privacy-Preserving 
Range Queryin Two-Tiered Sensor Networks,”Proc. 
IEEE INFOCOM, pp. 4650,2008. 

[24] [20] D. Boneh, B. Lynn, and H. Shacham, “Short 
Signature from theWeil Pairing,” Proc. Int’l Conf. 
Theory and Application of Cryptologyand Information 
Security: Advances in Cryptology, pp. 514-532, 2001. 

[25] [21] D. Pointcheval and J. Stern, “Security Arguments 
for DigitalSignatures and Blind Signatures,” J. 
Cryptology, vol. 13, no. 3, 

[26] pp. 361-396, 2000. 
[27] [22] The GNU Multiple Precision Arithmetic Library 

(GMP), http://gmplib.org/, 2013. 
[28] [23] Multiprecision Integer and Rational Arithmetic 

C/C++ Library(MIRACL), http://certivox.com/, 2013. 
[29] [24] The Pairing-Based Cryptography Library (PBC), 

http://crypto.stanford.edu/pbc/howto.html, 2013. 

 
 
 
 
 
 
 
 
 
 
 

 


