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Abstract- With the tremendous growth in Social Networks, it's of most importance to extend the present analysis and studies 
towards the chance related to it. It can be seen that over simple fraction of the world’s net population visit social networking 
sites every month, accounting for nearly 10% of all net time. Recent studies have additionally shown that users post large 
amounts of non-public and skilled information on the social network. Thus it becomes fully necessary to reinforce the safety 
and cut back the chance related to the usage of social networks. Social networking websites like Facebook, Twitter etc. are 
frequently used by people all over the globe and hence security is most important factor for the users of these websites. In 
this paper we present a security issues in context of social networking websites. 
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I. INTRODUCTION 
 
Social networking development has emerged over the 
past 10 years. in this time, social networking sites 
(SNS) have mature from a distinct segment to a mass 
on-line activity, within which tens of millions of web 
users area unit engaged, each in their leisure time, 
and at work. However, there has been little or no 
analysis on the socio-economic impact of those sites 
within the Indian context [1]. during this paper we 
have a tendency to centered on the impact of those 
social networking sites on the youth of Republic of 
India in each positive furthermore as negative part. 
Social networking may be a development that has 
existed since society began. persons have 
continuously sought to measure in social 
environments. The proliferation of social networking 
sites (SNS) and their permeation in everyday 
practices affects however trendy Indian youth 
societies manage their social networks[1]. To a major 
extent, SNS have shifted social networking to the net. 
In but 5 years, these sites have mature from a distinct 
segment on-line activity into a development through 
that tens of several web users are connected, each in 
their time off, and at work. There are varied factors 
that have prompted U.S. to contemplate the 
implications of those technologies for political. One 
of these is that the disposition of users to embrace 
SNS as a way of communication and social 
networking in daily life [2]. The increasing 
dependence on technology for basic communication 
also highlights the importance of analyzing however 
SNS area unit affecting daily processes. Sites like 
Face book, twitter and  LinkedIn area unit influencing 
the approach users establish, maintain and cultivate a 
variety of social relationships, from shut friendships 
to casual acquaintances [3]. Social networking 
websites can be classified into five types based on the 
privacy protection they offer which are as follows [4]: 
Tier 1. In this type of websites users’ information is 
completely transparent to third parties. 

Tier 2. Social networking sites from this category 
provide better privacy protection than tier one 
websites, but the privacy protection is still 
insufficient with the presence of user awareness. 
These websites are Sensible to security attacks. 
Tier 3. Social networking sites under this category 
provide a significant good privacy protection system, 
but only under the conditions that users must be 
aware of the privacy concerns and make any required 
alterations to the default privacy settings. 
 
Tier 4. Social networking sites in this category 
provide significant privacy protection -even in the 
absence of the user awareness. 
Tier 5. Social networking sites in this category 
completely provides privacy protection of all the 
users. Security risk is minimum in websites under this 
category. 
 
II. ATTACKERS ON SOCIAL NETWORKING 
WEBSITES 
 
As use of social networking websites increase 
considerably the probability of attacks also increases. 
Attackers might have a varied data of the domain, 
completely different tools to achieve their goals and 
should be driven by variety of reasons. as an 
example, the most motive of associate attacker may 
well be to gather sensitive data on the social network 
to blackmail the user [4]. The assailant would 
possibly use an internet crawler to collect data or may 
do a brute force attack to utilize the weak policies of 
the social network. We classify attackers as 
beginners, intermediate and specialists supported 
their talent level. Beginners have restricted technical 
skills, no availableness of computer code and/or 
hacking tools to help their attacks. Intermediate 
attackers have restricted data and availableness of 
computer code and/or hacking tools to assist them 
with their attacks. skilled attackers will run 
sophisticated attacks, produce new malware and 
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exploit information on the market across multiple 
social networks [5].  
 
The success rate of associate assailant not solely 
depends on his/her motivation and talent level, 
however additionally depends on the number of 
knowledge exposed and also the tier of the social 
network. It has been found that even slightly user data 
on the social network may reveal a lot of sensitive 
data. as an example, Facebook exposes a public read 
of user profiles to go looking engines which 
incorporates eight of the user’s friendly relationship 
links. it's been proved that this data is decent to attain 
the shortest path between users and detect the 
complete community structure. 
 
Types of Attacks in Social Networking [6] 
There are mainly two types of attacks in social 
networking websites which can be described as 
follows: 
1. Horizontal Attack 
2. Vertical Attack 
 
III. HORIZONTAL ATTACK 
 
During a horizontal attack, the assaulter is in a 
position to retrieve data from totally different social 
networks with all observations created within the 
vertical attack still holding sensible. For example, An 
assaulter will cross-correlate and complement the 
attributes of a user’s profile by retrieving the missing 
attributes from the user’s profile in several social 
networks, provided there's a link between the user 
profiles [6]. Horizontal attack usually returns more 
in-depth results, as a result of the larger volume of 
information obtainable to the assaulter. However, 
horizontal attack needs the assaulter to use additional 
subtle hacking tools and pay a lot longer to link user’s 
profile across totally different social networks. The 
hacking tools, AN assaulter will create use of the 
applications obtainable on the social network to 
retrieve sensitive knowledge. for instance, the “Polls” 
application on Orkut would be one such application. 
The assaulter will use this application to cause 
question associated with sensitive data a few 
company and gain a conclusion based on the response 
to the polls. In a horizontal attack, the assaulter is in a 
position to retrieve data from totally different social 
networks with all observations created within the 
vertical attack still holding sensible. For example, AN 
assaulter will cross-correlate and complement the 
attributes of a user’s profile by retrieving the missing 
attributes from the user’s profile in several social 
networks, provided there's a link between the user 
profiles. Horizontal attack usually returns more in-
depth results, as a result of the larger volume of 
information obtainable to the assaulter. However, 
horizontal attack needs the assaulter to use additional 
subtle hacking tools and pay a lot longer to link user’s 
profile across totally different social networks [6]. 

Besides the hacking tools, AN assaulter will create 
use of the applications obtainable on the social 
network to retrieve sensitive knowledge. for instance, 
the “Polls” application on Orkut would be one such 
application. The assaulter will use this  application to 
cause question associated with sensitive data a few 
company and gain a conclusion based on the response 
to the polls. Finally, some social networks like 
Linkedin provide the chance of penetrating user’s 
profile in a very fine manner for a very negligible 
worth. The assaulter will invest this negligible 
quantity to unlock all user profiles, conduct elaborate 
searches and access all the sensitive data obtainable 
on the social network 
 
Vertical Attack [6] 
Vertical attacks area unit directed at one or additional 
profiles in an exceedingly social network having a 
common link. as an example, completely different 
profiles in an exceedingly social network happiness 
to an equivalent company may well be targets of a 
vertical attack. The data exposed on the social 
network will either be sensitive or non-sensitive 
information. The non-sensitive info once disclosed in 
an exceedingly social network may not breach any 
privacy by itself.  
 
However, as a result of the big quantity of knowledge 
out there on the social network knowledge 
aggregation is very doable, probably revealing 
sensitive information. Doable attack approach is to 
retrieve sensitive info by analyzing comments and 
different messages denote within the public. as an 
example, by text mining certain occurrences of 
words, sort of a project name, sensitive info on 
projects’ evolution and outcome is also disclosed. 
 
IV. SOCIAL NETWORKING AND CLOUD 
COMPUTING 
 
As social networks and applications reside on the 
online, cloud computing as An infrastructure or 
platform may be a possible answer for these 
technologies [7]. Cloud computing presents an 
equivalent general blessings to social applications: a 
big decrease in operational and infrastructure prices, 
at the side of the convenience of quantifiability to 
meet the increasing or decreasing wants of the 
applications. These blessings would carry over to 
social network data analysis. With the varied cloud 
resources and services offered, the configuration 
between these technologies will vary.  
 
Cloud Computing and social networks have various 
samples of getting used along. usually these involve 
the social network being hosted on a cloud platform 
or social applications being hosted on the cloud [8]. 
Recent research has explored the thought of building 
cloud infrastructure leaning on the social network for 
the established relationships and user management it 
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provides. during this style of system, users would 
provision their own resources or third party resources 
to different users primarily based upon their 
antecedently established relationships within the 
social network.  
This type of cloud system would be designed on high 
of existing social network as a social application. The 
major advantage during this style of configuration 
would be eschewing the management capabilities off 
the applying and using the prevailing social networks 
capabilities. 
With social networks having numerous users and 
even a lot of user relationships they gift giant datasets 
for analysis. like different information analytic 
applications, social network analysis will give helpful 
data regarding users. this might embrace things like 
sediment analysis, locating key opinion users also as 
a lot of targeted applications like mapping malady 
outbreaks, and natural disasters. so as to perform 
these varieties of analysis, considerable computing 
power could also be needed. Once again, cloud 
computing may be a potential answer [8]. 
As with most different technologies, security is of 
nice importance in cloud computing and social 
networking. Cloud computing security refers to the 
technology that's accustomed defend the information 
and applications of the cloud from threats like 
unauthorized access, disruption of services, 
modification. In cloud security, the common goals or 
objectives of knowledge security still apply: 
confidentiality, integrity, and convenience. With 
social networks attention ought to be to the sharing of 
information between licensed users [9]. 
 
CONCLUSION 
 
In this paper we have present the security issues in 
context of social networking websites. With the 
increase in the accessibility of social networking 
websites there is need to improve the security in these 

websites because now-a-days these websites provides 
e-commerce facilities. In future these websites must 
provide enhanced security layer for users [10]. 
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