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Abstract— The transition to the wireless network from wired network has been a global trend in the past few decades. The 
wireless network has brought mobility and scalability making it possible in many applications. Among all wireless networks, 
Mobile Ad hoc Network (MANET) is one of the most significant and unique applications. Unlike the other network 
architecture, MANET does not require a fixed network infrastructure; every single node works as a transmitter as well as a 
receiver. When the nodes are in the same communication range, they communicate directly with each other. Else they rely 
on their neighbors to relay messages. The self-configuring ability of nodes in MANET makes it popular among critical 
mission applications like military use and emergency recovery. But the open medium and wide distribution of nodes has 
made MANET vulnerable to the malicious attackers. In such cases, it is important to develop efficient intrusion-detection 
mechanisms for the protection of MANET from attacks. We are witnessing a current trend of expanding MANETs into 
industrial applications due the advancements in the technologies and reduction in the hardware costs. For adapting such a 
trend, we believe that it is crucial to address its potential security issues. In this paper, we propose and implement a new 
intrusion-detection system (IDS) named Enhanced Adaptive Acknowledgment (EAACK) specially designed for MANETs. 
In comparison to the contemporary approaches EAACK demonstrates higher malicious-behavior detection rates in particular 
circumstances while not affecting the network performances. In our project we are implementing policy enforcement 
technique, where we control the access to a network. The term policy means some rules or usage parameters which are 
required to give access to the users and check whether the user is authorized or not. 
 
Keywords:  EAACK, MANET, ad-hoc, IDS 
 
I. INTRODUCTION 
  
21st century has seen a rapid increase in the 
development of information technology and 
computers. Due to the advancement of new 
technologies, communication has become more easy 
and in a blink of an eye the data can be exchanged 
between users. As the wireless networks gain 
popularity to its peak today the user's need wireless 
connectivity irrespective of their geographic position. 
 
Mobile Ad Hoc Networks (MANETs) have become a 
stimulating and significant technology in recent 
years, because of the rapid increase in the growth of 
wireless devices. Ad hoc network is a collection of 
mobile nodes which forms a temporary network 
without the aid of centralized administration[5]. 
MANET is a collection of wireless mobile nodes that 
forms a temporary network without any established 
infrastructure or centralized authority[6]. In a 
MANET, the nodes are free to move about and 
organize themselves into a network. It does not 
require any fixed infrastructure like base stations; 
hence, it is one of the most attractive networking 
option for connecting mobile devices quickly and 
spontaneously . Hence, MANET must have a secure 
way for transmission and communication which is 
quite challenging and vital issue.  
 
MANET is more susceptible to be attacked than a 
wired network. The attack prevention measures like 
authentication and encryption are used as the first line 

of defense to reduce the possibilities of attacks. But 
these techniques have a limitation on the effects of 
prevention techniques in general and they are 
designed for a set of known attacks. But they fail to 
prevent newer attacks that are designed for 
circumventing the existing security measures. For this 
particular reason, there is a basic need of second 
mechanism which can detect these newer attacks and 
that is none other than intrusion detection mechanism. 
 l
 

 
Fig. 1 Mobile Ad Hoc Networks 

  
An intrusion-detection system (IDS) can be defined 
as the tool, method, and resource that helps to 
identify, assess and report unauthorized or 
unapproved network activity. It is typically one part 
of an overall protection system that is installed 
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around a system or device and serves as an alarm 
mechanism for a computer system. In the discussion 
of IDS in MANET, two concepts are important: 
intrusion detection techniques and intrusion detection 
architecture. Intrusion detection techniques are 
referred to the concepts such as anomaly and misuse 
detection and mainly solves the problems of detecting 
an intrusion with a certain algorithm, given some 
audit data as input data. The intrusion detection 
architecture deals with problems in a larger scope. 
Intrusion detection architecture employs certain 
intrusion detection techniques as a module. But it also 
contains many other modules, for example, a module 
on how the nodes in a network can collaborate in 
decision making regarding intrusion detection. In 
wireless network, however, it is very difficult for a 
node to make decision just based on data collected 
locally.  
 
Nodes should collaborate or exchange data at least in 
making an intrusion detection decision. Therefore, an 
architecture to define the roles of different nodes and 
the way they communicate is extremely important in 
wireless IDS. Anomaly and misuse detection can be 
utilized in wireless environment just as they are in 
wired network. The difference in implementation is 
mainly on what audit data to take as input to the 
algorithm. However, most IDS in MANET utilize 
anomaly detection because of the special nature of 
MANET. In Short, IDS can be viewed as a guard 
system that automatically detects malicious activities 
within a host or a network such as MANET. 
 
EAACK is a strong new acknowledgement based IDS 
or mechanism which requires less hardware cost.  
EAACK consists of three major parts, namely, ACK, 
secure ACK (S-ACK), and misbehavior report 
(MRA)[7]. They all rely on ACK packets to detect 
misbehavior in the network. Hence it is extremely 
important to ensure all the acknowledgment packets 
in EAACK are made authentic and untainted. Else if 
the attackers are smart enough to forge 
acknowledgment packets, all of the three schemes can 
be proved to be vulnerable. For overcoming this 
problem, EAACK uses the digital signature method 
to prevent the attacker to forge acknowledgment 
packets thus ensuring the integrity of the IDS. 

 
Policy enforcement is an old term that is now being 
used to describe a variety of technical solutions. This 
paper defines the term “Policy Enforcement” in the 
context where we want to control access to a network. 
The criteria for whether any end system is allowed to 
access the network are specified in a set of rules or 
parameters known as a “policy”. A policy is either 
some set of rules and principles, a set of parameters 
to be used by some specific authorized user, or a set 
of system criteria that is used to define the rules that 
must be complied with before the system is allowed 
to access the network. 

The process of policy enforcement contains the 
following three steps: 
1. Examine the system’s “posture” to determine if it 
is compliant with the policy. 
2. Using a Policy Enforcement Point, make a decision 
on which parts of the network are allowed to access.  
3. Allow the device to access the network as decided. 
Note the access might be limited to remediation –
correcting some policy violation. 
 
A security event management mechanism must be in 
place so the policy enforcement devices can report 
when there are non-compliance events and for 
network management. This paper presents some of 
the existing intrusion detection techniques, which 
could provide high accuracy, low false positive rate 
and reduced number of features. It also covers the 
detailed analysis of various available intrusion 
detection tools available for detecting intrusions in 
WLAN. This work identifies a number of important 
design and implementation problems, which provides 
a framework to evaluate or deploy commercial 
intrusion detection systems. 
 
LITERATURE SURVEY 
 
 Intrusion detection systems are turning out 
to be progressively significant in maintaining 
adequate network protection. An intrusion detection 
system (IDS) watches networked devices and 
searches for anomalous or malicious behaviors in the 
patterns of activity in the audit stream. Capability of 
discriminating between standard and anomalous user 
behaviors should be present in a good intrusion 
detection system. This would comprise of any event, 
content, state or behavior that is regarded as abnormal 
by a pre-defined criterion. 
 
TWO-ACK 
 
The basic features of the present proposed 2ACK 
scheme are as follows[1]: 
•.When a node forwards a data packet successfully 
over the next hop, the destination node of the next-
hop link sends back a special two-hope 
acknowledgement called as 2ACK indicating the 
successful data packet transmission. 
•The 2ACK transmission takes place only for the 
fraction of data packets, but not for all. 
•Such a selective acknowledgement reduce the 
additional routing overhead. 
 
The proposed scheme is the network-layer technique 
developed for detecting misbehaving links and for 
mitigating their effects by the generation of two way 
acknowledgement packet which is identified as 
2ACK and are presented in figure 1. 
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Fig 2 Present proposed 2ACK scheme 

 
It can be implemented as an add-on to existing 
routing protocols for MANETs, 
 
AACK 
 
In this paper we propose a routing layer intrusion 
detection system which is referred as adaptive 
acknowledgment scheme (AACK)[4]. This scheme is 
developed based on TWOACK technique. AACK 
scheme aims to overcome the receiver and ambiguous 
collision and to limit the transmission power 
problems of watchdog. It also decreases the overhead 
of the TWOACK scheme while improving the 
network performance. The AACK is composed of 
two approaches[3]. 
 
1) End-to-End acknowledgment:  
 In this destination sends acknowledgement 
to the source for each received data packet. 
 
2)TWOACK:  
 
In the approach the node uses TWOACK scheme 
which sends an acknowledgement to ensure the 
delivery of data packets between each three 
consecutive nodes in the path. 
 
In situation where there are no packet dropping, the 
AACK will adapt to work with the first approach 
otherwise the system will switch to TWOACK until 
the first packet is received successfully by the 
destination. Then, it switches back to the first 
approach and so on. 
 
WATCHDOG 
 
The watchdog identifies misbehaving nodes. When a 
node forward a packet, the node's watchdog verifies 
that the next node in the path also forward the 
packet[2]. The watchdog does this by listening 
promiscuously to the next node's transmissions. If the 
next node is unable to forward the packet, then it is a 
misbehaving node. 
  
The watchdog method detects misbehaving nodes. 
Fig.3 illustrates how the watchdog works. Suppose 
there exists a path from some node S to D through 
intermediate nodes A, B, and C. Node A is not able to 
transmit all the way to node C, but it can listen in on 

node B's traffic. Thus, whenever node A transmits 
any packet for B to forward it to C, A can often tell if 
B transmits the packet or not. If encryption is not 
performed separately for each link, then A can also 
tell if B has changed with the payload or the header.  
 
The watchdog technique has advantages and 
weaknesses. DSR with the watchdog has the 
advantage that it can detect misbehavior at the 
forwarding level and not just the link level. 
Watchdog's weaknesses are that it might not detect a 
misbehaving node where the following are present: 
 
1) Ambiguous Collisions 
2) Receiver Collisions 
3) Limited Transmission Power 
4) False Misbehavior 
5) Collusion 
6) Partial Dropping 

 
Fig 3 : When B forwards a packet from S toward D through C, 

A can overhear B's transmission and can verify that B has 
attempted to pass the packet to C, The solid line represents the 

intended direction of the packet sent by B to C, while the 
dashed line indicates that A is within transmission range of B 

and can overhead the packet transfer. 
 
The watchdog method detects misbehaving nodes. 
Fig.3 illustrates how the watchdog works. Suppose 
there exists a path from node S to D through 
intermediate nodes A, B, and C. Node A cannot 
transmit all the way to node C, but it can listen in on 
node B's traffic. Thus, when A transmits a packet for 
B to forward to C, A can often tell if B transmits the 
packet. If encryption is not performed separately for 
each link, which can be expensive, then A can also 
tell if B has tampered with the payload or the header. 
  
ATTACKS IN MANET 
 
Attacks in MANET can be classified in terms of 
consequence and techniques (Lee and Huang, 2003). 
Based on consequence, attacks can be grouped into: 
Black hole: In this attack the packets are not 
forwarded to the desired node and is dropped 
somewhere in between. 
Routing loops: A loop is been formed in the routing 
path. 
Network partition: The network is divided into 
subnetworks.The nodes cannot communicate with 
each other even there exists a path between them. 
Selfishness: A node will behave selfish and not serve 
as a router for other nodes.  
Sleep deprivation: A node is forced to use up its 
battery.  
Denial of Service: A node is prohibited from sending 
or receiving packets (Lee and Huang, 2003; Zhou and 
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Haas, 1999). Based on the techniques of attack, they 
can be grouped into:  
Cache poisoning: Information stored in the routing 
table is altered, deleted or some incorrect information 
is filled.  
Fabricated Route Messages: route messages, such 
as route requests and replies with malicious 
information are inserted into the network. 
Rushing: In several routing protocols of MANET, 
only the messages that arrive first are accepted by the 
recipient. The attacker can block legitimate messages 
that arrive later by distributing a false control 
message.  
Wormhole: A path is created between two nodes that 
can be used to transmit packets secretly.  
Packet dropping: A node drops packets that are 
supposed to be routed.  
Spoofing: Insert packet or control message with false 
or altered source address.  
Malicious flooding: Forward unusually large amount 
of packets to some targeted nodes. 
 
This paper mainly deals with the following four 
attacks: 
1. Denial of Service 
2. Black hole 
3. Wormhole 
4. Man in the middle 

 
EXISTING SYSTEM 

 
 Mobile Ad hoc Network (MANET) is a 
collection of mobile nodes equipped with a wireless 
transmitter and receiver that communicate with each 
other by bidirectional wireless links either directly or 
indirectly. Unfortunately, the open medium and 
remote distribution of MANET makes it vulnerable to 
many types of attacks. For instance, because of the 
nodes’ lack of physical protection, malicious 
attackers can easily capture and compromise nodes to 
achieve attacks.  Considering the fact that the most 
routing protocols in MANETs assume that every 
node in the network behaves cooperatively with the 
other nodes and presumably not malicious, attackers 
can easily compromise MANETs by inserting 
malicious or no cooperative nodes into the network. 
Moreover because of MANET’s distributed 
architecture and changing topology, a traditional 
centralized monitoring technique is no longer feasible 
in MANETs. In such cases, it is vital to develop an 
intrusion-detection system (IDS) specially designed 
for MANETs. 
 
PROPOSED WORK 

 
 Many of the existing Intrusion Detection 
system in MANETs are adopting an 
acknowledgement based scheme that includes 
TWOACK and AACK. The function of such 
detection scheme largely depends on the 

acknowledgement packets. Thus it is vital to 
guarantee that all the acknowledgement packets are 
valid and authentic. For addressing this concern we 
are adopting a digital signature in our proposed 
scheme named Enhanced AACK(EAACK). 

Fig.4:  System Architecture 
 
Our paper deals with the following attacks: 
 
(A) Denial of Service Attack: This attack aims to 
attack the availability of a node or the entire network. 
If the attack is successful the services will not be 
available. In this the attacker usually sends the server 
more number of requests than desired, then the server 
has to block the incoming requests by blocking the 
attacker.  The attacker generally uses radio signal 
jamming and the battery exhaustion method. 

 
(B) Black-hole Attack: In this attack, an attacker 
advertises a zero metric for all destinations causing 
all nodes around it to route packets towards it. A 
malicious node sends fake routing information to 
other good nodes, claiming that it has an optimum 
route due to which other good nodes route data 
packets through the malicious one. A malicious node 
then drops all packets that it receives and does not 
forward the packets normally. 
 
(C) Gray-hole Attack: This attack is also known as 
routing misbehavior attack which leads to dropping 
of messages. Also in the gray hole attack the the 
packets data is altered and false information is being 
forwarded to the next node. Gray hole attack has two 
phases. In the first phase the node advertise itself as 
having a valid route to destination while in second 
phase, nodes drops intercepted packets with a certain 
probability. 
 
(D) Man- in- the- middle Attack: An attacker sites 
between the sender and receiver and sniffs any 
information being sent between two nodes.In this 
attack the privacy of the nodes is disturbed.The 
sender and the receiver are unaware of the node 
residing in between them. In some cases, attacker 
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may impersonate the sender to communicate with 
receiver or impersonate the receiver. 
 
EXPERIMENTAL SETUP 
 
Our project topic named “Enhanced 
Acknowledgement” refers to acknowledgement of the 
attack occurring on nodes in network. We are 
developing a prototype system that will be used for 
such acknowledgement. For this purpose, we need 
following setup: 
A node having following configuration: 
 
 HDD:-80 GB storage space for all required SWs 

and program 
 RAM:-Minimum 1GB  
 Processor:-Pentium 4 or above 
 Driver: LAN Drivers and wireless LAN drivers. 

Softwares used: 
 
1. Eclipse indigo or higher 
 
Eclipse uses plug-ins to provide all the functionality 
in the runtime system. The runtime system is based 
on Equinox which is an implementation of the OSGi 
core framework specification. 
In addition to allowing the Eclipse Platform to be 
extended using other programming languages, like C 
and Python, the plug-in framework also allows the 
Eclipse Platform to work with typesetting languages 
such as LaTeX and networking applications like 
telnet and database management systems. The plug-in 
architecture gives a support on writing any of the 
desired extensions to the environment, such as for 
management of configuration. Java and CVS support 
is also provided in the Eclipse SDK, which also 
supports other version control systems provided by 
any third-party plug-ins. 
Everything in Eclipse is a plug-in with the exception 
of a small run-time kernel. This means that every 
plug-in developed integrates with the Eclipse in 
exactly the same way as other plug-ins; in this 
respect, all features are "created equal". Eclipse also 
provides plug-ins for a wide variety of features, few 
of which are through third parties using both free and 
commercial models. For examples UML (unified 
modelling language), for Sequence and other UML 
diagrams, a plug-in for DB Explorer, and many more. 
The Eclipse SDK(software development kit) includes 
the Eclipse Java development tools that offers an IDE 
with a  built-in Java compiler and a full model of the 
Java source files. This allows for advanced 
refactoring and code analysis techniques. The IDE 
also makes use of a workspace which can be a set of 
metadata over a flat filespace allowing external file 
modifications as long as the corresponding workspace 
"resource" is refreshed afterwards. 
Eclipse implements uses the graphical control 
elements of the Java toolkit called SWT, whereas 
most Java applications use the Java standard Abstract 

Window Toolkit (AWT) or Swing. Eclipse's user 
interface also makes use of an intermediate graphical 
user interface layer called JFace, that simplifies the 
construction of applications based on SWT. Eclipse 
was made to run on Wayland during a GSoC-Project 
in 2014.  
Language packs being developed by the "Babel 
project" provide translations into over a dozen natural 
languages.  
 
2)  JDK 1.7 or above 
 
The Java Development Kit (JDK) is an 
implementation of either one of the Java SE, Java EE 
or Java ME platforms that were released by Oracle 
Corporation in the form of a binary product aimed at 
Java developers on Solaris, Linux, Mac OS X and 
Windows. The JDK also includes a private JVM and 
a few other resources to finish the recipe to a Java 
Application. Since the introduction of the Java 
platform, it has been the most widely used Software 
Development Kit (SDK). On 17 November 2006, Sun 
had announced that it would be released under the 
GNU General Public License (GPL), thus making it 
free software. This happened in large part on 8 May 
2007, when Sun had contributed the source code to 
the OpenJDK.  
 
3) SQL Server 2008 R2 
 
Microsoft SQL Server is a relational database 
management system developed by Microsoft which is 
a software product whose primary function is to store 
and retrieve data as requested by other software 
applications, which may be those on the same 
computer or those running on another computer 
across a network (including the Internet). There are a 
lot of different editions of Microsoft SQL Server 
aimed at different audiences and for workloads 
ranging from small single-machine applications to 
large Internet-facing applications with many 
concurrent users. The primary query languages are T-
SQL and also ANSI SQL. 
 
EXPERIMENTAL RESULT 
 
We propose a strong and light-weight enhanced 
Intrusion detection mechanism called EAACK 
protocol using algorithm which requires less cost, low 
power. Following algorithmic approach has been 
used for processing. 
 
 
While (True) Do  
Read Data Packet;  
Process it;  
If (node is destination node) Then  
Send ackpacket to previous node  
Else  
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Start timer for PckID and wait for Sack packet to be 
received  
If (SAck packet received in time)  
If (PckID in SAck in list)  
Remove PckID and its timer from list  
Send SAck to previous node  
End  
Else  
Send PckID Data Packet to all neighbours and start 
timer and wait.  
Receive acknowledgement from neighbour  
If (SAck packet is from next node)  
Remove PckID and its timer from list  
Send Sack to previous node  
Else  
Report next node as malicious node  
End While  
 
To initiate the MRA mode, the source node first 
searches its local knowledge base and seeks for an 
alternative route to the destination node. If there is 
nothing other that exists, then the source node will 
start a routing request to find any other route. Due to 
the property of MANETs, it is common to find out 
multiple routes between any two nodes. When the 
destination node receives a MRA packet, it searches 
for its local knowledge base and compares if the 
reported packet was received, and then it is safe to 
conclude that this is a false misbehavior report and 
whoever generated this report is marked as malicious. 
Instead of RSA, an improved Cryptographic 
technique is to be used. It ensures the secure 
communication of data packets in the network. 
Enhanced adaptive acknowledgement (EAACK) is an 
acknowledgement based intrusion detection system; 
in order to ensure all acknowledgement packets is 
authentic. They use digital signature algorithm (DSA) 
to sign the acknowledgement packets, digital 
signature algorithm (DSA) involves more routing 
overhead and energy consumption, Adopting hybrid 
cryptography techniques. To reduce the network 
overhead which is caused by digital Signature 
without compromising its security. Here we proposes 
algorithm instead of DSA to ensure that all 
acknowledgment packets in EAACK are authentic 
and untainted. Algorithmis used to create a digital 
signature of data (a file for example) in order to allow 
you to verify its authenticity without compromising 
its security. 
Encrypted message and Decrypted message is a 
function of key size and data size for both DSA/RSA 
and key size is relatively smaller than DSA/RSA key 
size, thus encrypted message and Decrypted message 
in  is smaller. These results provide high quality in 
data delivery with high Security. 
 
SUMMARY 
 
The packet-dropping attack has always been a major 
threat to the security in MANETs. In this paper, we 

have proposed an IDS named EAACK protocol 
specially designed for the MANETs and have 
compared it against the other popular mechanisms in 
different cases through simulations. The results have 
demonstrated positive performances over Watchdog, 
TWOACK, and AACK in the cases of receiver 
collision, limited transmission power, and false 
misbehavior report. In an effort for preventing the 
attackers from initiating forged acknowledgment 
attacks, we have extended our research to incorporate 
digital signature in our proposed scheme. Even 
though it has generated more ROs in a few cases, it 
can vastly improve the network’s PDR when the 
attackers are smart enough to forge acknowledgment 
packets. This tradeoff is useful when network security 
is the top priority. For seeking the optimal DSAs in 
MANETs, we have implemented both DSA and RSA 
schemes in our simulation. Eventually, we have 
arrived to the conclusion that the DSA scheme is 
more suitable to be implemented in MANETs. 
 
FUTURE WORK 
 
To increase the merits of our research work, the 
following issues in our future research can be 
investigated: 
1) To further reduce the network overhead caused 

by digital signature by adopting hybrid 
cryptography techniques. 

2) To eliminate the requirement of pre-distributed 
keys we may examine the possibilities of 
adopting a key exchange; 

3) Instead of software simulation testing the 
performance of EAACK in real network 
environment could be tested. 
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