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Abstract- Over the past decade, information security has become a priority like no other. Due to no concrete method of 
monitoring what applications may be installed, unsuspecting users may inadvertently introduce vulnerabilities.  Due to this 
oversight, malicious intruders  can exploit the introduced vulnerabilities to mount any number of attacks. An example is a 
full Distributed Denial-of-Service (DDoS) attack which comprises of multi-step exploitation,  vulnerability scanning, 
victimizing identified vulnerable virtual machines, converting them to zombies, and finally DDoS attacks through the victim 
machine s. Another example is a  Man-in-the-Middle attack, where an attacker impersonates his/her victims before relaying 
independent messages, making it look like they are talking to each other. In lieu of this, we propose a decentralized, Multi-
Intrusion Detection System (MIDS), which is built on an attack graph analytical model. Attack graphs depict ways in which 
an adversary can exploit vulnerabilities to break into a system. This will help us drastically improve attack detection and 
mitigate attack consequences.   
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I. INTRODUCTION 
 
Enterprise networks are always hard-pressed to 
defend themselves from continuous attacks. Perhaps 
one of the reasons that there are so few ways to 
defend against them is that there are so many of them. 
Some are localized, a good example being the 
'GhostNet' activities analyzed in 2009, while some 
are widespread, like the 'Code Red' virus in 2001, or 
the 'conficker' worm in 2008. Apart from cyber-
spying, virus or worm deployment, there are many 
attackers who use DDoS (Dis tributed-Denial-of-
Service) attacks, IP Spoofing, Man-in-the-Middle and 
many others. Intrusion Detection Systems are used 
for this very purpose.   
 
The main aim of an Intrusion Detection System (IDS) 
is to detect various attacks or malicious activities that 
are perpetrated against a network or a specific 
system. It does so by monitoring network traffic and 
system activities to detect violations and undesirable 
actions or events. An IDS identifies attacks, but may 
choose not to prevent them. That job is left up to an 
'Intrusion Prevention System (IPS)’. Bear in mind 
that an IDS need not have to be an IPS to prevent 
intrusions.   
 
II. LITERATURE SURVEY  
 
Many notable works have been done in the field of  
intrusion detection. Multiple research papers were 
taken into consideration and studied. Stress has been 
laid to summarize the concept and methodologies of 
different authors who have worked in this field. W. 
Lee and S. Stolfo [3] dis cus s the  us e  of  data 
mining techniques to ident ify consistent and useful 

patterns of system features which describe program 
and user  behavior. Then the set of relevant system 
features are used to compute inductively learned 
classifiers which recognize  discrepancies  and known 
intrusions. By experimenting on the sendmail system 
call data and the network tcpdump data, they 
demonstrate that concise and accurate classifiers can 
be constructed to detect anomalies. X. Ou, S. 
Govindavajhala, and A. W. Appel [4]  present 
MulVAL, an end-to-end framework and reasoning 
system that conducts multi-host, multistage 
vulnerability analysis on a network. MulVAL  uses  
Datalog, a superset of Prolog  as the modelling 
language for the elements in the analysis (bug 
specificat ion, configuration description, reasoning 
rules, operating- system permission and privilege 
model, etc.). Once the information is collected, the 
analysis can be performed in seconds for networks 
with thousands of machines.   
 
Martin Roesch [2], in his paper, has discussed 
SNORT, a commercially available open-source IDS 
which is widely used today. SNORT is a cross-
platform, lightweight network intrusion detection tool 
that can be deployed to monitor small TCP/IP 
networks and detect a wide variety of suspicious 
network traffic as well as outright attacks. His paper 
discusses the background of Snort and its rules-based 
traffic collection engine, as well as new and different 
applications where it can be very useful as a part of 
an integrated network security infras tructure.  
 
In their paper, Chun-Jen Chung et al. [1] have made 
efforts to develop a multi-phase IDS for cloud 
systems called NICE (Network Intrusion detection 
and Countermeasure sElection).  
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They have the following properties:   
1.  NICE incorporates a software switching solution. 
This helps in identifying and quarantining suspicious 
VMs for further inspection.   
 
2.  NICE employs an attack graph approach which 
enhances attack detection and prevention by detecting 
attack behavior patterns and suggests effective 
countermeasures.    
3.  NICE optimizes the implementation on cloud 
servers to minimize resource consumption. There is 
no interruption to the user’s daily jobs and routines.   
 

Tabl e 1: Summary of Li terature Survey 

 
 
III. CLASSIFICATION OF INTRUSIONS  
An intrusion can be described as an unauthorized 
attempt to access a computing unit in order to tamper 
with or use the data on it. Broadly, intrusions can be 
classified in two types:  
1.  System Intrusions  
2.  Protocol Intrusions  
In System Intrusions, the entire system is targeted as 
a whole.  
 
Examples of system intrusions are i.  Denial of 
Service (DoS) attacks, where the target is overloaded 
with request packets, thus limit ing its s erviceability.  
ii. Man-in-the-middle, where, as the name suggests, a 
third party actively spies and controls upon the 
information transfer between two or more victims.  

ii i. System scan, where spyware is deployed onto the 
victim’s machine and all the vict im’s system 
information.  
Protocol Intrusions, true to their name, target a 
particular network protocol to exploit flaws in its 
design. Some examples are:  
i. ICMP protocol attacks, which are most frequently 
used as the ICMP layer has minimal to no security.  
ii. TCP protocol attacks, also widely used due to 
flaws in the TCP handshake process.   
 
IV. INTRUSION ANALYSIS  
 
Intrusion Analysis is done by monitoring the network 
which the system is a part of. Intrusion Analysis is 
carried out on the following attributes:  
i. System Traffic analysis analyzes the network traffic 
for any traces of suspicious activity, like in the case 
of a DDoS  attack, where there will be a large influx 
of packets.  
ii. System Profiling, which checks the current state of 
the system. It measures the number of interconnected 
systems, the number of open ports, etc.   
 
V. SYSTEM ARCHITECTURE 
 

 
 
Figure 1 shows the System Architecture of MIDS. 
The main components of MIDS are:   
i .  MIDS Agent (Packet Monitoring )   
MIDS Agent  is a lightweight, robust IDS agent, 
which is deployed on the client machine with the sole 
aim of monitoring the network traffic. It periodically 
scans the client network for malicious or suspicious 
packets. If it encounters such packets, they are sent to 
the Attack Analyzer.   
 
ii.  System Profiler   
System Profiler is used to get precise information 
about their state, services running, open ports etc. 
This determines how vulnerable the system is. For 
example, a system with multiple open ports is 
infinitely likely to get attacked than a machine with 
no open ports. All this information is sent to the 
Attack Analyzer.   
 
iii. At tack Analyzer   
The Attack Analyzer is one of the main modules of 
MIDS.  
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It performs one of the main functions of MIDS. It 
receives:   
a. Packets from MIDS.   
b. System data from System profiler.   
 
The Attack Analyzer first verifies the packet 
authenticity using the ‘Alert Correction Table’, which 
is a combined database. It consists of two main 
databases: Botnet Database and Packet Header 
Database. Botnet Database scans packets for the tell- 
tale signs of botnets, while Packet Header database 
looks at the header files for corrupt header files.  
 
If corrupt packets are found, packet data along with 
system data are sent to Attack Graph Generator. It 
also scores the system in accordance with the 
common vulnerability scoring system (CVSS) [5] and 
sends the score to the Attack Graph Generator.  
 
iv. Attack Graph Generator   
The Attack Graph Generator is the next main module 
of MIDS. Its work is, possibly, the most important of 
all modules. Attack Graph Generator has the 
monumental task of generating an Attack Graph for 
the system.   
 
Attack graphs depict ways in which an adversary can 
exploit vulnerabilities to break into a system. System 
admin is trators analyze attack graphs to understand 
where their system's weaknesses lie and to help 
decide which security measures will be effective to 
deploy.  
  
VI. EXPECTED RESULT  
 
This paper will contribute to the area of network 
security and intrusion detection. The aim of this paper 
is to design an intrusion detection system which is 
decentralized and which will endeavour to detect 
more than one type of intrusion, namely DDoS and 
Man-in-the-Middle. Decentralization helps toward 
the reliability and security of the system itself. MIDS 

will analyse the network for any malicious activity, 
calculates the CVSS score of the system, and they 
generate an Attack Graph for the system which will 
depict in accurate detail how the system is vulnerable 
and what intrusions it is vulnerable against.  
 
CONCLUSION  
 
This paper focuses on fulfilling the need to enhance 
the security of a network by introducing MIDS, a 
decentralized, Mult i-Intrusion Detection System. 
MIDS is a passive intrusion detection system, with 
the end-user requiring minimal to no knowledge of 
network security to enjoy its complete benefit. The 
approach described in this paper will be most feasible  
because:   
i. The cost is minimal.  
ii. The system is made more reliable and secure.   
iii. The system is guaranteed to detect more than one 
type of intrusion.   
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