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Abstract- Increasing applications in wireless sensor network(WSNs) has becoming the most critical problem In military and 
the civilian fields. The most essential issue is to secure the data from external threats also to maintain the quality of the 
service of transmitted data.  To ensure security of the transmitted data in the network and to maintain the QoS in energy 
efficient way. This paper proposes a mechanism for QoS routing with coding and the selective encryption schemes. Also it 
minimizes the redundancy using the FEC erasure coding techniques and splitting up the original data over the multipaths. 
Hop-by-hop authentication mechanism is used to prevent the attacks. The simulation results shows that the proposed method 
provides high packet delivery ratio, maximized throughput, minimized End-To-End Delay and also it demonstrates the 
effectiveness of the proposed secure QoS routing protocol in security and performance.    
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I. INTRODUCTION 
 
In wireless network, obtaining the security and 
providing the better QoS has become the difficult job, 
especially because of the vulnerability of the wireless 
links such as passive eavesdropping, active 
impersonation, message distortion, message replay 
and so on, limited protection to nodes and 
dynamically changing topology. Security in QoS 
routing is an essential problem in any type of wireless 
network yet there is little work published in this area 
What is QoS? 
Quality of Service (QoS) support in WSNs is still 
remained as an open field of research from various 
perspectives. QoS is interpreted by different technical 
communities by different ways. In general, QoS 
refers to quality as perceived by the user or 
application. In networking community, QoS is 
interpreted as a measure of service quality that the 
network offers to the end user or application 
.Traditional encryption techniques are too complex 
and also it introduces some severe delay in sensor 
nodes. On the other hand our proposed approach 
encrypts only a certain fraction of Reed-Solomon 
codewords and the remaining portion is transmitted 
unprotected.. Some other encryption techniques have 
also been used in the area for secure multipath 
routing protocols. One of them is MVMP i.e. multi-
version multi-path protocol. This protocol gives the 
secure and reliable data communication. 
 
MVMP consists of four steps- 

1. The original data packet is divided into 
different groups. 

2. Each group is encrypted using different 
cryptographic algorithms. 

3. Using Reed-Solomon encrypted packets gets 
coded  

4. Before transmitting the data packets it has 
been established on the multiple disjoint 
paths. 

To transfer the data on correct path, node-disjoint 
path routing protocol is used. It is also used to 
minimize the worst case security risk and to 
maximize the packet delivery ratio under attacks.  
 
In this paper, new mechanism is used that adapts to 
the resource constraints of WSNs by combing FEC 
technique and few selective cryptographic algorithms 
to achieve reliable and secure data transmission. 
  
II. SYSTEM MODEL 

 
A. Replication and erasure coding- 

Erasure coding has been used in distributed systems 
to obtain load balancing and fault tolerance. In early 
years it can also be used for WSNs as a replication 
mechanism in multipath routing to achieve reliable 
and secure data transmission. The advantage of data 
replication is to avoid the data retransmission in 
WSNs caused by severe resource constraints of 
sensor nodes which is very costly. 
 
The one of the most simplest and widely used FEC 
codes is Reed-Solomon (RS)coding.  
 

Figure 1: proposed mechanism 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-5, May-2015 

An Efficient Coded Based QoS Routing Mechanism In Wireless Sensor Networks 
 

47 

B. Replication and erasure coding- 
Erasure coding has been used in distributed systems 
to obtain load balancing and fault tolerance. In early 
years it can also be used for WSNs as a replication 
mechanism in multipath routing to achieve reliable 
and secure data transmission. The advantage of data 
replication is to avoid the data retransmission in 
WSNs caused by severe resource constraints of 
sensor nodes which is very costly. 
 
The one of the most simplest and widely used FEC 
codes is Reed-Solomon (RS)coding.  
 
Reed-Solomon coding- 
Reed-Solomon codes are block-based error correcting 
codes. The Reed-Solomon encoder takes a block of 
digital data and adds extra "redundant" bits. Errors 
occur during transmission or storage for a number of 
reasons (for example noise or interference, scratches 
on a CD, etc). The Reed-Solomon decoder processes 
each block and attempts to correct errors and recover 
the original data. The number and type of errors that 
can be corrected depends on the characteristics of the 
Reed-Solomon code. 
 

A. Multipath Routing Protocols- 
Data routing is an essential topic because distributed 
network Has many nodes and they services many 
messages. In short each node is a shared node since 
they have to make many decisions. This is very 
complicating. That is why routing is a very important 
topic in WSNs. 
Routing can be fixed, adaptive, centralized, 
distributed, etc. 
 
This paper uses the fixed type of routing. The 
multipath routing technique which has demonstrated 
its efficiency to improve wireless sensor performance 
is efficiently used to find alternate paths between 
sources and sink. 
 
Ad-hoc On-Demand Distance Vector Routing 
Protocol(AODV) has been used to route the data 
towards the appropriate node. 
 
Ad-hoc On-Demand Distance Vector Routing 
Protocol- 
Ad hoc On-Demand Distance Vector (AODV) 
Routing is a routing protocol for mobile ad hoc 
networks (MANETs) and other wireless ad hoc 
networks. In AODV. The network has been silent 
until needed connection. At that time, network node 
which needs the connection sends a request for 
connection. Other node forwards that message and 
records it that they heard it from. The receiver sends 
back the temporary route. The needy node then starts 
using the route which has the least number of counts. 
When link fails, routing error is passed back to a 
transmitting node and the process repeats. The main 
advantage of this protocol is having routes 

established on demand and that destination sequence 
numbers are applied find the latest route to the 
destination. The connection setup delay is lower. It 
uses the shortest path algorithm. 
 
III. MATH 
 
Figure 1 shows the steps included in this mechanism. 
System model involves following steps. 
1 .Divide the data message into packets such as each 
packet is of size  

 
K = bM                                                               (1) 
 
2. Encode the data packet by using FEC technique 
which includes the Reed-Solomon coding in such a 
way that each codeword having the set of total M+K 
fragments. 
Where M is the number of fragments and K is the 
number of encoded fragments. 
3. Depending on the security level required, the 
number of fragments to be encrypted , 
Nenc =  K+E                                                        (2) 
 
Where Nenc is the total number of fragments 
encrypted and E is determined according to the 
required security level and  

1 ≤ E ≤ M.                                                        (3) 
 
4. Route all the fragments on the np disjoint paths to 
the node and in order to enhance the security the 
encrypted fragments from the same codeword are 
transmitted on different paths. 
5. At the receiving node, the encrypted fragments are 
first decrypted and then all the fragments are encoded 
to reconstruct the original data packet.  
 
IV. SIMULATION 
 
Simulation by using MATLAB or NS2 software will 
give exact brief idea about this routing mechanism. 
Here consider the MATLAB simulation results. 
Consider there are total number of 50 nodes which 
establishes during communication within 
100msecs.Suppose the data is transmitted from node 
9 to node 25. 
 

A. FIGURES 

 
Figure 2- creation of network topology 
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Figure 3- network communication environment 

 

 
Figure 4- Throughput 

 

 
Figure 5- Hopcount 

 

 
Figure 6- End To End Delay 

 

 
Figure 7- Throughput comparison 

 
Figure 8- End To End Delay comparison 

 
CONCLUSION 
 
In order to secure the QoS routing a new routing 
mechanism, which integrates FEC codes and 
selective encryption scheme for providing both QoS 
and secure data transmission in WSN. To prevent the 
data loss or to recover the lost data during 
communication due to some errors, REED-
SOLOMON coding, AODV protocol is being used.  
Simulation results shows that as compared to the 
previous routing technique, this routing technique 
gives the minimum end to end delay also it 
maximizes the throughput such as packet delivery 
ratio also increases.  
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