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Abstract- As social networking is growing at a rapid pace, it is vital that we work on improving its management. Research 
has shown that the content present in online social networks may have significant influence on impressionable minds. If such 
platforms are misused, it will lead to negative consequences. Detecting insults or inappropriate messages continues to be one 
of the most challenging aspects of Online Social Networks (OSNs) today. We address this problem through a Soft Text 
Classifier approach using various Machine Learning algorithms. The proposed system acts as a screening mechanism that 
alerts the user about such messages. The messages are classified according to their subject matter and each comment is 
labeled for the presence of profanity and insults. 
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I. INTRODUCTION 
 
Of late, Online Social Network has proven to be an 
effective medium for people to freely express 
themselves. The users can easily communicate 
amongst themselves using chat messengers and share 
or add posts, images, texts, etc., on other user’s 
profile. Some of these messages maybe considered 
offensive by some users. In UK, a survey was 
conducted. Its statistics show 28% of the children 
aged between 11 and 16 with a profile on a social 
networking site have experienced something 
upsetting on that website of which 18% have 
experienced violent language and 3% were 
encouraged to hurt themselves. People are allowed to 
flag such comments but there is no definite solution 
for this problem. As the numbers of users on social 
networking have increased rapidly due to the 
increased access to internet, it is proving to be a 
challenge for the existing systems to classify such 
messages effectively. 
In this paper, a system is proposed, which helps 
detect such comments. User comments from various 
sites are extracted, processed and analyzed. The text 
classification will be done using a short text classifier 
which implements Machine Learning algorithm to 
build a predictive model.The paper is organized in 
sections as follows:  
In the Section II literature survey is performed 
describing previous attempts to tackle the problem. 
Section III shows the model architecture and its 
various modules; Section IV describes the data 
extraction process and the labeled data set used which 
will be used; Section V describes the feature 
extraction and selection methodology; Section VI 
describes the classifier and the algorithms Support 
Vector Machine and Naïve Bayes which were used 
for its implementation. 

II. RELATED WORK 
 
Numerous efforts have been made to detect and filter 
content in online social networks. Razavi et al makes 
use of a dictionary of bad words along with Bag of 
Words for the purpose of detection of insults. The 
absence of certain words in the dictionary would 
yield incorrect results. Kontostathis et al uses rule-
based communication to track and categorize online 
predators. The system labels and analyzes chat 
transcripts to distinguish between predatory and non-
predatory discussion. Spertus proposed a flame-
recognition system called Smokey that involves 
syntactic constructs. It builds feature vectors based on 
the syntax and semantics of each sentence within 
each message. McEnergy et al used Bag of Words for 
offensive text detection. The drawback of this system 
is that it has a high false-positive rate. N-gram maybe 
used as an alternative approach to Bag of Words and 
it yields better results. Rose et al detect offensive 
tweets using machine learning algorithms which 
achieve a positive rate of 75.1% using logistic 
regression. 
 
III. MODEL ARCHITECTURE 
 

 
Figure.1. Model Architecture 
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A. Feature Extraction 
It involves the extraction of features using methods 
like n-gram, skip gram and term frequency-inverse 
document frequency (TF-IDF) from sentences which 
have been pre-processed to remove stemming, stop-
words and correcting slang words. This helps 
improve the efficiency of the system. 
B. Feature Selection 
This module involves the selection of appropriate 
features using Chi-square. 
C. Machine Learning based Algorithm 
It is used to train the classifier to build a predictive 
model. 
D. Classifier 
It will be able to classify if the given sentence is 
insulting or non-insulting. 
 
IV. DATA EXTRACTION AND PRE-

PROCESSING 
 
The data will be taken in the form of short texts from 
comments and posts which are readily available on 
many web sites like YouTube. But these short texts 
are highly unstructured in nature. It is in the form of 
free texts which is unpredictable. Since the data is 
unstructured it would be preferable to use web 
crawler for extracting the comments and posts. 
Customized web crawlers will be used to extract the 
comments from web sites. The URL of the web-site 
will be explicitly mentioned in the crawler. The 
crawler will re-direct to that particular URL and 
extract the essential data.  
 
Stop-words which are present in the sentence will be 
eliminated to give precedence to important words. 
The sentences will be sanitized to remove 
punctuations and stemming.  The use of slang in the 
form of abbreviations and acronyms is pre-dominant 
in Online Social Networks. This needs to be rectified 
before the features are fed to the classifier. For 
example, ‘1derful’ is a positive word and if not 
converted to ‘wonderful’ and it is not taken into 
account, it will considerably reduce the sentimental 
value of the data.  
 
This conversion can be achieved by mapping the data 
to a slang dictionary which will ultimately convert the 
word into its proper form. 
 
V. FEATURE EXTRACTION AND 

SELECTION 
 
The extraction of an appropriate set of features from 
the text of a given document is crucial, which 
strongly affects the overall performance of the 
classification strategy. Different sets of features for 
text categorization have been proposed in the 
literature; however, the most appropriate feature set 
and feature representation for short text messages 
have not yet been adequately investigated. The 

sentence should be converted into numerical vector. 
We use n-gram, skip gram, TF-IDF and chi-square to 
construct feature vectors and select features 
respectively.  
 
E. Tokenization 
Tokenization will help separate out the words. 
Consider the comment ‘the most stupid person in the 
entire world’. The comment will be tokenized as 
follows  
‘The’,  ‘most’,  ‘stupid’,  ‘person’, ‘in’,  ‘the’, 
‘entire’,   ‘world’. 
 
F. Term Frequency-Inverse Document Frequency 
It measures the ratio of the number of times the 
tokens occurs in a particular text string to the fraction 
of the documents in which the token occurs. Term 
Frequency-Inverse Document Frequency indicates the 
importance of particular string token. Higher 
precedence will be given to the word which will be 
influential in deciding polarity of the sentence. In a 
document D  we calculate the frequency of the ‘i’ th 
term which is given by F(i).Inverse document 
frequency will be the logarithmic value of the ratio of 
the number of words in a document to the frequency 
of each term. 
 

IDF = log | |
| ( )|                                  (1) 

 
G. N-gram 
N-grams represent sub sequences of N continuous 
words in texts. Bi-gram and Tri-gram are the most 
popular N-gram’s used in text mining. The words in 
the sentence will get split into groups of ‘n’ where n 
is any integer. For example if there is a comment 
‘you are a moron’ and the value of N is 2 then it gets 
converted to ‘you are‘, ‘are a‘, ‘a moron‘. 
 
H. Skip-gram 
In skip gram, we group words by omitting words in 
between them. It helps us to consider long distance 
words. Consider there is a sentence ‘You are a 
moron’ then 1-skip-2-gram will include all the 
bigrams skipping one word between them and we get 
‘you a’, ‘are moron’. 

 
I. Feature Selection 
As the number of features increase, the volume of 
data increases. Subsequently the data points become 
sparse. This affects the efficiency of the supervised 
learning algorithms. This problem could be tackled 
by selecting the best features from the available 
feature set. One of the feature selection methods is 
Chi-Square which measures the dependencies in two 
category variables. If the value is high then the 
variables are related else they are independent. 
 

  X =
Observed(i, j) − Expected(i, j)

Expected(i, j)
     (2) 
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TABLE I. Sample example 
 
 
 
 
 
 
 

 
In Table I, we compare various features with the label 
associated with the sentences. If the dependency 
between the feature and the label is high, the feature 
will get higher priority.  
 
Applying the formula find that the word “moron” will 
obtain a higher precedence than the word ”talented” 
due to the high relation with the label ”insulting”. 
 
VI. CLASSIFIER 
 
We aim to classify short texts into two classes, 
namely offensive and not offensive with the help of 
machine learning algorithms. Among the various 
machine learning algorithms, we have chosen 
Support Vector Machine and Naïve Bayes algorithms 
due to its high efficiency in text classification. 
 
J. Support Vector Machine 
SVM is a standard black box supervised learning 
algorithm, traditionally used for classification tasks. 
SVM maps the dataset into an n-dimensional 
hyperspace and fits a hyperplane to the data. The 
hyperplane separates the data into its respective 
classes while maximizing the distance between the 
data points and hyperplane. The goal of SVM is to 
maximize the margin of separation of the data rather 
than the matches on the features. Further, SVM 
employs a kernel trick that reduces the computational 
complexity of the algorithm. SVM is a highly robust 
algorithm and are known to operate efficiently over 
fairly large datasets.Joachims found that SVM 
produce low error rates than other classification 
methods. 

 

 
Figure.2. SVM Hyperplane 

The equation of the hyperplane is given by 
w.x - b=0                                        (3) 
The sentence or the comment will be categorized as 
positive if  
w.x – b>=1                                     (4) 
Else, the comment will be tagged as an inappropriate 
if  

 
w.x – b<=-1                                      (5) 
 
K. Naïve Bayes Algorithm 
It is a probabilistic classifier that predicts if the 
sample belongs to the particular class. This method 
assumes independence between the features in 
consideration. Although Naïve Bayes is a simple 
method for building classifiers, it shows superior 
performance on classifying complex problems and 
works well even with limited resources in terms of 
CPU and memory. Multinomial Naive Bayes is used 
when multiple occurrences of the words have a higher 
impact on the classification problem.  
 
The Binarized Multinomial Naive Bayes is used 
when the frequencies of the words don’t play a key 
role in the classification. Such an example is 
Sentiment Analysis, where it does not really matter 
how many times someone mentions the word “bad” 
but rather only the fact that he does. Finally, the 
Bernoulli Naive Bayes can be used when in our 
problem the absence of a particular word matters. For 
example, Bernoulli is commonly used in text 
classification with very good results. 
 
CONCLUSION AND FUTURE SCOPE 
 
Support Vector Machine picks an ideal hyper plane 
and Naive Bayes implements using a probabilistic 
approach.  Naïve Bayes is known to perform 
extremely well in spite of its simple implementation.  
 
Hence using both algorithms will help attain a 
method that is best suited for this genre of data and in 
its efficient classification.  
 

The data set undergoes feature extraction and feature 
selection methods such as n-gram, chi-square to 
obtain the best possible features which will help build 
a predictive model to decide the polarity of the 
sentence. The proposed model could go a long way in 
controlling cyber- bullying, racism and hate speeches. 
This system could be improved by taking sarcastic 
comments into consideration. 

You are really moron talented Label 
Present Present Not Present Not Present Present Not Insulting 
Present Present Present Present Not Present Insulting 
Not Present Not Present Present Present Not Present Insulting 
Present Present Not Present Present Not Present Insulting 
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