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Abstract- Mobile ad hoc network (MANET) has emerged as a new edge of technology to provide anywhere, anytime 
communication. Due to its deployment nature, MANETs are more susceptible to malicious attack. Due to the absence of 
centralized administration, security is the main issue in mobile Ad hoc network and attackers are very easily modified the 
actual behavior and performance of network. Security issues of MANETs in group (multicast) communications are even 
more challenging because of the involvement of multiple senders and multiple receivers. Although several types of security 
attacks in MANETs have been studied in the literature, the focus of earlier research was only on unicast (point-to-point) 
applications. The impacts of security attacks on multicast in MANETs have not yet been explored.. The main aim is to 
observe the performance of network and applied method to secure network against malicious deeds. In real life, such an 
altruistic attitude is more than often extremely difficult to realize and so we often find malicious nodes also present in the 
same network. Some of these are unknown nodes, which enter the network during its establishment or operation phase, while 
others may originate indigenously by compromising an existing node. 
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I. INTRODUCTION 
 
Mobile ad-hoc networks are composed of autonomous 
nodes that are self- managed without any 
infrastructure. They usually have a dynamic topology 
such that nodes can easily join or leave the network at 
any time and they move around freely which gives 
them the name Mobile Ad hoc Networks or MANETs. 
They have many potential applications, especially in 
military and rescue operations such as connecting 
soldiers in the battlefield or establishing a temporary 
network in place of one which collapsed after a 
disaster like an earthquake. In these networks, besides 
acting as a host, each node also acts as a router and 
forwards packets to the correct node in the network 
once a route is established. To support connectivity 
nodes are use routing protocols such as AODV (Ad 
hoc On Demand Distance Vector Routing Protocol). 
Mobile ad-hoc networks are usually susceptible to 
different security threats and malicious node attack is 
one of these.  
 
In this attack, an attacker node that absorbs and drops 
all data packets makes use of the vulnerabilities of the 
on demand route discovery protocol. According to the 
routing strategy, routing protocols can be classified as 
Table-driven or Proactive routing protocols and on 
demand or source initiated. 
 
Multicasting plays an important role in typical 
applications of ad hoc wireless networks, namely, 
emergency search and rescue operations and military 
communication. Multicast routing protocols can be 
classified as: Tree based multicast routing protocols: 
In tree based multicast protocols, there is only one 
path between a source and receiver pair. This tree-
based concept is borrowed from the multicasting 

protocols in wired networks. Since efficiency can be 
achieved and robustness is not a critical, issue in the 
stable wired network, most multicast methods are 
tree-based, either source- or shared-tree-based. The 
main drawback of these protocols is that they are not 
robust enough to operate in highly mobile 
environments. Tree based protocols can be classified 
into two types: source – tree based and shared – tree 
based protocols. In source tree based a tree is created 
by each source and has as many number of tress as 
source and in shared tree based there is single 
multicast tree for all sources. Mesh based multicast 
routing protocols: Multicasting routing protocols, 
which provide multiple paths between a source-
receiver pair are classified as mesh-based protocols. 
 
Multicast Ad hoc on demand Distance Vector 
Protocol is a multicast routing protocol (MAODV) 
designed for ad hoc networks with mobile hosts. 
Multicast is nothing but communication between a 
single sender and multiple receivers on a network and 
it transmits a single message to a select group of 
recipients. 
 
 A. Problem Statement 
The absolute security in the mobile ad hoc network is 
very hard to achieve because of its fundamental 
characteristics, such as dynamic topology, open 
medium, limited range and functional resources.  
 
The main issue that occurs from attack is it consumes 
and modified the actual behavior of packets and due 
to the absence of centralized absence it is very 
difficult to find which node or nodes in the network 
creating a abnormal behavior. Each node will using 
the trust based routing scheme takes into account the 
behavior of the next node before forwarding a packet 
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and so the total number of tunneled packets drops 
appreciably. It can also be observed that at varying 
speeds, there are still some packets which are routed 
through the malicious attack. 
 
B. Proposed Defense Work 
Based on security issue statement we apply intrusion 
detection and prevention technique in MANET that 
must be deployed to facilitate the identification and 
isolation of attacks. Due to nature of mobility and 
open media MANET are much more prone to all kind 
of security risks as covered. The proposed scheme is 
based on collaborative effort of all the nodes and 
analysis of different malicious behavior. They did not 
encourage the notion of trust transitivity; this trust 
transitivity encourages more colluding attack in the 
network from multiple malicious nodes. 
 
II. NETWORK SECURITY ATTACKS 

 
The connectivity of mobile nodes over a wireless link 
in MANETS which is multi hop in nature strongly 
relies on the fact that ensures cooperation among the 
nodes in the network. Since network layer protocols 
forms connectivity from one hop neighbors to all 
other nodes in MANET, the assurance of cooperation 
among nodes is required. The attacks in MANETS 
are classified into two major categories, namely 
passive attacks and active attacks, according to the 
attack means. Passive attacks are those, launched by 
the adversaries solely to snoop the data exchanged in 
the network. These adversaries in any way don’t 
disturb the operation of the network. Such attacks 
identification becomes very difficult since network 
itself does not affected and they can reduced by using 
powerful encryption techniques. But an active attack 
tries to alter or destroy the information that is being 
exchanged, thereby disturbing the normal 
functionality of the network.  
 
Passive attacks can be listed as eavesdropping, traffic 
analysis, and traffic monitoring. Active attacks 
include wormhole, black hole, gray hole, information 
disclosure, resource consumption, routing attacks and 
others include jamming, impersonating, modification, 
denial of service (DoS), and message replay.  
  
Such attacks can be prevented by using powerful 
encryption techniques and firewalls. Internal attacks 
are launched by the compromised nodes within the 
network. This node tries to collect security 
information and can access the protected rights of the 
network. Since the compromised node is an 
authorized one in the network, it is very difficult to 
identify the internal attacks.  
 
We can classify the attacks into two brief categories, 
namely passive and active attacks. A passive attack 
attempts to learn or make use of information from the 
system but does not affect system resources. An 

active attack attempts to alter system resources or 
affect their operation. Active attacks can be further 
classified into two types according to the location of 
attackers, namely internal and external active attacks. 
According to the layer attacked they can be classified 
into network layer attacks, transport layer attacks, 
Application layer attacks, and multi-Layer attacks.  
Network layer attacks Attacks which could occur in 
network layer of the network protocol stack are:- 
 
Wormhole attack: In this attack, an adversary 
receives packets at one point in the network, tunnels 
them to another point in the network, and then replays 
them into the network from that point. This tunnel 
between two adversaries are called wormhole. It can 
be established through a single long-range wireless 
link or a wired link between the two adversaries. 
Hence it is simple for the adversary to make the 
tunneled packet arrive sooner than other packets 
transmitted over a normal multi-hop route. 
 
Black hole attack: In this attack, a malicious node 
attempts to suggest false path to the destination. An 
adversary could prevent the source from finding path 
to destination, or forward all messages through a 
certain node. 
 
Routing attacks: In this attack, an adversary attempts 
to disrupt the operation of the network. The attacks 
can be further classified into several types, namely 
routing table overflow attack, routing table poisoning 
attack, packet replication attack, and route cache 
poisoning, and rushing attack. In a routing table 
overflow attack, an adversary attempts to cause an 
overflow in routing table by adverting routes to non-
existent nodes, while in routing table positioning 
attack the adversary sends false routing updates or 
modifies the actual routing updates to result jam in 
networks. 
 
III. TRANSPORT LAYER ATTACKS 
 
Transport layer attacks is generally session hijacking. 
In this type of attack, an adversary obtains the control 
of a session between two parties. In most cases the 
authentication process is executed when a session 
begins, hence an adversary could take the role of one 
party in the whole session. 
 
IV. APPLICATION LAYER ATTACKS  
 
In this type of attack, an adversary analyzes the 
vulnerability. Dozens of attacks aiming at application 
layer exist, such as script attack, virus, and worm. 
 
V. MULTI-LAYER ATTACKS  
 
Attacks, which could occur in any layer of the 
network protocol stack, fall into this class. Spoofing 
attack: Spoofing attacks are also called impersonation 
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attack. The adversary pretends to have the identity of 
another node in the network, thus receiving messages 
directed to the node it fakes. One of these attacks is 
man-in-the-middle attack. In this attack, attackers 
place their own node between two other nodes 
communicating with each other and forward the 
communication. 
 
Denial of service attack: In this type of attack, the 
attacker attempts to prevent the authorized users from 
accessing the services. Due to the disadvantage of ad 
hoc networks, it is much easier to launch Dos attacks. 
For example, an adversary could disrupt the on-going 
transmissions on the wireless channel by employing 
jamming signals on the physical and MAC layers. 
 
VI. OTHERS  
 
Unlike above addressed attacks, in a device 
tampering attack, devices such as PDA could get 
stolen or damaged easily. The adversary could then 
get useful data from the stolen devices and 
communication on behalf of the owner. 
 
VII. ROUTING 
 
The knowledge of routing protocols of MANETs is 
important to understand the security problems in 
MANETs. The routing procols used in MANETs are 
di- erent from routing protocols of traditional wired 
world because of frequent route updates, mobility and 
limited transmission range. The performance criteria 
of nodes in MANETs are different than that of wired 
networks. Routing protocols in Mobile Adhoc 
Networks are majorly of two categories: Proactive 
Protocols and Reactive Protocols 
 
Reactive Routing protocols are based on 
corresponding routes between two nodes, when it is 
required. This is different from traditional Proactive 
Routing Protocols in which nodes periodically sends 
messages to each other in order to maintain routes. 
Dynamic Source Routing (DSR) uses source routing 
to deliver packets from one node in the network to 
some other node. The source node adds the full path to 
the destination in terms of intermediate nodes in every 
packet. This information is used by intermediate node 
to determine whether to accept the packet and to 
whom to forward it. DSR operates on two 
mechanisms: Route Discovery and Route 
Maintenance. 

 
Route Discovery is used when the sender does not 
know the path up to the destination. In this 
mechanism, the sender broadcasts a ROUTE 
REQUEST message which contains Source Address, 
Destination Address, and Identier. Each intermediate 
node adds its address in ROUTE REQUEST message 
and rebroadcast it, unless it has not rebroadcasted 
earlier. With this controlled broadcast, the ROUTE 

REQUEST will ultimately reach the destination. The 
destination then sends a unicast ROUTE REPLY 
message in reverse direction whose information is 
obtained from list of intermediate nodes in ROUTE 
REQUEST message. When the ROUTE REPLY 
packet reaches the source, it records the route 
contained in it and saves in its cache for the specie 
destination. For better performance, intermediate 
nodes also record this route information from the two 
route messages. All nodes overhearing these packets 
add meaningful route entries in their caches. 
 
Finally, Route Maintenance Mechanism is used to 
notify source and potentially trigger new route 
discovery events when changes in the network 
topology invalidate a cached route. 

 
VIII. RELATED WORK 

 
We can classify the attacks into two brief categories, 
namely passive and active attacks. A passive attack 
attempts to learn or make use of information from the 
system but does not affect system resources. An 
active attack attempts to alter system resources or 
affect their operation. There are some researchers are 
doing a work on attacks mentioned in this section. 
 
In this paper the author focus on improving the 
Secure Enhanced-On Demand Multicast Routing 
Protocol (EODMRP) to safeguard it against flooding 
and black hole attacks. The performance analysis 
carried out shows improvement in packet delivery 
ratio in presence of black hole attack, with marginal 
rise in average end-to-end delay and normalized 
routing overhead. The proposed mechanism for 
flooding attack works even when the identity of the 
malicious nodes is unknown and does not use any 
additional network bandwidth. It is simple to 
implement and maintains or improves network 
throughput when there are no malicious nodes but the 
network is congested with excess traffic. 
 
Rouba El Kaissi et.al obstacles impede the successful 
deployment of sensor networks. In addition to the 
limited resources issue, security is a major concern 
especially for applications such as home security 
monitoring, military, and battle field applications. 
This paper presents a defense mechanism against 
wormhole attacks in wireless sensor networks. 
Specifically, a simple routing tree protocol is 
proposed. 
 
Y. C. Hu et.al. have considered packet leashes – 
geographic and temporal. In geographic leashes, node 
location information is used to bound the distance a 
packet can traverse. Since wormhole attacks can 
affect localization, the location information must be 
obtained via an out-of-band mechanism such as GPS. 
Further, the “legal” distance apacket can traverse is 
not always easy to determine. In temporal leashes, 
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extremely accurate globally synchronized clocks are 
used to bound the propagation time of packets that 
could be hard to obtain particularly in low-cost sensor 
hardware. Even when available, such timing analysis 
may not be able to detect cut-through or physical 
layer wormhole attacks.  
 
In S. Capkun et.al., an authenticated distance 
bounding technique called MAD is used. The 
approach is similar to packet leashes at a high level, 
but does not require location information or clock 
synchronization. But it still suffers from other 
limitations of the packet leashes technique.  
 
In the Echo protocol, ultrasound is used to bound the 
distance for a secure location verification. Use of 
ultrasound instead of RF signals as before helps in 
relaxing the timing requirements; but needs an 
additional hardware.  
 
In a recent work, authors have focused on practical 
methods of detecting wormholes. This technique uses 
timing constraints and authentication to verify 
whether a node is a true neighbor.  
 
 
The authors develop a protocol that can be 
implemented in 802.11 capable hardware with minor 
modifications. Still it remains unclear how realistic 
such timing analysis could be in low-cost sensor 
hardware. 
 
 
Rouba El Kaissi et.al obstacles impede the successful 
deployment of sensor networks. In addition to the 
limited resources issue, security is a major concern 
especially for applications such as home security 
monitoring, military, and battle field applications.  
 
This paper presents a defense mechanism against 
wormhole attacks in wireless sensor networks. 
Specifically, a simple routing tree protocol is 
proposed. 
 
In S. Capkun et.al., an authenticated distance 
bounding technique called MAD is used. The 
approach is similar to packet leashes at a high level, 
but does not require location information or clock 
synchronization. But it still suffers from other 
limitations of the packet leashes technique. 

 
CONCLUSION 
 
This research is very useful in field of computer 
science to evaluate the network performance in case 
of attack and IDS. At present network security is one 
of the challenging task in central administration based 
network now on in MANET i.e no admin in network 
security is major concern.  
 

In this synopsis, an exhaustive simulation for 
MANET will done by using multicast routing 
protocols and the effect of the presence of malicious 
will also simulated. Significant performance 
parameters such as infection rate throughput, delay, 
node density and packet delivery ratio. The study 
focuses on how performance of network will affected 
under malicious attack in a network.  
 
The study here establishes the foundation for future 
work towards designing a mechanism to identify the 
nodes which are actively involved in the malicious 
attack. 
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