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Abstract- In a well planned field, wireless communication is reign along with military indicative and vehicle, but it is weak 
by jamming attack from an enemy because of the wireless interactive medium. Jamming attack is without difficulty procures 
by emitting nonstop radio signal and it can hinder with other radio communications contained by the network. Channel 
switching over diverse channels or route detouring have been prospective to reimpose communication from jamming attacks, 
but they want a peculiar radio system or knowledge of system topology. In this project, in order to overcome restrictions of 
the previous research, we propose a new rate adaptation scheme that is formable to jamming attack in a wireless multi-hop 
tactical system. The planned rate adaptation method detects jamming attack and selects the data transmission mode which 
has the provable medium throughput based on the successful transmission probability. Through the performance evaluations, 
we prove rate adaptation scheme that raise packet delivery ratio (PDR) and the wireless link utilization.  
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I. INTRODUCTION 
 
Latest move on in sensing, enumerating and 
communication technologies united with the 
necessitate to constantly perceive physical 
phenomenon have led to the development of Wireless 
Sensor Networks (WSNs). WSN consist of four main 
components: A radio, a processor, sensors and 
battery. A WSN is formed by dimply deployed sensor 
nodes in an application area. In most deployments, 
the sensor nodes have self-organizing capabilities, to 
form an suitable agreeable formation in order to 
collaboratively perform a isolated task. Wireless 
Sensor Networks are found convenient for 
applications such as surveillance, precision 
agriculture, elegant homes, automation, vehicular 
traffic management, habitat monitoring, and calamity 
detection. 
 
WSN is big enabling tools that can rectify 
information and communication technology. In fact, 
it has the possible to greatly change the way we live – 
just like the Internet and World Wide Web – perhaps 
more so. Of course, WSN will develop the Internet 
and WWW; it will tie the physical world to the 
Internet at well granularity. The powers of WSN 
falsity in creating persistent surroundings have the 
ability of remote sensing, monitoring and control. 
The positive reimbursement of this are reasonably 
noticeable; such a technology will be a will attain 
well granularity tracking of what is going on at far 
away and usually in unapproachable locations. In the 
present state of affairs of global warming, WSN can 
facilitate fine grain remote Monitoring of machinery 
liable for global warming. 
 
In tactical environments where no infrastructure 
exists, a wireless Sensor Network attracts attention 

since military agents and vehicles must establish a 
self-organized network to exchange message that 
supports tactical operations. However, radio 
communications in the tactical WSN face several 
difficult security and reliability challenges due to the 
shared medium. One challenge is jamming. A 
jamming attack is easily delivered by emitting 
continuous signal or injecting dummy packets into 
the shared medium causing interference with existing 
communications or in some cases abusing the MAC 
(Medium Access Control) layer of other nodes within 
a range. Consequently, jamming attack can seriously 
impede wireless communications. Previous jamming 
attack solutions showed that using spatial or spectrum 
diversity to cope with the jamming attack. If nodes 
find the jamming attack, they switch communication 
channel or send packets on a detour. However, 
channel switching or detouring jamming area requires 
a special radio system or knowledge of the network 
topology. Moreover, these schemes do not utilize the 
jammed channels, though they have enough 
bandwidth for the data transmission. 
 
In this project, we propose a new scheme that is 
resilient to jamming attack in a wireless multi-hop 
tactical network. It improves the wireless link 
utilization by detecting the jamming attack and 
adapting the data transmission mode to the successful 
transmission probability. To detect jamming attack 
correctly, it measures PDR (Packet Delivery Ratio) 
with SS (Signal Strength).  
 
II. LITERATURE SURVEY 
 
Research on wireless sensor networks in progress 
around 1980 with the Distributed Sensor Networks 
(DSN) agenda at DARPA (Defence Advanced 
Research Projects Agency) where Arpanet 
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(predecessor of the Internet) move toward for 
communication was extended to sensor networks. 
The network was assumed to have many spatially 
distributed low cost sensing nodes that collaborate 
with each other but operate alone, with information 
being routed to whichever node can best use the 
information. 
 
Technology components for a DSN were identified in 
a Distributed Sensor Nets workshop in 1978. These 
included sensors (acoustic), communication, 
processing techniques and algorithms (including self-
location algorithms for sensors) and distributed 
software. Distributed acoustic tracking was chosen as 
the target problem for demonstration. A number of 
applications have been benefited from the advances 
in wireless sensor networks. These include farming, 
Health Care, Defence, Wild Life Habitat Monitoring, 
Under Water monitoring, Disaster Management 
(Safety) and Industrial (monitoring, control, factory 
automation) applications. For all these applications, 
research deployments have been conducted and 
products incorporating Wireless Sensor Networks are 
appearing. The current research hence focuses on 
application-driven systems in order to address more 
concrete issues. Preliminary results obtained from 
these deployments are encouraging and widespread 
use is highly likely. 
 
Wireless Sensor Networks are capable of attractive 
system performance considerably so they grasp 
considerable assure to Industry. Wireless Sensor 
Networks technology is slowly graduating from the 
researcher “market” to the early adopters in industry. 
Industrial research labs have funded sensor 
networking research.  In some cases, the technology 
is showing up in vertical function markets, e.g., in 
process control, where it is not even advertised as 
Wireless Sensor Networks. The military continues to 
fund research in this area, now more so in the context 
of aiding mobile dismounts/units, but is yet to 
seriously adopt the technology in its operation 
 
III. JAMMING IN WSN 
 
Securing sensor networks is a demanding task due to 
the inadequate resources associated with low-cost 
sensor hardware. The arrangement of the goods 
nature of wireless technologies and an increasingly 
stylish user base means that adversaries are able to 
straightforwardly increase access to communications 
among sensor devices by purchasing their own device 
and running it in a monitor mode.  
 
Conventional cryptographic security mechanisms are 
being translated to the sensor domain in order to 
secure against attacks like packet injection and 
spoofing network level control information. 
However, in spite of the progress being made to apply 
network security in the sensor realm, sensor networks 

will stay susceptible to attacks that object their use of 
the wireless medium. 
 
The wireless medium allows for radio intrusion 
attacks that target communications. Unlike 
conventional denial of service attacks, which are 
disturbed with filling user domain and kernel domain 
buffers, jamming attacks utilize the shared nature of 
the wireless medium in order to avoid devices from 
communicating or receiving. Such attacks on the 
physical (PHY) layer have been known by the 
communications. Radar community for a number of 
time, and there are abundant texts which converse the 
issues associated with these attacks.  
 
Typically, in the context of conventional 
communication systems, the purpose of the jammer is 
to contradict the reception of communications at the 
receiver using as little power as possible. In these 
systems jamming is usually addressed through 
dispersion techniques, whereby flexibility to intrusion 
is achieved by transmitting information using a 
bandwidth much larger than its required minimum 
bandwidth. Often, this spreading is also used to 
achieve multiple access, as in code-division multiple 
access (CDMA) cellular systems. With the exception 
of some military systems, most articles of trade 
sensor and wireless networks do not utilize 
sufficiently strong spreading techniques to survive 
jamming or to achieve multiple accesses. Because of 
their use of carrier sensing for medium access control 
(MAC), these systems are vulnerable to a simple and 
severe jamming problem: an opponent can simply 
ignore the medium access protocol and continually 
transmit on a wireless channel. By doing so, he or she 
either prevents users from being able to instigate with 
legitimate MAC operations, or introduce packet 
collisions that force repeated back offs, or even jams 
transmissions.  In this project we take issues related 
to jamming sensor networks by examining both the 
attack and defend sides of the problem. We present 
different jamming attack strategies that might be used 
against sensor networks.  
 
Later, we examine methods that can be employed by 
the sensor network in order to detect the presence of 
jamming. We demonstrate that basic statistics alone 
(e.g., signal strength) are not sufficient for classifying 
the presence of a jammer, and more advanced 
detection methods are needed.  
 
We examine two strategies for coping with jamming. 
The first strategy involves avoiding the jammer in 
either the spectral or spatial sense, and can be 
achieved by changing channel allocations or, in 
mobile sensor networks, by moving nodes away from 
the jammer. The second strategy involves contending 
with the jammer by adjusting the transmission power 
levels and employing error modification in order to 
have more resilience against jamming.  
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Figure 1 Shows Jammer node in Wireless Sensor Network 
 
3.1 Jamming Attacks 
There are many different attack strategies an 
adversary can use to jam wireless communications. 
While it is impractical to cover all the possible attack 
models that might exist, in this article we review a 
wide range of jammers that have proven to be 
effective. 
 
3.1.1 Constant jammer  
The constant jammer frequently emit a radio signal, 
and can be implemented using either a waveform 
generator that constantly sends a radio signal or a 
normal wireless device that continuously sends out 
random bits to the channel without following any 
MAC-layer etiquette. Normally, the underlying MAC 
protocol allows legitimate nodes to send out packets 
only if the channel is idle. Thus, a constant jammer 
can effectively prevent legitimate traffic sources from 
getting hold of a channel and sending packets. 
 
3.1.2 Deceptive jammer  
Instead of sending out random bits, the deceptive 
jammer continuously injects regular packets to the 
channel without any gap among succeeding packet 
transmissions. As a result, a normal communicator 
will be deceived into believing there is a legitimate 
packet and be duped to remain in the receive state. 
For example, if a preamble is detected, a node 
remains in the receive mode, regardless of whether 
that node has a packet to send or not. Even if a node 
has packets to send, it cannot switch to the send state 
because a constant stream of incoming packets will 
be detected. 
 
3.1.3 Random jammer  
Instead of continuously sending out a radio signal, a 
random jammer alternates between sleeping and 
jamming. Specifically, after jamming for a while, it 
turns off its radio and enters a “sleeping” mode. It 
will resume jamming after sleeping for some time. 
During its jamming phase, it can behave like either a 
constant jammer or a deceptive jammer. This jammer 
model tries to take energy conservation into 

consideration, which is especially important for those 
jammers that do not have unlimited power supply. 
 
3.1.4 Reactive jammer  
The three models discussed above are active jammers 
in the sense that they try to block the channel 
irrespective of the traffic pattern on the channel. 
Active jammers are usually effective because they 
keep the channel busy all the time. As we shall see in 
the following section, these methods are relatively 
easy to detect. An alternative approach to jamming 
wireless communication is to employ a reactive 
strategy. The reactive jammer stays quiet when the 
channel is idle, but starts transmitting a radio signal 
as soon as it senses activity on the channel. One 
advantage of a reactive jammer is that it is harder to 
detect.  
 

 
Figure 2: Types of Jamming and Effect on Signals 

 
Detecting jamming attacks is important because it is 
the first step toward building a secure and dependable 
wireless network. Detecting radio interference attacks 
is challenging as it involves discriminating between 
legitimate and adversarial causes of poor 
connectivity. In particular, legitimate scenarios for 
poor connectivity, such as congestion and device 
failures, may be difficult to differentiate from 
jamming. There are several statistics that naturally 
lend themselves to detecting jamming, such as signal 
strength, carrier sensing time, and packet delivery 
ratio. We will look at these different measurements 
and discuss how they are not effective in detecting a 
jamming attack. In order to repair the ability to detect 
a jamming attack, more sophisticated methods are 
needed, and we will discuss one possibility involving 
multimodal methods. 
 
IV. JAMMING DETECTION IN WSN 
 
4.1 Signal Strength 
One natural quantity that can be working to detect 
jamming is signal strength. The foundation behind 
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using this measurement is that the signal strength 
allocation may be exaggerated by the occurrence of a 
jammer. Two natural approaches to detecting 
jamming using signal strength involve comparing 
average signal magnitude vs. a threshold calculated 
from the ambient noise levels, and classifying the 
shape of a window of signal samples. In order to 
illustrate the effect a jammer would have on the 
received signal strength. Looking at raw time series 
data, it is clear that any statistic solely based on a 
moving average of the RSSI values would be hard 
pressed to discriminate between a normal traffic 
scenario and a reactive jammer scenario. 
 
Furthermore, the shape of the RSSI time series for 
normal traffic scenarios and the reactive jammer are 
too similar to rely on spectral discrimination 
techniques for discrimination. Further analysis of 
these methods and the difficulties associated with 
using signal strength. Overall, these results suggest 
the following important observation: we may not be 
able to use simple statistics, such as average signal 
strength or energy, to discriminate jamming scenarios 
from normal traffic scenarios because it is not 
straightforward to devise a threshold that can separate 
these two scenarios. 
 
4.2 Carrier Sensing Time  
A jammer can prevent a legitimate source from 
sending out packets because the channel might appear 
constantly busy to the source, and hence it might 
seem possible to use carrier sensing time as a means 
to determine whether a device is jammed. Using 
carrier sensing time is suitable when the following 
two conditions are true: the jammer is non-reactive or 
non-random, and the underlying MAC protocol 
determines whether a channel is idle by comparing 
the noise level with a fixed threshold. If these two 
conditions are true, carrier sensing time is an efficient 
way to discriminate a jammed scenario from a normal 
ill-functioning scenario, such as congestion, because 
the sensing time will be bounded, although large, in a 
congested situation, but unbounded in a jammed 
situation. Overall, carrier sensing time alone cannot 
be used to detect all the jamming scenarios. 
 
4.3 Packet Delivery Ratio 
Similarly, PDR may be used to detect the presence of 
jamming, as the jammer can effectively corrupt 
transmissions, leading to a much lower PDR. Since a 
jamming attack will degrade the channel quality 
surrounding a node, the detection of radio 
interference attack essentially boils down to 
determining whether the communication node can 
send or receive packets in the way it should have had 
the jammer not been present. More formally, let us 
consider the PDR between a sender and a receiver 
who are within radio range of each other, assuming 
that the network only contains these two nodes and 
that they are static. As noted earlier, an effective 

jammer results in a very poor PDR, close to 0, which 
indicates that PDR may be a good candidate in 
detecting jamming attacks. We would like to point 
out that a nonaggressive jammer, which only 
marginally affects the PDR, does not cause noticeable 
damage to network quality and does not need to be 
detected or defended against.  
 
As a result, a simple thresholding mechanism based 
on the PDR value can be used to differentiate a 
jamming attack, regardless of the jamming model, 
from a congested network condition. Although PDR 
is quite effective in discriminating jamming from 
congestion, it is not as effective for other network 
dynamics, such as a sender battery failure, or a sender 
moving out of a receiver’s communication range, 
because these dynamics can result in sudden PDR 
drop in much the same way as a jammer does. 
Specifically, if the sender’s battery drains out, it stops 
sending packets, and the corresponding PDR is 0 
percent. Consequently, compared to signal strength 
and carrier sensing time, PDR is a more powerful 
statistic in that it can be used to differentiate a 
jamming attack from a congested network scenario 
for different jammer models. However, it still cannot 
differentiate a jamming attack from other network 
dynamics that can disrupt communication between a 
sender and a receiver  
 
4.4 Rate Adaptation Scheme  
Most of widely used jamming attack solutions have 
some limitations. Those solutions use spatial or 
spectrum diversity to cope with the jamming attack. 
These schemes do not utilize the jammed channels, 
though they have enough bandwidth for the data 
transmission. We propose a new rate adaptation 
scheme to overcome problems in previous works.  
The most important goal of the proposed scheme is to 
achieve high link utilization by adjusting the 
transmission mode based on the expected maximum 
throughput, G. The expected maximum throughput 
must consider the successful transmission probability, 
Ps

m. Suppose that Ldata is the length of data frame and 
Tm

data is the transmission time of data frame in a 
specific transmission mode, m. Each transmission 
mode specifies the transmission rate  
 

 
 
Appropriately adapted to network condition. Shows 
that the expected maximum throughput, Gm. The 
successful transmission probability can be calculated 
using error probabilities for a data frame and ACK 
frame. Suppose that Pe

m (Ldata )  and Pe
m (Lack )  

probabilities for a data frame and ACK frame.  Shows 
the successful transmission probability, Ps

m 
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An ACK frame which is usually much shorter than 
the data frame is transmitted at the rate equal to or 
lowers than the data frame rate. Therefore, the error 
probability of the ACK frame is much lower than that 
of the data frame. Hence we can approximate the 
successful transmission probability, Ps

m into 

 
1. Simulation and result 
We disposed of a set of simulations based on ns-
2 with prolongation for mobile wireless networks. To 
appraise the performance of TAODV we have taken 
next off simulation parameters in our simulation. 
 
Simulation Parameters 

Simulation Parameters Value 
Number of nodes 20 
Network size 1500*1000 
Simulation duration 1000(Sec) 
Initial Energy 100 
txpower 0.9 
repowers 0.8 
Source node 10 
Destination node 10 
Packet size  1024 
Node size  50 

 
5.1 Energy: In ad-hoc network energy is playing a 
vital role because many nodes are breakdown due to 
less of energy. The energy behaviour of the different 
nodes was investigated using simulations. 
    

Compare Energy 
 

5.2 Throughputs: Throughput is the average rate of 
successful message delivery over a communication 
channel. 
 

Compare Throughputs 

5.3 Packet Delivery Ratio: The ratio between the 
number of packets originated by the “application 
layer” CBR sources and the number of packets 
received by the CBR sink at the final destination.  
 

Compare Packet Delivery Ratio 
 

CONCLUSION 
 
In this paper, we propose a new robust rate adaptation 
scheme that is resilient to jamming attack in a 
wireless multi-hop tactical network. It improves the 
wireless link utilization by detecting the jamming 
attack and adapting the data transmission mode to the 
successful transmission probability. In order to 
achieve improved the wireless link utilization in 
jamming attack area, our proposed scheme is selects 
the optimal transmission rate mode.  
 
In order to evaluate the performance of the proposed 
rate adaptation scheme, we compare the rate 
adaptation scheme with jammed area mapping 
scheme. The results shown the proposed scheme 
quickly detects jamming attack and also selects the 
optimal transmission mode so that it has a better 
performance in terms of average PDR and 
Throughput. 
 

 
S. 
No. 

 
Parameters 

 
Traditional 

method 

 
Proposed 
method 

1 Energy High Low 

2 Through put 
 

Low High 

3 Packet 
delivery 

ratio 

Low High 
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