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Abstract—This paper gives study of data deduplication technique and how to secure data on cloud with deduplication 
scheme. Data deduplication is single instance data storage widely used in cloud storage system to reduce space and upload 
bandwidth. Duplication-less storage system which deduplicates the data using file level deduplication and block level 
deduplication. The deduplication is done at source where data is generated and at target where data is stored that is cloud 
storage system. The deduplication storage system deduplicates data with application awareness index structure.  This system 
consists of two major components, a front-end deduplication and a cloud storage system as back-end. Application aware 
index structure improves data deduplication efficiency by exploiting application awareness and deduplication time reduction. 
But for secure deduplication with application awareness we are incorporating the convergent encryption. To deal with 
security issue metadata has to create first and then encrypt the file to upload to cloud storage. 
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I. INTRODUCTION 
 

The data is growing every day the volume and 
varsity of data have raised a critical and increasing 
requirement for data storage space and confidentiality 
of private data in computing environment. Cloud 
backup service has become a cost-effective for 
storing the data as cloud is on-demand resource 
provider and stores data with protection. As the 
centralized cloud management has created an 
efficiency and cost inflection point, and offers simple 
offsite storage for disaster recovery, which is always 
a critical concern for data backup [1].  Data 
deduplication removes redundant data and tries to 
ensure that only unique instance of the data is stored 
[9]. Data deduplication is a specialized data 
compression technique for eliminating duplicate 
copies of repeating data [9]. Data deduplication is 
also known as single-instance data storage [9].  

There are two deduplication approaches, File-
level deduplication and Chunk-level deduplication. In 
file-level deduplication as long as any part of a file is 
modified, the entire file is considered as a new file 
and therefore it will be stored. Every incoming file is 
either divided into fixed or variable sized chunks that 
are Static Chunking (SC) of some fixed chunk size. 
As variable sized chunking leads to each incoming 
file is divided into variable sized chunks known as 
Content Defined Chunking (CDC) of 4 KB average 
chunk size (Min: 2 KB, Max: 16 KB) [1]. We are 
using hybrid deduplication that is file level 
deduplication and chunk level deduplication. 

There are two deduplication types depending on 
the place where deduplication occurs, the source 
deduplication and target deduplication. Source-based 
deduplication is the deduplication occurs where data 
is created. Source deduplication ensures that data on 
the data source is deduplicated Target deduplication 
is the process of removing duplicates of data in the 

secondary store. Generally this will be a backup store 
such as a data repository. In our work we are using 
source based deduplication method as it reduces the 
network bandwidth utilization and large computations 
on target device.  

And there are two deduplication types depending 
on the time at which deduplication occurs, the post-
process deduplication and in-line deduplication. In 
post-process deduplication, new data is first stored on 
the storage device and then a process at a later time 
will analyze the data looking for duplication. In-line 
deduplication is the process where the deduplication 
hash calculations are created on the target device as 
the data enters the device in real time. If the device 
spots a block that it already stored on the system it 
does not store the new block, just references to the 
existing block. Post process approach we are using as 
it has benefit of no need to wait for the hash 
calculations and lookup to be completed before 
storing the data thereby ensuring that store 
performance is not degraded. 

To store data we are using the cloud storage 
system. 

The following architecture shows the cloud 
storage system. 

 
Figure 1: Architecture of cloud data storage [10] 
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Cloud storage system consists of: 
 Cloud Service Provider (CSP): a CSP has 

significant resources to govern distributed 
cloud storage servers and to manage its 
database servers. It also provides virtual 
infrastructure to host application services. 
These services can be used by the client to 
manage his data stored in the cloud servers. 

 Client: a client makes use of provider’s 
resources to store, retrieve and share data 
with multiple users. A client can be either an 
individual or an enterprise. 

 Users: the users are able to access the 
content stored in the cloud, depending on 
their access rights which are authorizations 
granted by the client, like the rights to read, 
write or re-store the modified data in the 
cloud. 

To protect the data privacy of sensitive 
applications in cloud storage, we select convergent 
encryption to integrate into source data deduplication 
for secure cloud storage. It encrypts and decrypts a 
data copy with a convergent key. Convergent key is 
derived by computing the cryptographic hash value of 
the content of the data copy itself. Since encryption is 
deterministic, identical data copies will generate the 
same convergent key and the same cipher text. This 
allows the cloud to perform deduplication on the 
cipher texts. The cipher texts can only be decrypted 
by the corresponding data owners with their 
convergent keys. 

Data deduplication refers to techniques that store 
only a single copy of redundant data, and provide 
links to that copy instead of storing other actual 
copies of this data. By storing and transmitting only a 
single copy of duplicate data, deduplication saves 
both disk space and network band width. 
Deduplication offers secondary cost savings in power 
and cooling achieved by reducing the number of disk 
spindles. Convergent encryption allows data 
confidentiality in deduplication and stores data 
securely and with redundancy of data storage. 

Our problem statement is “to develop a secure 
system that avoids duplication with combining the 
file level and chunk level deduplication methods. To 
develop a secure system that avoids duplication with 
combining the file level and chunk level 
deduplication methods. Deduplication of data at 
source and on cloud with application aware index 
structure. Security is provided to intra-clients and 
inter-clients sensitive data with convergent 
encryption”.  

In further section we are describing related work 
with the deduplication, System architecture, System 
design, conclusion and future work 
 
II. RELATED WORKS 
 
Fu and ital. in [1] developed ALG-Dedupe, scheme 
for cloud backup in the personal computing 

environment to improve deduplication efficiency. It 
combines local deduplication and global 
deduplication to balance the effectiveness and latency 
of deduplication.  

Sun in [2] implemented file level deduplication 
for HDFS storage system used HBase as an index, the 
hash values of files. In DeDu, the hash value is 
calculated at the client side prior to data transmission, 
and the lookup function is executed in HBase. When 
duplication is found, real data transmission will not 
occur. 

Tsuchiya and Watanabe in [3] developed a 
technique DBLK: Deduplication for Primary Storage 
with block device interface, using Multilayer Bloom 
Filter (MBF). MBF can be set up small amount of 
memory compared to hash table or B+ tree. The size 
of MBF is adjustable to the size of the RAM by 
changing the number of layers.  

Jin Li, Xiaofeng Chen, Mingqiang Li, Jingwei Li, 
Patrick P.C. Lee, and Wenjing Lou in [4] tells about 
Secure Deduplication with Efficient and Reliable 
Convergent Key Management. They propose Dekey, 
a new construction in which users do not need to 
manage any keys on their own but instead securely 
distribute the convergent key shares across multiple 
servers.  

Zhao and ital. in [5] developed Liquid: A 
Scalable Deduplication File System for Virtual 
Machine Images. A deduplication files system with 
low storage consumption and high-performance IO, 
which satisfies the requirements of VM hosting. A 
P2P data block sharing scheme, which is highly 
scalable for large-scale deployment of VM images. 

Joao Barreto and Paulo Ferreira in [6], discussed 
a novel technique for distributed data deduplicationin 
distributed storage systems. They combine version 
tracking with high-precision, local similarity 
detection techniques 

Amrita Upadhyay, Pratibha R Balihalli, 
Shashibhushan Ivaturi and Shrisha Rao in [7] defined 
Deduplication and Compression Techniques in Cloud 
Design. The files are clustered into bins depending on 
their size. They are then segmented, deduplicated, 
compressed and stored.  

Jaehong Min, Daeyoung Yoon, and Youjip Won 
In this work [8], focus on optimizing the 
deduplication system by adjusting the pertinent 
factors in fingerprint lookup and chunking, the factors 
which identifies as the key ingredients of efficient 
deduplication. For efficient fingerprint lookup, 
fingerprint management scheme called LRU-based 
Index Partitioning. 
 
III. SYSTEM ARCHITECTURE OF SECURE 

DEDUPLICATION 
 
In this section we are describing the secure 
deduplication with application aware index system 
architecture and explain different modules that are 
used for the system design.  In the architecture as in 
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fig 2, we are applying hybrid approach of data 
duplication with both file level and chunk level 
deduplication.  File level deduplication will avoid 
unnecessary computation of chunk level 
deduplication. 
 

 
Figure 2: Architecture Diagram 

 
Now describing each module in detail here: 
1.1 Security Module 

The security module contains convergent 
encryption. Client can pass file through this module if 
data in the file is confidential or client want to keep 
file securely. Before passing a file to this module the 
application type of file is stored in metadata. 

Convergent encryption consists of four primitive 
functions: 

 First function is key generation. This 
function generates a key to encrypt a file by 
calculating hash value of a file. HA: 
{0,1}*→{0,1}lA . This function generates 
cryptographic hash of length lA. 

 E: {0,1}lK×{0,1}*→{0,1}* is symmetric 
encryption function that takes both the 
convergent key and file as input and 
generates cipher text. 

 D: {0,1} lK ×{0,1}* →{0,1}* is decryption 
function that takes cipher text and key as 
input and generates original message. 

 HB: {0,1}*→{0,1}lB is the last function for 
tag generation. This function generates a tag 
to map original data copy and outputs tag for 
a file by calculating hash value of encrypted 
file. This function generates cryptographic 
hash of length lB.  
This implies that same data has same 

encryption key and same tag too, describe here: 
HA(X1) =HA(X2) ⇔ X1=X2 
HB(X2) =HB(X2)  ⇔ X1= X2 
D(K1,E(K2,X)) =X  ⇔K1= K2 

1.2 File Level Deduplication 
As described in introduction in file level 

deduplication hash values is calculated by SHA256 
algorithm. And that hash value is checked in the 
index of file’s application type. If hash value is 
already present then give link to the file and update 
metadata. 

1.3 Super Chunk 
If file size is less than 1 MB then filter those file 

and make super chunk of size 1MB to 2 MB. To 
reduce the metadata overhead and to increase the data 
transfer efficiency over WAN, super chunking is 
done. 
3.4  Chunk Level Deduplication 

While chunking the file or data the type of 
chunking depends on file type. If file size is static and 
not be increase then fixed size chunking of 4 KB is 
done. If file size tends to vary then variable size 
chunking is used. If file is encrypted then tag 
generation function should called for each chunk. To 
deduplicate data based on tag as index for each same 
encrypted data. 
3.5.  Storage Manager 

Storage manager stores chunks of file if that 
chunk is not already present. If chunk is redundant 
then link to the chunk is returned to the client by 
updating metadata for the chunk or file. As in index, 
it is stored according to the type of application. This 
reduces disk lookup overhead for deduplication by 
dividing big index to application level indexes. As the 
amount of data shared among different types of 
applications is negligibly small due to the difference 
in data content and format in these applications [1]. 
3.6  Deduplication on Cloud Storage  

After chunks are transferred to the cloud in inline 
process the chunk has been checked for redundancy. 
In the global index of each application, the presence 
of chunk is checked on cloud storage. The cross user 
deduplication is done on cloud for true sense of single 
instance data storage. If chunk is already present then 
link of that is transferred and metadata is updated. If 
chunk is not present then addition of chunks of a file 
is done on cloud storage and metadata and index is 
updated.  
 
IV. SYSTEM DESIGN OF SECURE 

DEDUPLICATION 
 

In system design, how files are stored on cloud, 
how to access the files from cloud and how to delete 
the files from cloud is described. 

 
Figure 3: Sequence Diagram for Storing a File on Cloud 
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In figure 3 the sequence diagram for storing a file 
is shown. First of all the hash value of normal or 
encrypted file is calculated. Here assuming that if file 
is confidential then encrypted with convergent 
encryption and then from that point forward it has go 
through the stages of normal file. Then invoke a 
function to store hash value, hash values is compared 
with previously stored hash values. If unique hash 
value then store it as an index for that file and update 
metadata. If not unique send link of file and update 
metadata. Now file is unique then chunking of file is 
done best suited on type of applications. Then hash 
value is calculated for each chunk again compared 
with previously stored hash value. If unique store the 
hash value for that chunk and update metadata. If not 
unique send link of chunk and update metadata. Now 
this whole thing is done at source. After detecting 
unique chunks are transferred to cloud and chunk 
comparisons happen too there for cross user data. If 
chunk is new then store chunk and update metadata, 
redundant chunk link the file and update metadata. 

 
Figure 4: Sequence Diagram for Accessing a File on 

Cloud 
In figure 4 the sequence diagram for accessing a file 
on cloud is shown. Client requests to the file. Assume 
that the client is authorized for accessing the file. 
Then at cloud, it collects all required chunks that are 
assemble in a file and sends it to client. 

 
Figure 5: Sequence Diagram for Deleting a File on Cloud 

In figure 5 the Sequence Diagram for Deleting a 
File on Cloud shown. Client requests for deleting a 
file. Then at cloud the link of file is deleted and 
metadata is updated first.  Then the links to the file 
are reduced by one. If links to the file is not zero 
nothing has to be done. But if links to file is zero then 
delete file from storage and update metadata. 
 
CONCLUSIONS 
 

The proposed system allows secure deduplication 
with application aware index structure. This system 
has hybrid deduplication approach to avoid chunk 
level deduplication. This system identify the data 
duplications using application aware index structure 
at client-side and identify the data duplications using 
application aware index structure at cloud storage. 
This system calculates hash values using hashing 
algorithms and stores them in efficient manner for 
better searching of index. Here we describe procedure 
for storing, accessing and deleting the files. 
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