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Abstract- Cloud computing is a forum to access the enormous amount of services by any users who resides on the web. 
There will be number of services available in cloud environment. However, people can consume any services which are 
offered by the cloud service provider still there will be an unsolved issue is security and privacy. Everything –as-a-service in 
cloud computing, even though cloud providing one among the service is security-as-a-service but, still users are afraid to 
keep their data without setting the individual user security parameters on the cloud. The latest technology or trend is, instead 
of stealing the content, data, confidential transaction information from different virtual machine, hackers are attempting to 
attack the entire hypervisor part. Because, all the applications are processing in virtual machine (guest OS) which resides on 
the hypervisor controller. Even though distinguished approaches, methodologies are coming with the new scope to prevent 
the user data in cloud we need to analyze and determine the security work product in an efficient manner. So, this proposed 
model bringing a new solution for adopting any cloud services without any fear by using the hypervisor technology along 
with the simulated and compared set of fuzzy functionalities. It will ensure that the rate of hypervisor stealing in different 
tool set along with the measurement policies to protect the cloud user’s data in a secured approach. 
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I. INTRODUCTION 
 
Cloud computing is a technology that has been 
around in the globe which is connected through the 
online. Many of the company’s are adopting the 
cloud computing services to subscribing major and 
miscellaneous services for their business 
development. In traditional days, most of the cloud 
services are used by the corporate only. But, 
nowadays many of the institution, organization, 
government sectors are adopting and enabling the 
cloud features to process the distinguished tasks. 
While requesting for any services from the cloud, 
users must ensure that which type of cloud 
deployment mechanism they are Going to make use 
for their tasks computation. Such types of cloud 
deployment factors are: 
 
 Private Cloud 
 Public Cloud  
 Hybrid cloud 
 Community cloud 

Most of the organizations and companies are using 
the internal private cloud to implement all the 
functions with certainty actions and task set.  
 
People are expecting to have a special kind of 
security mechanism with the upcoming new security 
solution methodology. As end users we need to look 
up the market strategy frequently to find out new 
security measurements which is feasible for our 
services. 

When an organization decides to move to the clouds, 
it must first determine its foundational controls which 
form the backbone of the company’s security 
principles. Plans must be laid out in order to secure 
the company’s assets so that when the company 
subscribes to cloud computing, all the needed security 
controls must already be in place. 
 
Most of the researchers are government officials are 
focusing the cloud computing essential component to 
process the different functions. So, as a developer or 
solution maker focal point we should bring the 
appropriate solution for cloud hacking problem and 
the foundation stealing issues. 
 
II. PROPOSED WORK 
 
The foundation part of cloud computing is 
hypervisor. It is a base or baseline to perform number 
of tasks on the virtual machine. While applications or 
services are processing in cloud platform, we are 
distinguishing the major applications running part 
from Guest OS and Host OS principles. To examine 
at a particular instance how many virtual machines 
we can able to create. Maximum of two virtual 
machines are possible to create in the guest os 
platforms. Thoroughly analyze the hypervisor based 
on the following key components to provide the 
efficient security result. 
 
2.1 Identification Analysis Functions 
 Finding the hypervisor controller constraints 
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 Examine the number applications running currently 
 Find out is there any presence of IP address 
fabrication is   happening or not. It is the first step of 
hacking action. 
 Shielding the hypervisor based on the well security 
parameter 
 Using security constraints to activate the fuzzy 
process to determine what kind of security problem to 
be encountered.  
 
Protecting or securing the hypervisor is not a simple 
thing. Because we can able to provide strong security 
foundation for huge applications. But in this case, the 
whole underlying components of hypervisor such as 
controlling functions, security parameters, defined 
access set, Query based service tool must be keep 
safe from the hackers. In the present work of this 
paper is used the following tools to secure all the 
applications whatever currently processing in the 
cloud area. 
 

2.2 Using of Query sets to protect the Hypervisor 
 Well analysis of hypervisor architecture 
components 
 Perform some moral case study about cloud 
services from cloud clients. 
 Find out the system steady state principles. 
 Efficiently use VMM (Virtual machine monitor) to 
safeguard the sub system functionalities. 
 Applying the fuzzy rank ordering technique to give 
the preference to the most services recently used.  

 

Fig: 2. (a) SYSTEM ARCHITECTURE  
 

In the above picture depicts the various 
functionalities for providing the security for 
hypervisor issue. The major foundation for this aspect 
is, using some analyzed query sets for validating the 
hypervisor components and applies the fuzzy 
mechanism for predicting the certainty outcome 
values. 

 
1.3  Significance of Fuzzy Techniques 

A fuzzy mechanism is applied into different area to 
perform certainty based computation work. Likewise, 
an approach of fuzzy rank ordering methodology is 
used in this concept to obtain the efficient security 
result. Fuzzy rank ordering is the one which perhaps 

the huge computation or processing set to evaluate 
the performance of given task. We are incorporating 
the methodology components of fuzzy approach will 
be suitable for prioritizing the security perimeters 
interns of ranking or hierarchy based control.  
 
In the fuzzy techniques we are proposing one of the 
approaches is, hypervisor based fuzzy modeling 
approach that is illustrated below:  
 

 
 
Enabling all the functionalities of fuzzy rank ordering 
set based on security perimeter control over the 
hypervisor schemes. 

  User location 
  Service type 
   Target date for service termination 
   Service level agreement 
   Service Access area  

 
Fuzzy rank ordering provides the various functions 
that can be illustrated to protect the user’s data. 
Certainty and uncertainty values are found during the 
fuzzy logic compute elements. 
 
Formula Used 
Set of hypervisor components ∑ = Security controls 
in fuzzy 
µ (Attribute set n) + µ (security component) + µ 
(Invoking fuzzy value) + µ (security threshold value) 
= ∑ [hypervisor security set] 
Rank (n-set of all factors) = Fetching of security 
constraints for unique cloud users. 
 
Prioritizing services = Access source, protecting login 
transactions + Maximum threshold value. 
Unique user security services = aggregate all the 
protected data access in cloud environment. 
 
These set of values can be applied into the cloud 
environment to safe all the customers data based on 
the constraint of service level agreement (SLA) 
sectors that can be listed below: 
 
 Analysis of Service validation system. 
 Bringing a scope full security wizard into user 
environment. 
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 Incorporating the boundless constraints to 
safeguard the running applications. 
 Prevent all the customers’ data from VM repository 
zone. 
 Include the other set of fuzzy constraints into the 
service portal. 
 Before using the cloud services need to analyze the 
set of security related information’s. 
 If the concern data centre is not possible to map the 
hackers, then we can try to fix the security problem 
by launching a virtual data center repository. 
 
The above stated mechanism can be applied into the 
cloud environment to protect or we are creating the 
boundary for user application in a cloud forum to 
restrict the unauthorized access. 
 
III. IMPLEMENTATION WORK 
 
While all the security constraints are deployed into 
the private cloud model to execute the hypervisor 
hacking issue. This phenomenon will take the people 
focus in a fear free platform to securely access all the 
applications. 
   
Cloud Model Type: Applications hosting are done 
through Private cloud. 
    
Cloud set up: External hosting of private cloud tools    
Execution environment: Eclipse to support the VM 
2.1 zoning 
Language used: Java with Supportability feature. 
Cloud Simulation Tool: Cloudlet tar.gz file 
Some of the Key sources are given below: 
Cloud init (Data center 2.1, User request type, 
Service Analysis); 
Cloud service Provision (CSP name, Data centre ID 
and location); 
Cloud access portal (Hyper-v security, fuzzy rank 
order with VM) 
Cloud SLA (User limitation, Type of service request); 
Cloud VM zone (Attack free hypervisor); 
Cloud data protection (restricting the unnecessary 
development constraints, service package); 
Cloud secure value (Hypervisor transaction, VMM 
segment); 
 
During the implementation time as a cloud 
administrator need to analyze the all security related 
functions are incorporated into the hypervisor 
architecture and sub system functionalities.  
  
Cloudlet, Open cloud, cloud Sim – these are all the 
simulation tools which is used to compare and 
simulate the cloud related applications and service 
exhibition. 
 
The following result set can be obtained during the 
time of application processing for security service 
developed for all the cloud users. 

  Simulated Result set based on the hypervisor 
Tool kit 

  Simulated Result set based on the fuzzy 
ordering with secure hypervisor mechanism 
implementation strategy 

 
Simulated Result set-1 

Security 
Service Type 

Access 
provisioning 
Tool 

Value in 
ICV factor 

Security for 
VM 

Cloud tool in 
private type 

  
ICV=80.481 

Security for 
App, data 
console 

Cloud 
application 
internally 
hosted private 
cloud 

ICV=76.304 

Security for 
Static 
transactions 

Static cloud 
demonstration 

ICV=68.82 

Security for 
app 
development 

Application 
Deployed and 
developed 
through Hybrid 
model 

ICV=89.01 

Security for 
Hypervisor 
Hacking 
detection 

Integration of 
services for 
private and 
public sectors 

ICV=94.31 

 
Simulated Result set-2 

 
 
IV. EXPERIMENTAL RESULTS 
 
From the implementation results, we are achieved the 
hypervisor security result in an appropriate range. 
This can be validated through the cloudlet tool. 
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Ensuring all the service types and compared result set 
elements with the cloud service sectors. Graphical 
illustration is depicted in an accurate set of identical 
sectors. 
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X- Axis contains the two major components. 

Y-axis Service values in 10 scales. 
 
It will perform all the functionalities which were 
incorporated in the simulation environment to prevent 
the user data in a confidential manner. 
 
CONCLUSION 
 
Cloud serves the distinct functions to its end users to 
access the resource and services anywhere in the 
global world. This mechanism mainly concentrated 
on hypervisor hacking problem as a present scenario. 

It will be the efficient method to safeguard all the 
confidential information’s to unique cloud users.  
 
FUTURE ENHANCEMENT 
 
In the cloud scenario will implements the major 
aspects of security and privacy controls over the 
cloud service provider. The upcoming situation will 
focus about the security protection based on grid and 
cloud based functions are migrated together in to a 
cloud environment. It will perhaps all the vital tasks 
depends on the data center and virtual service tools 
can also be implement in the future with some 
advanced version of service provisioning tools. 
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