
International Journal of Mechanical and Production Engineering, ISSN(p): 2320-2092, ISSN(e): 2321-2071 
Volume- 7, Issue-8, Aug.-2019, http://iraj.in 

Secure Home: An Approach to a Guarded Residential IoT Network 
 

59 

SECURE HOME: AN APPROACH TO A GUARDED RESIDENTIAL 
IoT NETWORK 

 
1DAVID PASKO, 2VIYALETA PETERSON, 3ERIC LUCE, 4PHU PHAN, 5KHALED ELLEITHY, 

6LAIALI ALMAZAYDEH 
 

1,2,3,4University of Bridgeport, Computer Science and Engineering Department 
Bridgeport, CT, USA 

5,6Al-Hussein Bin Talal University, Software Engineering Department, Ma'an 71111, Jordan 
E-mail: 1dpasko@my.bridgeport.edu, 2vipeters@my.bridgeport.edu, 3ericluce@my.bridgeport.edu, 

4phuphan@my.bridgeport.edu, 5elleithy@bridgeport.edu, 6Laiali.almazaydeh@ahu.edu.jo 
 
 
Abstract - As more devices become internet-connected, there is a greater need for secure and discrete device-to-device 
communication. Data shows that at the time of this writing the number of internet-connected devices is around 20 billion and 
is expected to increase to 29 billion by the end of 2022. In the early days of IoT the majority of the market was comprised of 
cellular phones, but by the end of 2018, the number of internet connected "things" is expected to surpass the number of 
cellular phones. While many of these devices perform low-risk tasks such as data measurement (temperature) or status alerts 
(home door/window open/closed), the security of these devices in a network is becoming increasingly important. While in 
the past a homeowner only needed to worry about a burglar physically breaking into their home using specialized physical 
tools, now they must worry about the same person entering their home through the use of hacking their home network. The 
need for a simple yet scalable method of securely adding and communicating to nodes on a home network will be 
investigated and proposed. Our approach includes creating a smart home infrastructure, which guarantees secure and 
effective communication between the IoT devices connected to a single Wi-Fi router.  
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I. INTRODUCTION  
 
Internet of Things (IoT) is a growing technology that 
makes our lives easier. The term refers to over 20 
billion devices or "things" connected to the internet, 
collecting and sharing data. This number is expected 
to grow to 29 billion by the end of 2022 [1]. Such 
devices can openly communicate with each other 
with little or no security [2]. IoT is especially 
vulnerable since devices have limited computing 
power and battery capacity. Moreover, their 
communication channel is typically wireless. A 
survey from Gartner found that, in the past three 
years, about 20 percent of organizations encountered 
at least one attack on their IoT network [3]. The 
traditional requirements of confidentiality, 
availability, and integrity still apply to IoT 
environments. With limited resources of devices, the 
biggest challenge for IoT is to minimize the devices’ 
resource consumption while also satisfying the 
security requirements.  
 
With the help of IoT, the smart home environment is 
developed to provide intelligent and innovative 
services to people. According to [4], the essential 
components of a Smart Home are:  
● Smart Devices — Devices that can connect with 
the network or with each other devices via protocols 
like Wi-Fi, Bluetooth, ZigBee, etc. They can operate, 
share data and store the data to the Smart home 
Gateway system.  
● Central Control Box (CCB) — This is the main 
component of a Smart Home System. It is a small 
computer with processing power and internet 

connection, acting as an interface for external devices 
like laptops, mobile phones, tablets, and computers.  
● Smart Home Network — A network made of 
many elements like sensors, applications, and 
network protocols. Devices can operate and control 
within the network.  
● Applications — Web or mobile applications, 
enabling access and control of Smart Devices after 
authentication.  
 
Attacks on security play an essential role in defining 
smart home infrastructure and device network. Such 
threats include malware attacks on devices and 
breaching IoT devices to gain access to information 
or control the devices [5]. Proper access control and 
identity management are required to make a home 
system more secure as it can help meet confidentiality, 
integrity, and availability requirements [6]. Several 
approaches to deal with vulnerabilities exist. In [7], 
authors propose using One-Time Passwords (OTP) 
for secure access authentication in a smart home 
network. Research in [8] makes use of public key 
mutual authentication protocol, with pre-shared keys 
between a gateway and a new device (with elliptic 
curve cryptography) to address the access control 
problem. A two-phase mutual authentication process 
is used in [9] and involves two-stage authentication - 
registration followed by confirmation. One solution 
offered involves converting the IP address of home 
devices and the control server into an ID (Identifier) 
that can be recognized only within the trust domain 
[10]. Additionally, a star topology was used for 
routing in a smart grid home network to address the 
security concerns. Although various solutions exist to 
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address smart home security, a prominent approach 
will focus primarily on access control of the devices 
within the smart home network [11].  
 
II. PROBLEM DEFINITION  
 
The current infrastructure of home wireless networks 
allows all devices to communicate openly once 
connected to the central wireless signal [12]. 
Although more secure settings are available with 
most home routers, it is not easy for consumers to 
configure them. The combination of these facts is 
what causes the home network to be most vulnerable 
to attacks.  
 
There are multiple scenarios in which an attacker can 
gain access to a network of IoT devices. One method 
would be a direct attack on a smart home hub, which, 
if compromised would allow them access to all 
devices connected to it. Similarly, if the Wi-Fi 
network is compromised, the same result could occur. 
Another scenario would involve an attacker installing 
malicious software on one of the devices connected to 
the network. This could get them access to data from 
that device but could also lead to the unwanted 
addition of other devices on the network. Lastly, data 
could be compromised by an attack outside the home, 
by targeting a third-party service provider that may 
not adequately protect against such an attack. All of 
these issues compromise the privacy of end-users, 
even if they believe that their data is anonymized or 
encrypted.  
 
III. RELATED WORKS  
 
One technique that attempts to solve the issue of user 
authentication is a messaging service known as 
Simple Messaging and Access Control (SMAC) [13]. 
In this technique, access control is moved from the 
device or shared server into the communication ports 
themselves. The SMAC server contains a 
significantly large enough number of ports that can be 
delegated to various devices. It can be safely assumed 
that only that specific device knows which port to use, 
therefore instantly verifying the identity of any user 
communicating on that port. The primary advantage 
of this technique is that it negates the need to store 
and maintain an Access-Control List (ACL), which 
can be very cumbersome as it increases in size.  
 
IEEE 802.1X [14] is a strong reference when looking 
for a standard for port-based network access control 
as a large amount of the world's network traffic is 
sent using this underlying authentication mechanism. 
802.1X authentication involves three parties: the 
supplicant, the authenticator, and the authenticating 
server. The authenticator responds to requests of new 
supplicants and acts as the middle-man to the 
authenticating server that performs the actual 
approval/denial. There are five stages of the 

authentication process within the 802.1X standard, 
and they include the following:  
 
● Initialization: The supplicant begins 
communicating on a previously open port, and they 
are marked as "unauthorized" by the authenticator.  
● Initiation: The authenticator will transmit a 
specific message to a particular address the supplicant 
should be listening for and waits for a response. The 
supplicant will reply with its identity, and this gets 
sent by the authenticator to the authenticating server.  
● Negotiation: The authenticating server sends a 
message to the authenticator regarding the method of 
authentication that the supplicant must abide by.  
● Authentication: Once a method has been agreed to, 
both the supplicant and the authenticating server will 
exchange messages through the authenticator. This 
process will continue until the authenticating server 
issues either a “Success” or “Failure” message. If a 
success message is transmitted, then the port is set to 
authorized, and the supplicant becomes a recognized 
device in the network. If a failure message is sent, 
then the port remains, and the authenticator will 
ignore any TCP or IP traffic from the device.  
 
As the Internet of Things (IoT) becomes a more 
integral part of everyday life, the security surrounding 
it will also become equally important. When lights 
and electrical outlets were first controlled remotely, it 
could be argued that the worst a hacker could do was 
provide a light show for unsuspecting targets. With 
the migration of IoT to encompass home security 
alarms, cameras, and door locks the threat has 
become extremely serious. A. Kaur et al. [15] provide 
an analysis of various authentication methods while 
also performing a literature review on other research 
conducted on the subject. In the paper, it is 
highlighted that while some of the classical methods 
of authentication such as Access Control List (ACL), 
Role Based Access Control (RBAC), and Attribute 
Based Access Control (ABAC) have been used 
successfully, they all have flaws that could be 
improved. None of these methods are one-size fits all 
approach as is the difficulty in dealing with IoT 
devices. A system needs to be able to quickly and 
efficiently authenticate the smallest temperature 
sensor to the largest touch screen interface using the 
same basic algorithm.  
 
Another topic discussed within the paper by A. Kaur 
et al. is how context awareness can be added to 
standard authentication methods to add an additional 
layer of protection from attack. The example 
provided is when IoT devices are authorized to access 
a network they must abide by specific communication 
data rates. If these rates are not followed, the device 
is blacklisted and removed from the network. This 
protection allows a network to have a slightly more 
robust authentication scheme than simple passcode or 
ID assignment at device addition if an authorized 
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device is compromised while on the network there is 
a chance that a context-aware network could more 
appropriately flag and eliminate the threat.  

 
 
IV. PROPOSED SOLUTION  
 
To solve the problem regarding authentication and 
access control of IoT devices in a smart home 
network, given a set of assumptions, the following 
solution is proposed.  
 
A. Smart Home Network Components  
A typical smart home architecture involves three 
types of components: IoT devices, a router, and a hub. 
While the primary purpose of the router is to provide 
internet connection for all kinds of devices in a home 
network, the primary purpose of the hub is to connect 
IoT devices in the smart home to the router. The goal 
of the proposed model is to utilize the smart home 
hub to provide secure communication channels for 
IoT devices.  
 
The hub acts as a central communication gateway for 
IoT devices and has m virtual ports through which bi-
directional communication can take place. The hub 
also has a Port Lookup Table (PTL) which contains 
mapping between connected devices and ports 
through which they can communicate, a blacklist 
containing a list of MAC addresses associated with 
devices which are banned from interacting with the 
hub, and a Tally Table (TT) to track packet count for 
a rolling number of previous connections for each 
port and each device. Figure 1 depicts a visual 
example of a typical smart home network topology.  
Any device, including the router, must follow the 
same protocol when attempting to communicate 
through the hub. Namely, every device must declare a 
port number through which a packet will be sent.  
 
B. Assumptions  
For this technique to be most effective, certain 
assumptions need to be established. The network 
must be set up as a hub-based star topology where all 

devices communicate through a centralized hub and 
never directly to each other. All communication 
through the hub happens within virtualized ports. The 
hub must be able to maintain a sufficiently large 
enough number of ports and additionally store data 
about each device. Each device in the network must 
also be able to store data about the ports they are 
assigned and the ratio of which they are expected to 
communicate through each of those ports. Each 
device will also require enough processing power to 
correctly determine which port to use each time a 
packet is sent. During the registration process, the 
hub becomes permanently known and trusted by the 
new device.  
All communication that occurs within this network is 
expected to have its separate encryption scheme. The 
purpose of this paper is merely to propose an 
authentication method for the hub to be able to 
identify each device correctly. 
 

 
 

 
 
The user only needs to interact with the hub during 
registration as the rest of the authentication can take 
place automatically by the hub. For the remainder of 
this paper, we will discuss that process. 
 
D. Instantaneous Authentication and Communication 
The following describes the protocol for 
authenticating communication between an IoT device 
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in the network and the smart home hub for sending a 
single packet. 

 

 

 

 
 
V. MATHEMATICAL MODEL 
 
A. Instantaneous Authentication 
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B. Continuous Authentication  
In a scenario when an attacker successfully guesses 
one port and given that his or her chances of guessing 
an additional port are too low, an attacker may use 
the same port to communicate with the hub. In this 
case, it is necessary to detect this abnormal behavior 
and block the intruder. Thus, two things must be 
defined: comparison measure between expected and 
received tally table port distributions and tolerance of 
bias toward a single port in the tally table. 
 

 
 

 
 

 

 

 
 

 
Which implies that divergence will continue to 
increase with the addition of new packets arriving 
through the single compromised port. Therefore, the 
optimal threshold does not necessarily have to be 
very high and can be determined through simulation. 
 
VI. SIMULATION RESULTS 
 
Simulation results in this section were performed in 
Python 3.6 on Google Colaboratory1 platform 
equipped with Intel(R) Xeon(R) CPU @ 2.30GHz 
processor. 
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Instantaneous communication can protect the network 
in the short term and depends solely on the number of 
available ports in the hub. Given the mathematical 
results from the previous section, the expectation of 
proper guess is related to the number of total ports in 
the hub. Figure 4 depicts how many devices, on 
average over ten trials, would get blacklisted based 
on how many total virtual ports there are. Keeping the 
total number of devices in the system constant, this 
implies that the higher the number of ports, the less 
likely an attacker is to guess a correct port. Since it is 
not impossible for an attacker to guess a correct port, 
especially if there are very few virtual total ports in 
the hub, continuous authentication is required to 
further protect the network.  
 
To understand how the network behaves under 
continuous authentication once an attacker has 
guessed at least one port correctly, it is essential to 
analyze the behavior of KL Divergence of the tally 
table for the mimicked device. Since it is more 
beneficial for an attacker to continue to use a single 
guessed port than guess an additional port, we can 
expect the tally table of the device which an attacker 
has mimicked to fill with the guessed port entries one 
packet at a time. The behavior of divergence in the 
tally table will depend on the distribution of assigned 
ports to the device as well as the number of new 
packets processed. Figure 5 depicts divergence for a 
malicious device if each port was guessed for a 
network where three ports were assigned to the 
device initially. It is evident that in this case, it does 
not make too much difference which port the attacker 
has guessed. Divergence appears to increase and its 
slope over time seems to increase as well.  
 
Figure 6 depicts a scenario in which the expected 
distribution of ports is not uniform among the ports. 
This graph shows that divergence increases much 
faster when the expected port ratio is lower. This 
implies that it would be more difficult to detect a 
malicious device if an attacker guesses correctly a 
port which the device is expected to communicate 
through most of the time. Additionally, this implies 
that it would be beneficial to set a range for expected 
port  
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on average, get accidentally blacklisted at each 
threshold level. The experiment involved 200 packets 
sent by 50 devices to the hub, where the size of the 
tally table for each device is 100 packets. Figure 8 
shows the average number of accidentally blacklisted 
devices after 20 trials. This experiment substantiates 
that KL Divergence threshold is not required to be set 
high and a meager increase in threshold set 
significantly reduces the chances of accidentally 
blacklisting a healthy device. 
 

 
 
Additionally, to determine the optimal threshold, it is 
necessary to analyze KL Divergence produced when 
a malicious device guesses a port correctly and uses 
that port solely to communicate through the hub. An 
experiment performed involved ten trials for a 
network with 50 devices with 100 tally table size and 
0.2 KL Divergence threshold. A malicious device 
masqueraded as one of the healthy devices in the 
network, guessed a port correctly, and sent 100 
packets (equal to the size of the tally table) through 
the hub. Figure 9 shows the results of KL divergence 
after each new packet is sent by the malicious device. 
It is evident from this analysis that KL divergence 
increases dramatically after several packets and the 
network does not require a full tally table to be 
populated with malicious packets to detect and 
blacklist the malicious device.  
 
Finally, to establish a relationship between the 
number of devices in the network, threshold set, and 
an average number of packets required to determine 
whether a malicious device is communicating through 
the hub, the following experiment was designed. The 
network included a hub with 1000 available ports; 3 
ports were assigned per device. The simulation 
involved a different number of devices between 50 
and 300 in increments of 50. The threshold was set 
between 0.05 and 0.35 in increments of 0.05. The 
results, as seen in Figure 10, show that at any network 
density, demonstrated by the number of devices in the 
network, an increase in threshold corresponds to an 
increase in average packets required. Moreover, 
detection of the malicious device does not seem to 

correlate with the number of devices in the network 
(and thus, the number of unused ports).  
 
VII. CONCLUSION  
 
In this paper, we proposed a simple protocol for 
authentication and access control of IoT devices in a 
smart home system. The protocol is based on the 
communication between the device using pre-
assigned virtual ports on the central hub. 
Instantaneous authentication prevents an attacker 
from masquerading as a device in the network and 
accessing the central hub while continuous 
authentication blacklists any suspicious device which 
has gained access to the network. Our results show 
that the implementation of both authentication 
techniques provides secure and effective 
communication between the IoT devices, yet, ensures 
high scalability. 
 
Additional effort is required to enhance our solution. 
The future work will contain an analysis of different 
attack methods (e.g., Botnet, Denial of service, Man-
in-the-middle) and simulation to test against them. 
Moreover, one future avenue of our work is to 
implement the protocol in a real smart home system. 
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