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Abstract- This paper presents proposed improvements to Multi-computer Architecture for Fault Tolerance (MAFT) and 
same will be adopted for advanced Flight Control System (FCS) Architecture of high performance fighter aircraft. This 
paper identifies the areas of MAFT where improvements are possible with current technologies and brings out associated 
benefits in fly-by-wire Digital Distributed Flight Control System applications. Paper also brings out augmented MAFT for 
enhanced fault tolerance for robustness of the system architecture. 
 
Index terms- Multi-computer Architecture for Fault Tolerance (MAFT), fly-by-wire Digital Distributed Flight Control 
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I. INTRODUCTION 
 
 Arriving at optimum architecture is an important part 
of the system design for aerospace systems. System 
architecture largely decides the overall reliability and 
performance. Aerospace safety critical Flight Control 
Systems (FCS) demands very high level of reliability 
of the order of 1x10-7 for the fighter aircraft.   
Flight Control System is complex and critical to be 
susceptible to failure. The main drivers of FCS design 
are safety and reliability apart from its functionality 
and performance. Safety of a system is function of 
redundancy. Redundancy improves the reliability and 
in turns the system safety. Fault tolerance is the 
system’s ability to maintain its functionality, even in 
the presence of faults. A fault-tolerant system may be 
able to tolerate one or more fault-types including -- i) 
transient, intermittent or permanent hardware faults,  
ii) software and hardware design errors, iii) operator 
errors, iv) externally induced upsets or physical 
damage. Over past 50 years, number of fault tolerant 
computers have been developed that fall in to three 
general types: 1. Long life Unmaintained Computers: 
Applications such as spacecraft require computers to 
operate long periods of time (5-10 years) with high 
probability of computer operating correctly(95%) 
without external repair., 2. Ultra dependable Real 
Time Computers: These are computers for which an 
error or delay can prove to be catastrophic. They are 
designed for applications such as control of aircraft, 
mass transportation systems, and nuclear power 
plants, 3. High Availability Computers : Many 
applications require very high availability but can 
tolerate an occasional error or very short delays( on 
the order of few seconds), while error recovery is 
taking place. These systems are less expensive than 
those used for ultra dependable real time computers. 
Computers of this type use duplex designs and these 

applications are telephone switching and transaction 
processing [1]. 
The computerization of  life critical control systems 
has placed extreme safety requirement  on real time 
computing  systems.  Perhaps the most stringent 
requirement to date is that proposed for flight critical 
control functions in advanced  commercial transport 
aircraft.  The failure probability of such system is 
required to be about 10-10/h. Many problems specific 
to extremely reliable real-time systems were first 
addressed by the Software Implemented Fault-
Tolerance (SIFT) distributed computer systems. 
However the performance measures are shown that 
SIFT executive function can consume up to 80% of 
the system throughput. Subsequently, multiple 
techniques like Fault Tolerant MultiProcessor 
(FTMP), Fault Tolerance Processor (FTP), etc, have 
emerged to overcome this limitation but could not 
provide complete solve.  
 
II. MULTI-COMPUTER ARCHITECTURE FOR 
FAULT TOLERANCE (MAFT) 
 
A distributed computer system has emerged to 
combine extreme reliability with high performance in 
real time environment, which is a result of extended 
research effort in ultra reliable fault tolerant systems. 
MAFT was meant to support the typical flight control 
system performance requirements like  control loop 
frequencies (iteration rate) of up to 200Hz,  
instruction through puts of  up to 5.5 million 
instructions per second(MIPS), I/O rates of up to one 
million bits per second (MBPS) and transport lag ( 
input to output delay) as short as 5ms. The major 
dependability objective of MAFT is the mission 
safety specification that the probability of system 
failure be approximately 10-10/h over 10 hour’s 
mission, without repairs. Towards meeting this, 
MAFT should tolerate subtle and highly improbable 
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faults, such as multiple coincident faults, malicious or 
“Byzantine” faults and build - in or “generic” faults. 
MAFT system consists of several semi-autonomous 
computer (nodes) connected by a broadcast bus 
network, as shown in Fig 1. Each node is portioned 
into two separate processors called the operations 
controller (OC) and application processor (AP), 
respectively. OC is a hardware intensive data-driven 
processor designed to handle the vast majority of the 
system’s executive functions. These functions include 
internode communication and synchronization, data 
voting, error detection, task scheduling, and system 
reconfiguration. 

 
 The OC/AP portioning leaves the AP free to execute 
the application programs. Typical application 
functions performed by AP include reading sensors, 
performing control law computations, and sending 
commands to actuators. In MAFT, it is assumed that 
any error is possible, no matter how malicious. 
Therefore, interactive consistency and coverage 
voting algorithms are applied where required to 
maintain Byzantine agreement and approximate 
agreement, respectively. 
There are two major synchronization functions in 
MAFT, the first pertaining to steady state operation, 
the second to startup. The steady state algorithm is 
responsible for maintaining synchronization of the 
nodes in the “operating set” and startup algorithm has 
two modes: “cold start “mode for the initial 
synchronization of the system, and ‘warm start’ mode 
for the synchronization of a node to an existing 
“operating set”.  
Two algorithms are available for voting on 
application data. The first is the “median select” (MS) 

algorithm which selects the center value for any odd 
number of inputs and averages the two central values 
for an even number of inputs. The second algorithm 
is the “mean of the medial extremes” (MME). These 
algorithms are just two variations in more general 
Fault-Tolerant Midpoint voting strategy. The 
scheduling strategy selected for MAFT is a fault-
tolerant variation of a deterministic priority list 
algorithm. In MAFT, task reconfiguration refers to 
the process of redistributing the application workload 
to account for changes in the system operating set. 
The overall objectives of task reconfiguration are to 
provide graceful degradation of application functions 
as resources are lost, and graceful restoration of those 
functions as resources are restored. 
The OC contains error detection mechanisms which 
continuously monitor the behavior of all nodes as 
revealed by their message traffic. These errors are 
reported in one or more of 31 error flags contained in 
an ERR message. The OC also uses a penalty 
counting mechanism to communicate the overall 
health of the node. A base penalty count(BPC) is 
maintained which indicates the current value of the 
accrued penalties for every node [2]. 
 
III. IMPROVED MAFT AND ASSOCIATED 
BENEFITS IN FLIGHT CONTROL SYSTEMS 
 
The MAFT, a distributed computer system has 
evolved to combine extreme reliability with high 
performance in real time environment around 1988. It 
has few objectives towards meeting flight control 
system performance. MAFT meets or exceeds its 
stated performance objectives which were evolved 
more than two decades back (around 1988).  
 
The rapid change in threat scenario demands 
constantly for improved performance of a fighter 
aircraft. This in turn demands MAFT performance 
improvement. Based on technology advancements in 
areas like high computational power processors, high 
speed data buses, etc, over a period of time can make 
possible to re-define MAFT performance figures.  
1. Control loop  200Hz, Input to Output Delay 5 msec 
and Computational power of 5.5 MIPS : It translates 
in to 5 msec as cycle time or update rate. This 
performance figure of MAFT would have been 
derived by considering computational power 
available with then latest processors. In June 1986,  
Intel 80386 DX operating at 16 MHz processor was 
released and later 80386 DX with 33 MHz  version 
was introduced with 11.4 MIPS (Mega Instructions 
Per Second) computational power.  Currently, Intel 
Core i7-6700K operating at 4.0GHz introduced in the 
market in Q3 2015 with performance in Dhrystone 
207.23 GIPS (Giga Instructions Per Second) and in 
Whetstone Single float 113.53 GFLOPS (Giga 
Floating Point Operations Per Second), Double float 
81.28GFLOPS. This clearly brings out that there is a 
quantum jump in computing technology and even 

http://iraj.in


International Journal of Mechanical And Production Engineering, ISSN: 2320-2092,        Volume- 5, Issue-2, Feb.-2017 
http://iraj.in 

Improved Multi-Computer Architecture For Fault Tolerance (MAFT) for Ultra Dependable Real Time Computers of Flight Control System 
Architecture for Performance Improvement 

 
3 

considering the IO delays, it can certainly improve 
MAFT parameters like cycle time to five times i.e 
from 200Hz to 1000Hz and 5.5 MIPS to Dhrystone 
500 MIPS or more. The input to output 5 sec latency 
can be further reduced to 1 msec or less. 
2. Input and output interface specified by MAFT is 1 
MBPS :  
This specification provides the amount of data that 
can be exchanged between nodes (cross channel data, 
etc,.) during minor frame or in a cycle time. In 1988, 
the interfaces available were RS 422 (Max 10Mbits/s, 
1 meter length), ARINC (Max 128Kbits/s), Mil-Std-
1553B (1 Mbits/s), and   LAN was introduced in 
1990 with 10 BASE-T (10 Mbits/s). Considering the 
available IO interfaces, MAFT considered 1Mbits/s. 
Currently IO interface available are significantly high 
speed interfaces like RapidIO (>10Gbits/s), Mil-Std-
1553B(10/20Mbits/s), Fiber Channel (>1Gbits/s), 
AFDX® (10/100/1000Mbits/s), etc, are available. So 
the IO interface speeds can be considered more than 
100Mbits/s  for Advanced MAFT. Similarly other 
parameters of MAFT also can be derived taking 
current and proven technologies with time. 
Benefits in improving FCS system throughput 
performance: The performance improvement in these 
areas can result in further relaxing static stability of 
aircraft  like reducing time to double (Ref Figure 2), 
or flying at the edge of flight envelop without 
significant overshoot in flight parameters like angle 
of attack or normal acceleration. This in turn will 
improve maneuverability. The tightly controlled 
normal acceleration parameters will also allow 
designers to reduce the structural weight by reducing 
the conservative structural weight penalty. To handle 
lower time to double, it demands higher bandwidth 
flight control system sensors and actuators to respond 
faster apart from higher computational power. 
The higher bandwidth actuators can improve actuator 
rates. These higher rate actuators can provide quick 
rotation and thus better lift during takeoff phase.  
Better maneuverability and agility can be achieved 
using better rates of actuators. Human physiological 
factor (dg/dt i.e. ‘g’ .) and human response time (limit 
on roll rate)  will impose  restriction in using high 
agility in subsonic regime. However, better 
performance might be achieved, where human 
intervention is less like unmanned combat platforms 
like UAV, UCAV, etc. On these platforms no 
physiological human factor limitations arise. 
Therefore we can get more benefit out of large 
platform instability. Boundary limiting will be much 
more smoother with almost without any overshoot at 
the same time without compromising any rise time.  
 
This will be possible due higher update rates and 
more computational power. As mentioned earlier it 
will result in better conservative structural g margins 
(in Nz). This can further provide relatively better 
system response/agility/maneuverability in 
supersonic region. Relative high instability is better / 

beneficial for reducing the weight of fighter aircraft. 
This large instability can result in better fuel 
consumption for a given class of platform[3]. 

 
Figure 2. Time to Double with Actuator rates 

 
In FCS associated sub systems like avionics system, 
achieving higher update rate (due to advanced 
processors availability) can improve navigation 
system, and sensors performance. Weapon 
engagement and release is better with higher update 
rate of sensor data. In RADAR, beam steering will be 
faster resulting improved target detection accuracy. 
 
IV. IMPROVED SYSTEM ARCHITECTURE 
ROBUSTNESS WITH AUGMENTED MAFT 
FOR ENHANCED FAULT TOLERANCE 
 
The robustness of the system architecture can be 
improved by suitably enhancing fault tolerance 
features by careful selection at computer level and at 
system level for distributed digital flight control 
system architecture. The following are some the fault 
tolerant features which can be considered for 
augmenting MAFT at computer level.  
1.  Design diversity: This is an important fault 
tolerant feature which can address generic design 
faults of the computer. The MAFT proposes two 
layers of software (Application software and 
executive) on hardware ( Ref. Fig 3). 
 

 
Fig: 3 MAFT Architecture Layers 

 
Flight control systems in general adopts quadruplex 
redundancy to meet stringent PLOC (Probability of 
Loss of Control Requirements). The dissimilar 
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hardware with different processors and different 
development teams can be planned to address generic 
hardware design faults. Similarly different software 
teams can be deployed for Software development of 
different lane or hardware channel.  Further , it can be 
two different set of teams for Executive and 
Application software development. Though the 
development, testing and validation complexity 
increases largely, adaptation of augmented MAFT 
greatly improves system robustness by addressing 
generic faults. The development complexity can be 
handled by using advanced automation methods like 
automatic coding and testing tools available 
currently.  The number of variants and the level at 
which fault tolerance is applied are two important 
issues related to design diversity. The number of 
variants for a given software fault-tolerance method 
is directly related to the number of faults to be 
tolerated [4]. 
 
2. Time Redundancy:  The advancement in large 
scale integration technology lead to availability of 
high end computational power processors with multi 
cores. This has made possible for implementation of 
time redundancy fault tolerant technique where same 
function will be executed at different time instance to 
address soft errors.  
3.  
4. Analytical Redundancy: Sensor models running 
real time and using appropriately for health 
assessment of the working channel can greatly 
improves the robustness of the system. This is also 
possible due to availability of Multi-core high 
computational power processors. 
 
 
 
 
 
 
 
 

V. PERFORMANCE BENEFITS 
 
The performance benefits gained with improved 
MAFT and Augmented MAFT are summarized in 
table-1. 

TABLE 1: Performance benefits 

 
Note:  IMAFT: Improved MAFT 
 
CONCLUSIONS 
 
Presented MAFT for ultra dependable computers for 
flight critical applications. Proposed improvements 
and re-defined performance figures of MAFT for 
advanced flight critical applications. Discussed 
improved system architecture robustness with 
augmented MAFT for enhanced fault tolerance. 
Concepts provided here can be adopted for any flight 
critical application developments. 
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