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I. INTRODUCTION 

 

In recent years can be observed far-reaching progress 
in the area of innovation and functionality of the 

financial sector. Noticing the changing role of IT in 

the increasingly expanding scopes of its activities. 

From support and delivery of tools to active co-

creation of products meeting the needs of business 

practices. The concept of cloud computing 

technology has become the dominant field of 

development in the world, being at the same time a 

regulatory challenge in the creation of a legal 

framework for outsourcing IT activities in banking. 

The main regulatory barrier to the full use of the 

discussed technology in the Polish banking sector is 
the regulations of the Banking Law Act and several 

stringent requirements resulting from the previous 

recommendations of the Polish Financial Supervision 

Authority (hereinafter: PFSA). 

 

II. POLISH REGULATORY ENVIRONMENT IN 

THE CLOUD 

 

2.1 Polish Banking Law − the perspective of the 

supplier 

Polish banking law, like other regulations currently in 
force, does not directly regulate cloud computing. 

However, legal requirements for outsourcing in 

banking will apply to cloud computing, which is 

specified in the Act of 29 August 1997 Banking Law 

(hereinafter: Banking Law), in particular in art. 6a-6d.  

Banks may entrust the performance of various legal 

or factual activities to another entrepreneur. 

Entrusting data processing, the type of which is cloud 

computing, is an actual activity within the meaning of 

the Banking Law. The legislator imposed on banks 

several obligations related to outsourcing of factual 

acts related to banking activities. 
According to art. 6a of the Banking Law, a bank may 

entrust an entrepreneur or a foreign entrepreneur with 

the performance of factual acts related to banking 

activity or brokering activities in the field of ones 

listed in art. 5 and 6. As indicated by the supervisory 

authority, factual acts related to banking activities 

may only be considered if those involving access to 

"sensitive" information, in particular, data covered by 
banking secrecy. They are determining the material 

scope of art. 6a is essential because other activities 

will not be outsourced under the Banking Law. It has 

far-reaching consequences, especially in the context 

of the provisions of art. 6b, containing a ban on 

excluding or limiting the liability of the entity 

providing the service (here: cloud computing 

provider), which, according to the author, is 

particularly burdensome from the perspective of the 

service provider. 

 

The prohibition on limiting the provider's liability is 
correlated with the statutory prohibition on excluding 

or limiting the bank's liability to its customers for 

damages caused as a result of non-performance or 

improper performance of an outsourcing contract by 

the supplier. The issue of responsibility is particularly 

important for cloud computing. Polish regulation of 

banking outsourcing is at the opposite extreme - full 

responsibility of the supplier. According to the author, 

this requirement is a significant regulatory barrier. It 

causes great controversy on the part of IT service 

providers, in which the practice of applying 
limitations of liability is common. It is a requirement 

that goes far beyond the obligations imposed by EU 

legislation and is not found in the regulations of 

European countries. 

 

It should be noted that the global legal culture of IT 

services is based on the principle of limited liability. 

In the current legal status, banks may cope with the 

above difficulties by creating private clouds (then the 

provisions of art. 6a-6d Banking Law will not apply 

at all) or using the potential of the cloud to the extent 

that the subject of the contract does not cover the 
activities specified in art. 6a (1) Banking Law. 

However, none of these solutions seems completely 

satisfactory. 

Another institution whose regulation the author calls 

into question is operational sub-outsourcing. This 
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structure has been defined in the Banking Law as the 

entrusting by the supplier to another entrepreneur 
(subcontractor), by way of a separate contract, of 

performing activities to implement the leading service 

resulting from the outsourcing contract, i.e. the 

contract concluded between the bank and the supplier. 

The provider may perform operational sub-

outsourcing only if the outsourcing agreement 

provides for it and if it obtains the bank's written 

consent. The requirement to obtain the bank's 

approval has a massive impact on the way the 

outsourcing project is implemented, including the 

shape of the outsourcing contract. It should include 

appropriate contractual mechanisms that would 
enable the bank to effectively manage subcontractors 

- in particular, the obligation to inform the bank in 

advance of planned sub-outsourcing and the 

consequences of not agreeing to it. In practice, the 

lack of consent means that the bank has only the right 

to terminate the outsourcing contract, which becomes 

problematic from the need to ensure adequate 

business continuity. 

 

The admissibility of making the so-called chain 

outsourcing, under which a subcontractor would 
entrust part of the activities performed on behalf of 

the supplier to further subcontractors. The literal 

wording of the regulations governing operational sub-

outsourcing suggests that this construction is 

incompatible with the provisions of the Banking Law. 

It results in a situation in which banks can potentially 

exclude some cloud service providers using multi-

level sub-outsourcing from purchasing procedures. 

The golden mean in this regard seems to be the 

introduction of regulatory changes that would directly 

indicate the possibility of further sub-outsourcing of 

activities critical for the bank together with the 
obligation to properly apply the provisions on 

subcontractors to further subcontractors. 

The last issue that raises doubts is the requirement to 

obtain the permission of the PFSA to carry out so-

called foreign outsourcing or sub-outsourcing. As part 

of this structure, the service is to be provided by an 

entity not having its registered office in the European 

Union or performing activities outside the European 

Union. When analyzing market practices in the 

provision of IT services, cloud providers most often 

include globally operating entities that have groups of 
subcontractors located in different parts of the world. 

In this context, it should also be remembered that the 

obligation to obtain the PFSA authorization applies to 

both outsourcing and sub-outsourcing contracts. 

Fulfilment of the authorization requirement can be a 

challenge because of the need to provide the 

supervisory authority with comprehensive 

documentation regarding the financial condition of a 

foreign outsourcing partner, as well as obtaining a 

permit for subcontractors after having previously 

performed a comprehensive risk analysis related to 

sub-outsourcing. 

2.2 Standards according to the PFSA − the 

perspective of a supervised institution  
The PFSA actively monitors the entire banking 

outsourcing process. Within its powers, the PFSA 

also participates in the creation of standards in the 

scope of implementation of statutory requirements, 

issuing executive provisions, but also interpretations 

and recommendations regarding the application of 

provisions related to banking outsourcing. In practice, 

this creates, together with the statutory regulation, an 

inseparable regulatory whole for the banking sector. 

The most important from the perspective of this paper 

is the Announcement of the PFSA regarding the use 

by supervised entities of data processing services in 
the cloud of 23 October 2017 (hereinafter: 

Communication of the PFSA). The Communication 

raises interpretation doubts in several aspects, which 

translates into difficulties in further implementation 

of the recommendations. 

The situation of the supervised institution in cloud 

projects is more complicated than that of service 

providers. It has a supervisor on one side and a 

service provider on the other. Non-compliance with 

legal regulations or supervisor's recommendations 

may result in severe sanctions, ranging from financial 
penalties, also for its management board, to limiting 

the scope of activity or even revoking the 

authorization to establish an institution (cf. art. 138 

(3) of the Banking Law). 

However, the first challenge faced by supervised 

institutions is to conduct analyzes and develop 

documentation. According to the  Communication of 

the PFSA, institutions should develop a 

comprehensive cost-benefit analysis related to the use 

of the service (SWOT analysis), make a 

comprehensive risk assessment and impact 

assessment, adapt their risk management systems, 
obtain legal opinions regarding the obligation of the 

provider to provide data to state authorities or third 

parties or finally prepare exit plans. Meeting such 

advanced and demanding documentation 

requirements from the perspective of a financial 

institution causes implementation difficulties, is time-

consuming and expensive. Besides, a large part of 

these studies must be created before the conclusion of 

the contract with the cloud service provider, as their 

results may affect its scope and may contain 

additional solutions, the purchase of which will be 
required for the lawful implementation of the service. 

Another challenge is the need to adapt to the IT 

infrastructure. The scope of this work, of course, 

depends on the level of computerization of the 

institution and the subject of implementation. It will 

be different for services in the infrastructure as a 

Service (IaaS) model and different for Software as a 

Service (SaaS). In the latter model, if the supervised 

institution already has an information classification 

system or SIEM systems or tools for automatic 

detection of advanced threats (ATP class system), the 

scope of work will undoubtedly be smaller. However, 
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every institution will need to invest at least in tools to 

monitor access to data by the service provider and its 
subcontractors or in solutions for creating and storing 

critical data backups independent of the cloud service 

location. 

Similar doubts are raised by the requirement to 

specify in the contract specifications for the supplier's 

IT processes, including security management, 

maintenance and operation, development or security 

requirements in the area of human resource 

management. The information referred to is sensitive 

data of service providers and its disclosure to a 

supervised institution due to confidentiality could 

adversely affect the safety of other customers. On the 
other hand, from the perspective of the supervised 

institution, knowledge in this area is not justified by 

ensuring the continuity and security of a given cloud 

service. In the challenge category, one should treat 

the discretionary level of detail of the indicated 

information, which, on the one hand, will be 

sufficient for the PFSA and acceptable to the service 

provider. Lack of practical explanations of the 

provisions of the Communication of the PFSA may 

be a significant obstacle for entities supervised when 

implementing cloud services.  
 

III. MODEL CLOUD GUIDANCE 

 

In the light of analyses presented above, it is worth 

looking at the guidelines of foreign supervisory 

authorities, which are one of the most advanced and 

open to implementing cloud into the banking sector in 

the Netherlands and the UK (ENISA Study 2015). 

Subsequently, the EBA approach to outsourcing will 

be analyzed comparatively. 

 

3.1 Financial Supervisory regulators’ cloud 

guidance 

DNB published cloud guidelines in 2011 (then 

updated in 2018) and thus initiated talks with some of 

the major suppliers to include the right of audit for 

DNB in their contracts with banks. The Dutch 

authorities have provided formal guidelines that 

provide: 

"When using external cloud computing services, the 

supervised institution is subject to legal requirements 

on outsourcing: the risk be demonstrably known and 

mitigated, and outsourcing to third parties must not 
obstruct supervision. Before a supervised institution 

proceeds to engage in cloud computing, DNB expects 

to be informed about this potential outsourcing 

solution. DNB will ask the supervised institution to 

provide a risk analysis of cloud computing for 

assessment in the context of risk-based supervision. " 

Above all, the Netherlands, DNB's cloud guidelines 

require prior notification before using the cloud, 

including submitting a cloud risk analysis to the bank. 

Besides, the risk must be "clearly proven and 

limited", and the provider must "ensure correct and 

controlled operations" and the use of the cloud "must 

not impede supervision". The agreement must include 

at least: 

 the possibility for supervisors to perform, 

directly or by proxy, examinations on the 

premises of the third party; 

 mutual exchange of information and, by request, 

provision of relevant information to supervisors; 

 the power on the part of the supervised 

institution to modify at any time the manner in 

which the outsourced processes are performed; 

 an obligation on the bank to comply at all times 

with all legal requirements; and 

 how the agreement is to be terminated and the 
guarantee(s) provided to enable the bank to 

resume performance of the outsourced processes, 

or to outsource their performance to another 

third-party, upon termination. 

 

In terms of risks, DNB's guidance suggests certain 

specific issues to consider. It requires explicit 

attention to risks associated with, among other things, 

data integrity, data confidentiality and data 

availability. Also, assurance must be obtained as 

regards the location where the business data are to be 

processed and stored. In the event of stopping the use 
of third party services, the supervised institution must 

secure all data and verify that all data has been 

removed from the third party‟s systems. Furthermore 

was provided a table to assist bank's risk assessment. 

Although DNB's guidance does not restrict its 

application to critical or essential functions, the 

bank's risk analysis should include "the importance of 

and reliance on the outsourced IT services and/or IT 

components". 

In the UK, the financial services market regulator is 

the Financial Services Authority (FSA). In the field of 
cloud computing, the FSA Handbook (auxiliary 

material issued by FSA) defining the necessary 

regulations and guidelines applicable to financial 

institutions operating in the UK is of significant 

importance.  The FCA (Financial Conduct Authority) 

published a consultation draft of its cloud guidance in 

November 2015.  

For banks subject to FCA regulation requirements are 

closely mirrored in FCA rule SYSC (the part of the 

Handbook in High-Level Standards which has the 

title Senior Management Arrangements, Systems and 

Controls) 8.1.1R: 
(1) when relying on a third party for the performance 

of operational functions which are critical for the 

performance of regulated activities, listed activities or 

ancillary services (in this chapter "relevant services 

and activities") on a continuous and satisfactory 

basis, ensure that it takes reasonable steps to avoid 

undue additional operational risk; 

(2) not undertake the outsourcing of critical 

operational functions in such a way as to impair 

materially: 

(a) the quality of its internal control; and 
(b) the ability of the appropriate regulator to monitor 
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the firm's compliance with all obligations under the 

regulatory system and, if different, of competent 
authority to monitor the firm's compliance with all 

obligations under MiFID. 

Banks must exercise due skill, care and diligence 

when entering into, managing or terminating any 

arrangement for the outsourcing to a service provider 

of critical or essential operational functions or 

relevant services/activities (SYSC 8.1.7). In 

particular, as well as a written agreement with the 

provider allocating their respective rights and 

obligations (SYSC 8.1.9), the bank must take the 

“necessary steps” to ensure certain conditions are 

satisfied (SYSC 8.1.8): 
(1) the service provider must have the ability, 

capacity, and any authorization required by law 

to perform the outsourced functions, services or 

activities reliably and professionally; 

(2)  the service provider must carry out the 

outsourced services effectively, and to this end, 

the firm must establish methods for assessing the 

standard of performance of the service provider; 

(3) the service provider must adequately supervise 

the carrying out of the outsourced functions, and 

adequately manage the risks associated with the 
outsourcing; 

(4)  appropriate action must be taken if it appears that 

the service provider may not be carrying out the 

functions effectively and in compliance with 

applicable laws and regulatory requirements;  

(5)  the firm must retain the necessary expertise to 

supervise the outsourced functions adequately 

and to manage the risks associated with the 

outsourcing, and must supervise those functions 

and manage those risks; 

(6)  the service provider must disclose to the firm any 

development that may have a material impact on 
its ability to carry out the outsourced functions 

effectively and in compliance with applicable 

laws and regulatory requirements;  

(7)  the firm must be able to terminate the 

arrangement for the outsourcing where necessary 

without detriment to the continuity and quality of 

its provision of services to clients;  

(8)  the service provider must co-operate with the 

appropriate regulator and any other relevant 

competent authority in connection with the 

outsourced activities;  
(9) the firm, its auditors, the appropriate regulator and 

any other relevant competent authority, must 

have sufficient access to data related to the 

outsourced activities, as well as to the business 

premises of the service provider; and the 

appropriate regulator and any other relevant 

competent authority must be able to exercise 

those rights of access; 

(10) the service provider must protect any 

confidential information relating to the firm and 

its clients;  

(11) the firm and the service provider must establish, 

implement and maintain a contingency plan for 

disaster recovery and periodic testing of backup 
facilities where that is necessary having regard to 

the function, service or activity that has been 

outsourced. 

 

Also, the bank must make available on request to the 

appropriate regulator and any other relevant 

competent authority “all information necessary” to 

enable the appropriate regulator and any other 

relevant competent authority to supervise the 

compliance of the performance of the outsourced 

activities with the requirements of the regulatory 

system (SYSC 8.1.11).  
To summarize, the FSA requires:  

 due diligence regarding the provider and its 

service (including risk assessments covering 

security and other compliance issues),   

 the bank‟s controls and processes to enable 

effectively:  

-ongoing regulatory compliance by the bank 

(including oversight/monitoring of the provider 

and procedures to address any security 

problems), and  

-continuing supervisory oversight by the 
regulator (including contractual terms requiring 

the provider to give the regulator specific 

access), 

 and the bank‟s exit strategy. 

 

3.2 EBA Guidelines 

At the beginning of the year 2019, the European 

Banking Authority (EBA) published a crucial 

document - Final Report on EBA Guidelines on 

outsourcing arrangements. It is crucial for the entire 

financial sector because it addresses many problems 
that have arisen in recent years, including in the 

context of the use of cloud solutions or a related issue 

- outsourcing outside the European Economic Area 

(EEA), or "participation" of FinTechs in the operating 

activities of banks. The guidelines will apply to 

contracts concluded from 01/10/2019, while the 

others should be adapted to the new requirements by 

31/12/2021. Therefore, the time is short, and the 

Guidelines may require significant changes to the 

outsourcing policy and internal regulations as well as 

procedures. For this analysis, I will refer to selected, 

in my opinion, key issues, including the Polish 
supervision authority.  

 

The EBA notes the use of a proportionate 

(reasonable) approach to outsourcing. In practice, this 

means that some general framework set by 

outsourcing policy should be applied to the individual 

risk profile, nature and business model of the entity. 

When making such an assessment, several factors 

should be taken into account, such as the level of 

complexity of outsourced functions, as well as their 

criticality and significance, together with the potential 
impact on the entity's operations in the event of a 
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delivery interruption (Business Continuity Plan and 

Exit Plan). 
The subject of outsourcing can be broadly divided 

according to the EBA Guidelines into three basic 

categories: 

1) non-outsourcing activities; 

2) activities that are "ordinary" outsourcing; 

3) activities related to critical functions and essential 

functions. 

This division is important because it sets out the 

scope of requirements that will be imposed on both 

the commissioning entity and contractors. From 

financial innovation, this is particularly important 

because it conditions the quick and "agile" 
implementation of new solutions or the time-

consuming and demanding procedure for more 

complex services. The risk of incorrect assessment of 

the nature of an activity is "burdened" by the entity 

and therefore requires meticulous analysis. To this 

end, the EBA has proposed an additional list of 

criteria to be taken into account. Their full description 

is beyond the scope of the analysis, so it should be 

emphasized that these are practically all situations in 

which failure to perform or improper performance 

would result in a significant negative impact on the 
entity's functioning, including reputational risks. The 

above guidelines mainly distinguish the EBA 

approach from the PFSA. The Polish regulator merely 

states that the criticality of the tasks entrusted to the 

services provider should be assessed and that the 

degree of intensity of control measures depends on its 

level. 

The five stages preceding the conclusion of the 

contract are worth quoting, which are distinguished 

by the EBA: 

1. Assessment of whether the functions can be 

classified as critical or significant. 
2. Analysis of compliance with supervisory 

requirements. 

3. Identification and assessment of specific risks 

related to the contract (mainly operational). 

4. Due diligence of the contractor. 

5. Identification and assessment of potential 

conflicts of interest (including in the case of a 

"group" agreement). 

 

Meanwhile, the PFSA Communication on the use of 

cloud computing "adds" one more stage including 
SWOT analysis (including profit and cost analysis), 

which in the EBA guidelines is essentially an element 

of outsourcing risk management. 

 

One of the biggest challenges related to outsourcing 

is the proper construction of the contract and then 

negotiating its provisions, which in the light of 

regulatory requirements can sometimes be a very 

demanding task. The Guidelines refer to contracts 

entrusting the performance of critical or significant 

functions. Part of the data overlaps with those 

required for the register of outsourcing contracts. 

Therefore, such an agreement should include: 

1) notice periods ensuring free withdrawal from the 
contract (without prejudice to services rendered) 

as well as start and end dates; 

2) the law applicable to the contract (the preferred 

direction will be the choice of law applicable to 

the contracting entity); 

3) description of the functions entrusted to the 

contractor (it must be legible); 

4) financial obligations of both parties; 

5) provisions regarding the admissibility (or not) of 

further outsourcing (this is an essential element 

that should not raise any doubts); 

6) place of data storage and place of performing 
functions (this is particularly important in the 

case of cloud computing); 

7) authorization for the commissioning entity to 

monitor the quality of services rendered by the 

outsourcer (in practice, this is based on the 

possibility of controlling the relevant KPIs and 

TICs); 

8) reporting rules; (...). 

The list is long and not exhaustive. For example, the 

list of requirements for the outsourcing agreement for 

the use of the cloud (in the light of the 
Communication of the PFSA) extends it with almost 

two more elements. It is worth quoting at least some 

of them because they can be "universal" for 

"technology" contracts. It is worth mentioning here, 

for example, the specification of IT and security 

solutions used (including ISO and related standards, 

e.g. NITS) or the definition of the incident reporting 

procedure (which will be of crucial importance in the 

context of reporting to the PFSA). The PFSA also 

requires providing adequate support (actually 24 

hours a day) from the supplier, as well as clearly 

defining the principles of responsibility, outsourcing 
tasks, and even restrictions on the selection of 

employees having access to data. 

From this analysis emerges the image of an 

outsourcing contract that is somewhat "uneven". It 

can be said. The obligations of the entity deciding to 

enter the outsourcing (critical) regime are indeed 

disproportionate to its powers. It is the result of 

entrusting sensitive customer data or critical services, 

ensuring the continuity of the ordering entity's 

operations. We should also remember that the 

commissioning entity is still liable to clients and the 
supervisory authority for the proper performance of 

its obligations. 

For this reason, it is so important to define the 

provisions of the outsourcing contract correctly, but 

also to enforce them. Only the entirety of these 

activities can provide adequate security required by 

applicable regulations and guidelines. Lack of proper 

performance of such an agreement may result not 

only in the activation of the PFSA's right to demand 

termination of the agreement but also in undertaking 

appropriate supervisory activities towards the entity. 

So these are elements that are not only civilian but 
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also administrative. At this point, it is also worth 

paying attention to one aspect - proper supervision of 
the regulator over the application of these Guidelines 

by supervised institutions is also his duty, from which 

the regulator is also accounted for even concerning 

the EBA. 

 

IV. CONCLUSION 

 

The unlimited statutory liability of the supplier, the 

stringent requirements regarding chain and foreign 

outsourcing, as well as the requirements of the Polish 

Financial Supervision Authority that exceed the 

applicable recommendations of the authorities 
effectively inhibit the application of cloud solutions 

in Polish banks. Cloud computing in the bank is, 

therefore, a challenge - organizational, financial, legal 

- which is not facilitated by a high degree of 

generality and restrictiveness of the provisions of the 

Banking Law and extensive supervisory powers of 

the PFSA. The currently closed catalogue of activities 

that the bank can outsource seems − too narrow, and 

the legal regulation of banking secrecy − too 

restrictive.   

Comparing the model solutions of foreign 
supervisors, they remain in the spirit of the 

recommendations issued by the EBA. Guidelines 

were provided to harmonize requirements on 

outsourcing, prevent fragmentation of regulations and 

overregulation, which effectively deter suppliers from 

partnerships with banks. Banks should adequately 

assess and manage cloud risk as part of their overall 

risk management principles. Ensuring the maximum 

secure access of the bank to the cloud requires careful 

analysis of the potential supplier and the service 

provided, as well as providing in the contract with the 

appropriate provider mechanisms that would allow 
the bank to effectively control and manage to 

outsource and to comply with all statutory obligations 

and recommendations of the supervisory authority. In 

this situation, regulators need to find a balance 

between, on the one hand, saying that banks are 

responsible for managing their own risk and, on the 

other hand, micro-controlling of IT outsourcing in the 

cloud at banks and other risk restrictions in an overly 

prescriptive way. A one-size-fits-all approach to 

regulating cloud should be avoided. Banks should be 

able to define and change general risk management 
strategies within the law. In particular, banks should 

be free to decide whether contractual or technical 

controls are most appropriate in the context of 

specific situations or whether they use the tools of 
suppliers, their own or third parties, to limit the risk 

of how to deal with cloud subcontractor risk and use 

from public or private cloud.  

In procedural terms, if regulatory authorities strive to 

regulate each area in a restrictive manner maximally 

and insist on notifications/approvals regarding each 

intended use of the cloud, it may soon become 

impracticable for banks and regulators on likely 

volumes. It indeed results from the example of the 

experience of the Polish banking sector as a 

phenomenon of effective inhibition of cloud 

adaptation. It is important not to completely liberalize 
the rules, but rather to modernize the existing 

framework to provide an equally protective but 

cloud-friendly and technologically neutral set of 

recommendations that will be tailored to EU-level 

recommendations, minimizing fragmentation as much 

as possible. 
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