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Abstract - This article presents a practical case of risk management (RM) of an organization. The RM structure essentially 
needs three levels namely enterprise risk management (ERM), emergency or incident management (EM or IM), and crisis 
management (CM). The article reviews practically relevant standards, and gives examples of the use by an advanced physics 
institute. 
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I. INTRODUCTION 

 

Risk management issues have been recognized as 
important and essential mechanisms for 

organizational management by enterprises. Even 

though relevant international standards are available, 

only some organizations are aware of this. In most 

cases, business organizations implement only an 

enterprise risk management (ERM) plan without 

enough attention to the rest, i.e. emergency 

management plan (EMP) and crisis management plan 

(CMP), respectively. Facing unpredictable incidents 

that can cause operational interruption, business 

continuity is of prime importance, and hence the 

necessity of having EMP and CMP. 
ERM plan is actually for a daily routine management 

of an organization including profit and not-for profit 

ones. It is to ensure that an organization will not miss 

its strategic goals, objectives, and targets. It does not 

cover management when an incident happens. Hence, 

an organization needs a carefully designed EMP. Not 

all incidents become crises. During a crisis, an 

organization has to adapt quickly, and must not be 

panic. An effective communication is essentially 

needed during a crisis. 

The article consists of 5 sections including the 
introduction. Section 2 provides fundamental 

definitions. Section 3 gives a review of relevant 

standards. Section 4 describes our practice. Section 5 

provides the conclusion. 

 

II. DEFINITIONS 

 

This section summarizes some definitions that help 

understand the context. 

"Business continuity": capability of an organization 

to continue delivering its services or products at some 

acceptable levels following a disruptive incident or 
emergency [source BS ISO 22301, BS11200]. 

 

"Crisis": an abnormal and unstable situation 

threatening an organization's strategic objectives, 

reputation and viability [source BS11200]. 

"Incident or emergency": an adverse event that may 

cause disruption, loss, but which does not meet an 

organization's criteria for a crisis [source BS11200]. 
"Risk management": coordinated and planned 

activities to direct and control an organization with 

regard to risks [source ISO Guide 73, BS11200]. 

 

III. SUMMARY OF RELEVANT STANDARDS 

 

Implementing risk, emergency, and crisis 

managements, an organization should follow existing 

standards. We have found that ISO31000 for 

enterprise risk management (ERM) is solidly 

procedural approach. The standard is easy to follow, 

and lend itself to a further implementation of 
emergency management plan (EMP), and crisis 

management plan (CMP), respectively. We refer to 

this as a "three-level risk management" that should be 

considered and implemented by any organization to 

ensure its business continuity and success. ERM is 

regarded as a fundamental or first level that must be 

executed on a daily basis; EMP and CMP are 

regarded as the second and the third levels, 

respectively. EMP is important and necessary for an 

organization to face and cope with incidents or 

emergencies. It also forms a core planned execution 
for CMP. In particular, CMP is more concerned with 

fast and effective communication during crisis. Apart 

from ISO31000 for ERM, BS25999 and ISO22320 

are to be followed for an implementation of an EMP; 

BS11200 is suitable for CMP. The following sub-

sections give brief reviews of the standards. 

Figure 1 Enterprise risk management (ERM) mechanism 

framework. 
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3.1 ISO31000 for ERM 

According to ISO31000, ERM mechanisms are as 
shown in figure 1. CEO must supervise the overall 

activities, and give a final approval. There are 3 main 

activities including risk identification and assessment, 

analysis and prioritization, and planning and 

suggestions. The organization must have a risk 

manager, and a RM task force to handle the activities. 

All workers must have their roles to a certain extent. 

 
Figure 2 Framework for emergency/incident management 

BS25999  

https://www.bcconnex.com/bcm-standards/british-standard-

bs25999/ 

 

3.2 BS25999 for EMP 

BS25999 provides a framework for emergency or 

incident management. Following the framework, an 

organization has to develop a business continuity 
management plan (BCMP). The development cycle is 

shown in figure 2. Going around the cycle, from 

understanding the organization to exercising, 

maintaining and reviewing, there are 5 phases to be 

conducted, i.e. (1) analysis, (2) solution design, (3) 

implementation, (4) testing and organization 

acceptance, and (5) maintenance phases, respectively. 

3.3 BS11200 for CMP 

An organization has to understand that management 

during a crisis time consisting of 2 main activities. 

One is to manage and handle the incidents; another is 

to eliminate threats and effectively communicate. The 
standard provides clear guidelines to indentify a 

crisis, and to structurally form a crisis management 

team (CMT). 

 

IV. PRACTICE OF SYNCHROTRON LIGHT 

RESEARCH INSTITUTE 

 

4.1 THE INSTITUTE IN BRIEF 

Synchrotron Light Research Institute (SLRI) is a not-

for-profit organization owned by the Thai 

Government. It serves synchrotron-based 
experimentations to national and international users 

from academics and industry. The institute operates a 

1.2 GeV synchrotron light source that has 12 

beamlines (or experimental laboratories). The 

beamlines cover various x-ray techniques including 

absorption, diffraction, scattering, crystallography, 

lithography, tomography and imaging, photoelectron 
spectroscopy, photoemission electron microscopy, as 

well as infrared and imaging. SLRI conducts 3 main 

missions that include research, development and 

innovation, scientific services, and knowledge and 

technology transfer. Currently, the institute has 202 

members of staff, more than 60 of which are research 

engineers and scientists. 

Figure 3 Risk-heat map 

 

4.2 ENTERPRISE RISK MANAGEMENT (ERM) 

Our implementation of ERM according to the 

ISO31000 covers several risk factors. These include 

failure to provide synchrotron beams for experiments, 

occurrence of radiation leak, unmet customer-

satisfaction scores, unmet economic impacts, etc. 
During our control and monitoring phases, we adopt 

the risk-heat map as shown in figure 3. Initial 

locations of the risk factors on the map are the results 

of risk identification and assessment. Through a 

proper management, the impact and the likelihood of 

each risk factor should be decreased accordingly. 

Relevant activities for the management are the design 

results carefully considered by the risk owners. 

Figure 4 illustrates an example of using a bow-tie 

diagram representing the details of risk factor, risk 

owner(s), preventive and reactive activities that the 
organization should do. We have found that the 

ISO31000 provides a clear process for ERM 

implementation. 

 
Figure 4 An example of a bow-tie representation for ERM of 

Thai synchrotron institute. 
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4.3 EMERGENCY MANAGEMENT PLAN 

(EMP) 
EMP is critical for an organization to fight and 

recover from incidents. These may include earth 

quake, severe flood, for instance. SLRI considers 

incidents as natural and man-made disasters. For our 

preparation, the following incidents have been 

accepted as those would probably occur: flood, 

quake, and epidemic as natural disasters; fire, 

electricity outage, radiation leak, hazardous 

chemicals and gases leaks, workplace accidents, riots, 

cyber attack, and image derogatory as man-made 

ones. 

 
Several plans have been prepared if the institute will 

have to enter an emergency mode. In fact, there are 3 

phases being considered, i.e. normal, emergency, and 

recovery phases, respectively. Relevant plans are as 

follows: (i) normal phase: preventive and monitoring 

plans, (ii) emergency phase: suppression and 

evacuation plans, and (iii) recovery phase: alleviation 

and recovery plans. 

 

4.4 CRISIS MANAGEMENT PLAN (CMP) 

To fight with a crisis needs 2 strong and immediate 
activities. One is to fiercely fight the incident, and the 

other is to effectively communicate both inside and 

outside the organization. Therefore, a well-prepared 

EMP is an essence for a successful implementation of 

a CMP. During the crisis, crisis communication is of 

prime importance. Spoke-person of a crisis 

management team (CMT) will have to communicate 

clearly and calm the workers, at the same time she 

will have to connect the outsiders effectively. Our 

CMP consists of the following topics: rational, 

policy, incident classification, CMT structure, 

management by CMT, communication, and 
responsibility of the impacted unit. According to the 

standard, an organization has to answer the following 

question in order to classify whether an incident is a 

crisis: 

 

(a) Is the situation normal? 

(b) Is the situation unstable? 

(c) Will the situation damage the objective goals of 

the organization? 

(d) Will the situation defame or reduce credibility of 

the organization? 
 

If the answers for all the questions are "yes", the 

organization can count that incident as a crisis, and 

handle it properly. Figure 5 illustrates the structure 

for crisis management. Note that the CMT is solely 

responsible for management during the crisis. Leader 

of the CMT reports to the Board of Governance. It is 

not necessary that the leader is the spoke-person. The 

spoke-person should be selected and appointed wisely 

due to her communication skills, personality and 

charisma. 

 
Figure 5  Structure of crisis management. 

 

V. CONCLUSION 

 

The article has explained practical uses of 
international standards on risk management for a real 

implementation of relevant plans of an advanced 

physics organization. The organization operates a 

synchrotron light source in Thailand. The authors 

insist that, for a social enterprise or not-for-profit 

organization, there should be 3 levels of risk 

management implemented. These cover an enterprise 

risk management, an emergency management plan, 

and a crisis management plan, respectively. An 

effective implementation should follow the BS and 

the ISO standards as listed in the references. 
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