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Abstract - The robust information technology in industry 4.0 changes the way people conduct their business. The 

e-commerce, e-money, and the growth of technology-based start-up companies are the impact of technology development. 

However, the improvement of information technology also creates a new opportunity for the fraudster, hackers, and other 

criminals to attack and exploits any weaknesses in the information system. Any organization, including the micro, small, and 

medium enterprises (MSMEs) are vulnerable from this fraudster and hackers because most of them utilize ICT, especially for 

marketing in the business process. In order to investigate any incident in the information system, a digital forensic 

investigation is a necessity. Digital forensic contributes to acquire, preserve, examine, and present digital evidence 

appropriately and legally to be used in the investigation. However, the cost of a digital forensic examination is quite expensive 

and will burden the organization financial budget. Moreover, to recover the negative impact of cyber-attack also 

time-consuming and costly. Therefore, the preparation and readiness of digital forensic are necessary.  This paper elaborates 

the concepts of digital forensic readiness and its application in Indonesia‟s MSMEs. Exploratory on document analysis of the 

law of MSMEs and digital forensic literature are used to explains the condition in Indonesia. Then, the results show that types 

of industry, management awareness, human resources, and financial are the primary attentions of digital forensic readiness 

application in the MSMEs. Furthermore, the decision to implement digital forensic readiness should consider the cost-and 

benefit analysis. 
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I. INTRODUCTION 

 

The presence of the internet and other information 

technology development in all aspects simplifies 

human life. It is beneficial and creates a borderless 

world in term of information. Furthermore, the use of 

information, communication, and technology (ICT) 

turn out to be wide-ranging and becomes an essential 

part of people‟s activities. E-commerce, e-business, 

smart city, digital currency are examples of the use of 

ICT that gives easiness in human life. 

 

However, the robust development of ICT also 

facilitates opportunities of a fraudster to perpetrating 

almost every type of fraud. Financial fraud, asset 

misappropriation, tax fraud, and data fraud are the 

most common fraud committed by fraudsters. 

Moreover, the internet also becomes a subject of 

cyber-attack. Online identity theft, ransomware 

attack, internet fraud, and online scams are the most 

frequent types of cyber-attack in cyberspace. Along 

with the rise of e-commerce popularity in Indonesia, 

the numbers of internet users in Indonesia also 

increase. In 2016, Indonesia was the fifth-highest 

number of internet users after China, India, United 

States, dan Brazil with 132.700,000 internet users 

from 258,316,051 population (51,4% internet 

penetration). However, Indonesia is the riskiest 

countries of cyber-attack with threat exposure rate 

23,54%. In 2013-2016, the number of cyber-attacks in 

Indonesia were 36,6 million attacks and mostly related 

to the malware, and identity theft with the most 

targeted domain are co.id (29,95%), go.id (17,73%), 

.com (14,55%), and .id (13,64%) [9]. The incidents 

mostly on the private sector (domain .co.id and .com) 

which shows that cyber-attacks are often aimed at the 

private sector. 

 

The private sector in Indonesia is dominated by micro, 

small, and medium enterprises (MSMEs) with 

99,99% of the total business unit in Indonesia [10]. It 

means that the cyber-attacks also aimed at the MSMEs 

and therefore, they need information system 

management to protect their assets. 

 

 MSMEs 

 

Large 

Units 62,928,077 5,460 

Employees 120,260.185 3,586,7689 

GDP Contribution 12,840,859m 5,136,223

m 
Table 1 Indonesia MSMEs vs Large Enterprise Statistics 

 

Information system management is necessary in order 

to protect information and asset from a wide range of 

threats in order to ensure business continuity [2]. 

While the response of every incident conducted by a 

digital forensic investigation. The goals of forensic are 

to establish facts in criminal and civil courts of law, to 

determine the root cause of the incident, and 
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determine who was responsible [2]. However, to 

minimize the risk of incident and the cost of digital 

forensic examination, the need for digital forensic 

readiness in a business is necessary. 

The purpose of digital forensic readiness is to 

minimize the cost of digital forensic examination and 

to minimize the damage of cyber-attacks by the 

immediate incident response. Therefore, this study 

aims to elaborate on the critical success factor or 

considerations of the application of digital forensic 

readiness in the micro, small, and medium enterprises 

in Indonesia. 

 

II. THEORETICAL REVIEW 

 

Digital forensics is a branch of forensic science 

discipline where scientific principles, methodologies, 

and techniques are used in the investigation [5]. Data 

in digital forensic divided into two categories: the 

volatile and nonvolatile data. Each of the categories 

has a different method in managing the digital 

evidence. Digital forensic usually initialize after an 

incident occur. First, Digital forensic examiner 

conducts an assessment of the information system and 

other preparation, and then acquire or collect and 

preserve digital evidence. 

Moreover, digital forensic examiner then conducts an 

examination, analysis, and presentation of the result 

and findings of the investigation.  Since 1995 until 

2011, at least 21 proposed frameworks in digital 

forensic procedures have been issued by many 

scholars. However, the most general steps are 

preparation, identification, collection, preservation, 

examination, analysis, and presentation. 

 Preparation includes actions to guarantee 

equipment and personnel are organized; 

 Identification contains detection of an incident; 

 Collection covers any evidence acquisition using 

standardized techniques; 

 Preservation creates proper evidence collection 

and the chain of custody; 

 Examination evaluates digital evidence volumes, 

protected files, registry analysis; 

 Analysis examines the content and context of 

digital evidence, determine relevancy, link, and 

analysis of the root-cause of the incident; 

 Presentation comprehends the reports for 

documentation of all process. 

 
Fig 1 Digital Forensic Framework (Sachowski [5]) 

 

In general, an organization will conduct a digital 

forensic investigation as an incident response after an 

incident occur. It is focused on the law enforcement 

aspect to determine the cause of the incident [7]. 

However, digital forensics can be conducted in a 

proactive manner which means that the organization 

able to maximize its potential to use digital evidence 

while minimizing the costs of an investigation [8].  

 

Pro-active digital forensic management must 

guarantee that business process able to maintain 

essential data and able to retain evidence; on the other 

hand, the process also should not interrupt business 

operation [2]. 

 

 Reactive Proactive 

Purpose  To investigate an 

event in a way 

that the evidence 

gathered can used 

to determine 

the-root cause of 

an event and 

successful 

prosecution of the 

preparator 

Ensure that all 

process, procedures, 

technologies and 

appropriate legal 

admissible evidence is 

in place to enable a 

successful 

investigation, with 

minimal disruption of 

business activities. 

Use digital forensic 

technology to 

determine the „holes‟ 

in the security posture 

of the organization 

How Incident response 

plan, disaster 

recovery plan, 

business 

continuity plan, 

adequate digital 

forensic process 

and techniques 

Digital forensic 

policies, digital 

forensic readiness, 

determine legal 

requirements, digital 

forensic awareness 

and training 

Table 2 Re-active vs Pro-active Digital Forensic 

 

Tan [6] was the first scholar who suggest the concept 

of forensic readiness to meet the objectives for systems 

used in digital investigations. Rowlingson [8] then 

describes the organizational forensic readiness goals 

as: 

 

 To enable an organization to gather evidence 

legally without interfering with business process; 

 To gather evidence targeting potential crimes and 

disputes; 

 To allow computer forensic investigations to 

continue in proportion to the incident; 

 To minimize interruption to the business from ant 

investigation; 

 To ensure that evidence has a positive impact on 

the outcome of any legal action. 
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Digital forensic readiness as an action of an 

organization towards a pro-active digital forensic 

management has a different framework with digital 

forensic. The main phases are similar: preparation, 

gathering, processing, and presentation; however, 

digital forensic readiness emphasis on the preparation 

stage. 

The preparation stage consists of several actions 

related to the scenario definition of a digital forensic 

process. The collection requirements, preservation 

requirements, management requirements, and 

escalation requirements are those basic requirements 

required in the formulation of digital forensic 

readiness. Then it is followed by the planning of 

allocation resources.    

 

 
Fig 2 Digital Forensic Readiness Framework (Sachowski [5]) 

 

III. DISCUSSION 

 

A. Micro, Small, and Medium Enterprise in 

Indonesia 

MSMEs in Indonesia has a significant contribution to 

overcome unemployment and to increase the country‟s 

GDP. In 2017, at least 89% of private-sector 

employment in the country worked in MSMEs. Thus, 

the contribution to the Gross Domestic Product (GDP) 

about 60% of total Indonesia GDP [10]. The 

percentage counted as one of the highest contributions 

percentages of small and medium enterprises (SME) 

in the world. 

Every country has different criteria for small and 

medium enterprises (SMEs).  Due to the number of 

informal business in Indonesia significant, Indonesia 

recognizes a micro-enterprise as a livelihood activities 

business to becomes part of the MSMEs. Based on the 

Law of the Republic of Indonesia Number 20 the Year 

2008 regarding Micro, Small, and Medium 

Enterprises (MSMEs), the criteria of MSMEs are net 

assets and sales. 

 

1. Net assets 

Maximum net assets for micro enterprises is 50 

million Rupiah (equal to 3,600 USD), for small 

enterprises is 500 million Rupiah (equal to 36,000 

USD), and for medium enterprises is 10 billion 

Rupiah (equal to 706,000 USD) exclusive of land and 

building used for the operation. 

 

2. Annual sales 

Total maximum of annual sales for micro enterprises 

is 300 million Rupiah (equal to 21,200 USD), for 

small enterprises is 2,5 billion Rupiah (equal to 

177,000 USD), and for medium enterprises is 50 

billion Rupiah (equal to 3,5 million USD). 

 

The Central Bureau of Statistics added another 

criterion related to the number of employees of 

MSMEs. If the company has more than 100 

employees, it is categorized as a large enterprise. 

 Net 

Assets 

(IDR) 

Sales  

(IDR) 

Employees 

(person) 

Micro 50m 300m < 5 

Small 500m 2,5b 5 – 19 

Medium 10b 50b 20 - 99 
Table 3 Category of MSMEs in Indonesia 

 

Even though the Indonesian MSMEs has a significant 

contribution to the economy, they also find obstacles 

to becomes a larger enterprise. Based on the report of 

Asia Pacific Foundation of Canada [1], the top five 

barriers to the growth of MSMEs in Indonesia are 

financial, marketing, physical infrastructure, 

domestic government, and human capital. Financial 

becomes the most common barrier due to most of the 

MSMEs in Indonesia relies heavily on family for 

financing the business. The limited financial support, 

consequently in the reduced budget for marketing. 

However, most of the MSMEs utilize social media to 

promote their products. The most common social 

media used as a promotion tool are Facebook, 

Instagram, and WhatsApp. 

 

B. Digital Forensic Readiness 

Rowlingson [8] explains ten steps to be implemented 

in a proactive digital forensic program or digital 

forensic readiness within an organization. The steps 

are as follows: 

 

1. Define the organizational scenarios that could 

potentially require digital evidence; 

2. Identify the available sources and different types 

of potential digital evidence within the 

organization; 

3. Determine the digital evidence collection 

requirements 

4. Establish a capacity within the organization to 

securely gather legally admissible digital 

evidence to meet the organization‟s requirements; 

5. Establish a policy for the secure storage and 

handling of potential digital evidence; 

6. Ensure that any monitoring of information 



International Journal of Management and Applied Science, ISSN: 2394-7926                          Volume-6, Issue-1, Jan.-2020 

http://iraj.in 

Digital Forensic Readiness for Micro, Small, and Medium Enterprises in Indonesia 

 

28 

systems resources is targeted to detect and deter 

major incidents; 

7. Identify the circumstances when a full formal 

investigation should be instituted of an event; 

8. Train members of the organization in incident 

awareness so that all members involved 

understand their role in the digital evidence 

process and the legal issues surrounding digital 

evidence; 

9. Document and evidence-based case which 

describes the incident event and its impact on the 

organization 

10. Ensure that there is an appropriate legal review to 

facilitate any actions in response to an incident. 

 

Digital forensic readiness implementation steps then 

categorized for further analysis of MSMEs digital 

forensic readiness. The categories are strategy, 

policies and procedures, technology, digital forensic 

response, and compliance and monitoring, as 

summarized in table 4. Furthermore, each of the 

categories is explained as follows:  

 

1) Strategy 

Implementation of digital forensic readiness is a part 

of the organization‟s strategy. The essential part of the 

formulation is the organization attitude towards to 

cyber-attacks. The awareness of management is 

needed and becomes the first step to conduct forensic 

readiness. Therefore, the organization must 

understand the type of potential attacks, identify the 

regulation, and determine any circumstances could 

potentially require digital evidence. This process 

usually needs a cost-and-benefit analysis to decide the 

next step of the process. 

 

2) Policies and procedures 

After the strategy established, the organization needs 

policies and procedures within the internal 

organization to ensure the decisions are enabled to be 

implemented. The policy usually established related to 

information system policy,  privacy and confidential 

information policy, digital forensic procedures, roles 

and responsibilities of each party, and legal review 

process. 

 

3) Technology 

Digital forensic readiness has a close relation to the 

state-of-the-art technology. The digital forensic 

process requires necessary software and hardware, 

mainly to acquire, preserve, and examine digital 

evidence. Since the nature of digital data is vulnerable, 

the need for sufficient data digital handling 

procedures is a necessity. In a case that data digital 

does not manage unproperly, the legality of data 

becomes questionable, and in the worst case, the data 

denied in the law enforcement process.The 

preservation of data digital depends on the type of data 

gathered. In the digital forensic process, the most 

common evidence acquired in the process are logs, 

computer, server, smartphone, and cloud storage. 

Each digital evidence requires different technology in 

data acquisition. Moreover, each data usually contains 

two basic types of data: the volatile data and 

nonvolatile data. Volatile data is a type of digital 

information that is stored within some form of 

temporary storage that is lost when power 

shut-downed. The other is data which persistently 

stored within a file system in electronic storage and 

preserved when the power removed.  These two types 

of data have a different approach to examine and 

preserve. Additionally, due to the complexity of the 

digital forensic process, the capacity of human 

resources and state-of-the-art technology are urgently 

needed. The need for employees in the digital forensic 

area is one of the requirements besides the evidence 

storage. The need for data storage in digital forensic is 

essential because of the digital forensic process entails 

a bit-per-bit copy of each evidence. Moreover, 

preservation of digital evidence should be in a pristine 

and working copy, so the storage is needed. 

Additionally, another extra hard disk space for 

examination and analysis of digital evidence should be 

prepared by the organization.  

  

4) Digital forensic response 

The task of the digital forensic process depends on the 

incident that occurs in an organization. 

Reconstructing computer incidents, supporting due 

diligence in audit, investigating inappropriate manner 

are some of the cases in digital forensic response. 

Dominant process in this category is related to 

re-active forensic digital. Thus, it utilizes the digital 

forensic framework to be executed in the process. 

However, forensic readiness takes part in the decision 

of incident response whether conducted by the internal 

organization or outsourced to external parties. 

 

5) Compliance and monitoring 

The process of digital forensics readiness should be 

monitored and evaluated to decide whether the 

program is adequate and efficient. The practice should 

also need to be evaluated whether it complies to the 

written procedures or any violations of the rules and 

procedures.  

Category Digital forensic readiness steps based on 

Rowlingson (step number) 

Strategy Organizationa

l Scenario (1) 

  

Policies Collection 

requirements 

(3) 

Policy of 

storage and 

digital 

evidence 

(5) 

Available 

sources 

and types 

of digital 

evidence 
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(2) 

Technology Organization 

capacity (4) 

Monitoring 

of 

informatio

n system 

(6) 

 

Response Identify 

circumstances 

(7) 

Document 

and 

evidence 

(9) 

Training 

(8) 

Complianc

e 

Legal review 

(10) 

  

Table 4 Categorize of digital forensic readiness steps of 

implementation 

C. Digital Forensic Readiness for MSMEs 

The analysis of digital forensic readiness for MSMEs 

conducted by analyze the requirements of digital 

forensic and limitation of MSMEs. The analysis 

divided based on five digital forensic readiness 

categories to explores the consideration of digital 

forensic readiness implementation. For the MSMEs, 

the most notable obstacles are financial con condition. 

Due to most of the MSMEs is a family business, 

business funding usually comes from the member of 

the family, relatives, or bank lending. However, 

technology-based MSMEs would provide a more 

significant deliberation to information system security 

because of its dependency on technology. Digital 

forensic readiness requires management awareness to 

decide whether it is implemented or not. In a case that 

MSMEs are vulnerable to cyber-crime and the 

management understand the negative impact of the 

attacks and the value of data and information, the 

management should perform forensic readiness to 

protect the assets. However, the business has another 

obstacle related to finance and capability of the 

employee. Therefore, a cost-and-benefit analysis 

should be performed to ensure that the benefit of 

implementing digital forensic readiness is 

outweighing the cost.  

 

 Readiness Consideration

s 

Strategy Identification and 

strategic 

implementation 

Management 

awareness 

Policies and 

procedures 

Policies 

formulation and 

information system 

management 

Management 

awareness, the 

number of 

employees 

Technology Software and 

hardware for 

acquisition, 

preservation, 

examination 

Financial, 

employees‟ 

capabilities 

Digital 

Forensic 

Incident response 

and digital forensic 

Employees‟ 

capabilities 

Response examination  

Compliance 

and 

monitoring 

Monitoring 

procedures and 

evaluation 

Employees‟ 

capabilities 

Table 5 Consideration of digital forensic readiness 

implementation 

 

Therefore, for the MSMEs in Indonesia which 

ranging from a livelihood activities business to a 

fast-moving enterprise, the process of considering the 

implementation of digital forensic readiness are as 

follows: 

 

1. Determine the size and the cyber-crime 

vulnerability of the company 

2. Establish management awareness of 

cyber-attacks and the important of data and 

information 

3. Calculates the cost-and-benefit analysis of the 

implementation 

4. Perform the strategy, policy, and procedures of 

digital forensic readiness 

5. Reserve the resources: financial, technology, and 

employees 

6. Explains the rules and regulations related to 

information system and digital forensic to all 

company. 

 

Those steps should be performed sequentially. In a 

case that micro business with no access or less 

interaction to the internet, the vulnerability of 

cyber-attacks is minor. Thus, the need for digital 

forensic readiness is less necessary. On the other hand, 

MSMEs that in daily operation, interacts with the 

internet has a higher level of vulnerability to 

cybercrime. 

 

The management awareness of cyber-attacks provides 

management risk appetite on cybercrime. Once the 

management understands the significance of digital 

forensic readiness, management should consider the 

cost-and-benefit, financial support for the technology, 

and the capability of employees to implement digital 

forensic readiness. 

 

IV. CONCLUSION 

 

The MSMEs in Indonesia has a significant 

contribution to the economy because it engages 

employment more than large companies do. The use of 

information technology in the MSMEs is also 

inevitable. Therefore, the need of information system 

and digital forensic readiness also rising along with 

increasing information system vulnerability. In order 

to implement a digital forensic readiness in MSMEs, 

the management should consider several factors: type 

of industry, management's risk appetite towards a 

cyber-crime, financial supports, and the capability of 
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employees. This study addresses limitations and 

considerations of implementing digital forensic 

readiness in MSMEs using exploratory analysis. For 

further research, empirical data should be gathered to 

depict the risk appetite of management MSMEs 

towards to cyber-crime, management awareness of 

cyber-attacks for improved analysis. Furthermore, the 

analysis of the minimum requirements of digital 

forensic readiness to encourages the most practical but 

the least cost disbursement is an exciting subject to 

study later. 
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