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Abstract - Along with the rapid growth of Peer-to-Peer Lending in Indonesia, the technology also addresses a set of new 

problems such as breach of privacy and abuse of personal data. In response, the Privacy By Design principle approach could 

answer the problem addressed. However, problems occurred due to overlapping regulation which vaguely approach of the 

Privacy By Designprinciple. This principle upholds the proactive role of  Peer-to-Peer Lending operators to protect the privacy 

of users in carrying out business activities both within the operator’s organisation and information system management in an 

effective manner. This research is a normative approach which employs statutory and comparative approaches on the 

secondary data. The Authors have an analysis with regards to the status quo of Indonesia  Peer-to-Peer Lending data protection 

law and its compliance towards Privacy By Design Foundational Principles. The research includes an explanation of Privacy 

By Design with its Foundational Principles. Furthermore, this research also analyses the current  Peer-to-Peer Lending data 

protection law in Indonesia in the manner of Privacy By Design Foundational Principles. This research shows that the data 

protection law for  Peer-to-Peer Lending in Indonesia is still fragmented among several instruments. Moreover, Indonesia 

curren Peer-to-Peer Lending data protection law is not yet achieved all of the Privacy By Design Foundational Principles. 
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I. INTRODUCTION 

 

In accordance with The Economist’s Inclusive 

Internet Index 2019, Indonesia places 63rd out of 100 

overall countries studies for internet literacy, below 

Malaysia and Sri Lanka.[1] This literacy index is 

measuring by the level of education and preparedness 

to use the Internet, which shows that Indonesia 

particularly lacks in the people’s ability to read 

internet or mobile content in general. On the other 

hand, Indonesia ranked 5th top 20 countries with the 

highest number of internet users[2], the inequality of 

these ranks can cause further issues if it is not 

addressed properly. 

 

One of its consequence that incessantly happening in 

Indonesia is a problem in the P2P Lending (―P2P 

Lending‖) industry which grow rapidly in recent 

years.  The P2P Lending industry, which is a practice 

to enabling individuals to obtain loans directly from 

other individuals and therefore cutting out middleman 

such as financial institution, become favoured option 

for unbankable people to get a loan immediately. 

According to data from Indonesia's Financial Service 

Authority, until May 2019, P2P Lending loans 

reached Rp. 41.03 trillion. The amount of the 

distribution rose 81.12% from the end of 2018, which 

was recorded at IDR 22.67 trillion. Along with this, 

the establishment of P2P Lending companies 

continues to grow, reaching a total of 113 registered 

companies with six of them already licensed by 

Indonesia’s Financial Service Authority.[3] However, 

this industry becomes one of the most complained 

about business sectors because of high-interest rates 

and aggressive debt collection practices as a result of 

low Indonesian consumer literacy awareness and lack 

of personal data protection regulation according to 

Indonesian Consumer Institution Foundation. 

 

A lot of online debt collection threatening borrower 

who late to pay their loan by using intimidative and 

foul words to borrower’s family and colleagues using 

their phone number obtained from borrower’s phone 

and use personal data related to borrower’s privacy. 

One of biggest issue was happening in early 2019 

where four online debt collectors intimidate borrower 

by distributing borrower’s pornographic content 

leading borrower to quit her job due to that online 

public shame.[4] This happens because once borrower 

accepts terms and conditions agreement in the P2P 

Lending application, some of them grant full access to 

borrower’s phone including contact book and gallery. 

While the first argument tend to agree that it is 

borrower’s fault to not to read terms and condition 

agreement thus bring borrower to its own 

consequence, but on the other hand it is Government 

of Indonesia’s duty to protect their citizen’s right for 

personal protection for the safety as mentioned in 

Article 28 (G) number 1 The 1945 Constitution of the 

Republic of Indonesia. Consequently, many institution 

make their regulation with hazily approach of Privacy 

By Design (PbD) principle. This is seen from the fact 

that its regulation put burden under terms and 

condition where the borrower has no option but to 
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agree to use P2P Lending service and lack of 

regulation privacy and safety control on P2P Lending 

software and product. 

 

It is said by Head of Indonesian Consumer Institution 

Foundation that privacy and breach of personal data 

issue in the P2P Lending industry is getting bigger 

because of low index of literacy and national consumer 

empowerment index.[5] In response, regulator should 

tackle the issue and protect the consumer by consider 

Indonesia’s consumer degree of literacy. The 

Foundational Principle of PbD bring more suitable 

approach that put responsibility of privacy and 

personal data protection to P2P Lending companies by 

integrating privacy into their whole business 

process.[6] 

 

II. ANALYSIS 

 

A. 7 Foundational Principles of Privacy By 

Design 

PbD emphasises respect for user privacy and the need 

to embed privacy as a default condition but preserves a 

commitment to functionality in a positive-sum 

strategy. This approach transforms consumer privacy 

issues from a pure policy or compliance issue into a 

business imperative. PbD is focused on processes 

rather than a singular focus directing technical 

outcomes and can be defined as a pro-active 

engineering and management approach that is 

committed to selectively and sustainably minimise 

information systems’ privacy risks through technical 

and governance controls.[7] 

 

The core concept of PbD draws much from former 

Privacy and Information Commissioner of Ontario, 

Canada, Dr Ann Cavoukian’s 7 Foundational 

Principles which are described as below: 

 

(1) Proactive, not Reactive; Preventative not Remedial 

It anticipates and prevents privacy-invasive events 

before they happen. PbD does not wait for privacy 

risks to materialise, nor does it offer remedies for 

resolving privacy infractions once they have occurred 

– it aims to prevent them from occurring.[8] 

(2) Privacy as the Default 

PbD seeks to deliver the maximum degree of privacy 

by ensuring that personal data are automatically 

protected in any given IT system or business 

practice.[9] 

(3) Privacy Embedded into Design 

Privacy must be embedded into technologies, 

operations, and information architectures in a holistic, 

integrative and creative way.[10] 

(4) Full Functionality – Positive-Sum, not Zero-Sum 

PbD seeks to accommodate all legitimate interests and 

objectives in a positive-sum, or doubly enabling 

―win-win‖ manner, not through a dated, zero-sum 

approach, where unnecessary trade-offs are made.[11] 

(5) End-to-End Security – Lifecycle Protection 

PbD, having been embedded into the system before the 

first element of information being collected, extends 

securely throughout the entire lifecycle of the data 

involved—strong security measures are essential to 

privacy, from start to finish.[12] 

(6) Visibility and Transparency 

PbD seeks to assure all stakeholders that whatever the 

business practise or technology involved, it is 

operating according to the stated promises and 

objectives, subject to independent verification.[13] 

(7) Respect for User Privacy 

Empowering data subjects to play an active role in the 

management of their own data may be the single most 

effective check against abuses and misuses of privacy 

and personal data. Respect for User Privacy is 

supported by these FIPs: consent, accuracy, access and 

compliance.[14] 

 

B. Indonesia Consumer Protection Act 

Indonesia Consumer Protection Act regulates the 

protection of consumer which regarded as every user 

of services that are available in the society, both for the 

benefit of themselves, their families, other people, or 

another living thing and not to be traded.[15] 

Therefore, relate to research on P2P Lending, The 

Indonesia Consumer Protection Act has a role in 

actualising the protection of consumer P2P Lending, 

especially in the data that personally owned by the 

consumer. 

 

In general, the data and information that is guaranteed 

by the Indonesia Consumer Protection Act is the 

information about goods and services, not information 

regarding the personal data consumers (see Art. 1 (2)). 

Furthermore, the meaning of the protection of 

consumers is based on Article 2 Indonesian Consumer 

Protection Act that is benefits, fairness, balance, 

security and safety of consumers as well as certainty of 

law which regarded as principle of consumer 

protection, did not give a decisive explanation 

regarding the protection of consumer’s personal data. 

By practice, personal data owned by the consumer is 

often obtained by companies when customers use the 

service or buy a product.[16] The obtained data is used 

by companies both by internal as well as external with 

exchanging consumer’s personal data to the other 

companies, for promotional needs such as promotions 

through telephone and email. 

 

This bring potential discomfort and interfere with 

consumer’s privacy by misuse phone number and 

email address. Indonesia Consumer Protection Act 

does not regulate the ban on the use of consumer’s 

personal data for the benefit of promotions without 
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getting the consent of the consumer(see Art.9 (1)). So 

that the penal provisions on violations of promotion 

which regulated in Article 62 paragraph (1) Indonesia 

Consumer Protection Act does not apply to the misuse 

of consumer’s personal data permission. This shows 

that the Indonesia Consumer Protection Act in 

Indonesia does not meet the principle of proactive not 

reactive; preventative not remedial and privacy by 

default principles as part of the 7 Foundational 

Principles of PbD. 

 

C. Financial Service Authority Regulation No. 

77/POJK/01/2016 concerning Technology-Based 

Money Lending and Borrowing Service (“P2P 

Lending Regulation”) 

P2P Lending Regulation governs the entire business 

process of the P2P Lending industry from the 

beginning of its establishment and licensing, to the 

process of running the service, especially regarding 

information technology system governance relating to 

the P2P Lending user's personal data. Regulation 

regarding the protection of personal data at P2P 

Lending Regulation has two regulatory aspects, 

namely relating to data confidentiality, and data 

center and disaster recovery. 

 

In an effort to protect the confidentiality of P2P 

Lending data, Article 26 P2P Lending Regulation 

obligate P2P Lending providers to: 

 

1. Obligation to maintain confidentiality, integrity and 

availability of personal data since the data is obtained 

until the data is destroyed. This obligation is an 

implementation of the end-to-end principle. 

2. Obligation to ensure the availability of 

authentication, verification and validation processes 

that support the discrepancy in accessing, processing 

and executing personal data. This obligation refers to 

the visibility and transparency principle which to 

assure all stakeholder that its product operates with 

independent verification. 

3. Obligation to guarantee that the acquisition, use, 

utilisation and disclosure of personal data obtained by 

the provider is based on the agreement of the owner of 

personal data. This obligation is an application to the 

respect for user's privacy and personal data principle, 

especially regarding consent between two parties. 

Data centres and disaster recovery centres requires 

operators to use data centres and disaster recovery 

centres (See Art. 25). This obligation manifests the 

implementation of proactive, not reactive principles at 

the 7 PbD Foundational Principless. In addition, 

operators also meet minimum standards of 

information technology systems, management of 

information technology risk, information technology 

security, resilience to system disruptions and failures, 

and information technology system management. The 

aformentioned minimum standard is a privacy as the 

default principle, which then elaborated on the 

management of data and information on the P2P 

Lending electronic system regulated in letter VI of the 

Financial Services Authority Circular No. 

18/2017.02/2017 (―SEOJK 18‖). 

SEOJK 18 refers to the proactive not reactive principle 

which states that providers are prohibited from 

spreading users' personal data and information to 

other parties and obliged providers to prevent 

unauthorised access to data and information. Besides, 

P2P Lending deliver their services in electronic 

system consists escrow accounts and virtual accounts 

(see Art.24 P2P Lending Regulation) which are 

portals, online sites or applications via the internet 

that are used for trade in services (see Art.5 (1) 

Government Regulation No.36 of 2014 on 

Registration Procedure of ESO). Thus, P2P Lending 

provider are classified as Electronic System Operators 

(ESOs) for public services as other legal entities (see 

Art.4(1) point.(d) Government Regulation No.36 of 

2014 on Registration Procedure of ESO) and obliged 

to register as Electronic System Operators (ESOs) (see 

alphabet IV point.(A)). This instance made P2P 

Lending subject to the regulations of the Indonesian 

Minister of Communication and Informatics 

regarding electronic systems and personal data. 

It can be concluded that P2P Lending Regulation does 

not fully implement the 7 Foundational Principles of 

PbD. Highlighting the principle of full functionality, 

privacy enhanced user trust which can be seen as a 

business strategy that benefit both for user and 

company. Unfortunately, P2P Lending Regulation 

does not shape a win-win situation between them. 

 

D. Law No. 11 of 2008 jo. Law No. 19 of 2016 on 

Electronic Information and Transaction (“EIT 

Law”) 

EIT Law is known for becoming a legal basis for 

digital-related matters, for its relatively broad scopes, 

including digital personal data protection. Thus, as a 

Law level-legal basis for digital personal data 

protection, it is important to understand whether EIT 

Law includes the PbD Principle in its Articles. It can 

imply whether Indonesia has an adequate legal basis 

for personal data. 

 

Ironically, there is only one Article regarding 

―personal data‖ in the a quo Law. The term ―personal 

data‖ appear only in Article 26, which stated that 

―unless provided otherwise by Las and Regulations, 

the use of any personal data must be made with the 

consent of the concerned person‖. The elucidation of 

Article 26(1) also mentions that personal data 

protection is one of the privacy rights. Any person 

whose rights above are infringed may lodge a claim 

for damages incurred under the EIT Law. 



International Journal of Management and Applied Science, ISSN: 2394-7926                          Volume-5, Issue-12, Dec.-2019 

http://iraj.in 

Nurturing Trust for Indonesia Fin Tech Users: Evaluating Peer-to-Peer Lending Data Protection Law in Indonesia through Privacy by Design 

Principle 

31 

Furthermore, Article 26 also provides an obligation 

for Electronic System ESOs to provide mechanisms 

for deleting any irrelevant Electronic Information that 

are under its control and must delete any irrelevant 

Electronic Information that are under its control at the 

request of the person concerned based on a court 

decision. The Article above illustrates the respect for 

user privacy through the consent made with the 

personal data owner, as well as the general obligation 

to provide mechanism for individual to challenge the 

accuracy of the information and have it deleted. 

 

Although there is only one Article that explicitly use 

the term ―personal data‖, there are several important 

Articles that related to P2P Lending. First, the 

implementation of Electronic System. P2P Lending 

platforms are using a form of Electronic System, and 

thus, the ESOs are bound to EIT Law as the legal basis 

for Electronic System implementation. The Law 

provides general Articles concerning obligation for 

the ESOs to provide Electronic System in reliable and 

secure manner, and shall be responsible for the proper 

operation of the Electronic System (see Art.15). It also 

set the minimum requirements for Electronic System 

implementation, such as able to protect the 

availability, entirety, authenticity, confidentiality, and 

accessibility of Electronic Information (see Art. 16). 

Even though it is still general, the Articles above 

shows the proactive and preventative approach in 

relation to the implementation of Electronic System, 

which should be including privacy-related matters. It 

implicitly illustrate the visibility and transparency, as 

the ESOs should comply with the minimum 

requirements sets out in the Law. 

 

Second, Articles concerning Electronic Transactions. 

As mentioned in Article 1 of EIT Law, Electronic 

Transaction means ―legal act that is committed by the 

use of computers, computer networks, and/or other 

electronic media‖. Therefore, the practise of lending 

money through digital platform (as a legal act), should 

also comply with EIT Law as its legal basis. EIT Law 

states that electronic transactions must be carried out 

in a good-faith manner, in terms of interactions 

between the parties involved, as well as the exchange 

of electronic information during the transactions (see 

Art.17(2)). It also implicitly includes personal data as 

an electronic information.  

 

The Law stipulates the timing of electronic transaction 

offer and acceptance (see Art.18), who can be a party 

in an electronic transaction (see Art. 20), the 

responsibilities of parties involved in the conduct of 

electronic transaction, as well as the duty of electronic 

agent’s duties to provide features that able the users to 

alter their information which still in the process of 

transaction (see Art.21). It indicates the respect for 

user privacy as the transaction should be done in a 

good manner, especially in relation to the exchange of 

information (including personal data), and also 

provides the responsibilities for both parties in an 

electronic transaction process. 

 

Third, regarding prohibited acts and penal provisions. 

EIT Law implicitly sets out provisions in relation to 

the personal data utilisation. For instance, any person 

cannot illegally access electronic system of other 

person to obtain personal data (as an electronic 

information) (see Art.30(2)), and to unlawfully or 

without authority transfer personal data to any other 

unauthorised electronic system (see Art 32(2)). Any 

person who violates the provisions above may be 

imprisoned and/or imposed a fine. The Articles 

concerning prohibited acts above seems to have a 

reactive and remedial approach, as it only works if 

there is a violation happen. 

 

Based on the explanation above, it demonstrates that 

EIT Law is already aware of privacy issue, even 

though explicit provision concerning personal data is 

only mentioned in one Article. If associated with the 

seven foundational PbD principles explained in the 

previous part, EIT Law is not fully accommodating the 

principles. No Article states the privacy as the default, 

privacy embedded into the design, full functionality, 

and end-to-end security. The Articles that seems to 

accommodate the proactive approach principle, as 

well as visibility and transparency principle, does not 

explicitly state how it relates to privacy protection, 

whereas the PbD concept generally requires privacy 

―to be a consideration from the very beginning‖ [17]. 

 

E. Government Regulation No. 82 of 2012 on 

Electronic System and Transaction 

Implementation (“GR 82”) 

GR 82 sets out more technical provisions to 

implement EIT Law. There are several Articles need 

to be analysed in relation to understand the data 

protection legal framework under this Regulation, 

especially how it works with P2P Lending. 

 

First, regarding the definition of ―personal data‖. The 

Regulation defines it as ―specific individual data 

which is stored, treated, and its authenticity and 

confidentiality are protected‖. The definition used in 

this Regulation refers to ―personal data‖ definition in 

the Law No. 23/2006 jo. Law No. 24/2013 on 

Population Administration. Although it states ―any 

individual data‖, there is no further provisions or 

explanation regarding what data can be categorised as 

―individual data‖. Thus, the ESOs might have 

different interpretations concerning the 

categorisation, and it can affect the treatment of that 

data. 
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Second, requirements for hardware and software used. 

The Regulation gives minimum standard concerning 

what kind of hardware and software can be used in 

implementing Electronic System. For instance, the 

hardware should have the feasibility certificate from 

the Minister (see Art.6(1)b). As for the software, it 

shall guarantee the appropriate safety and reliability of 

the operation (see Art.7(1)b). The required standard 

does not state about how it deals with privacy issue, 

even though it states about safety and reliability. 

 

Third, the obligation of the ESOs. Article 15 of the 

Regulation oblige the ESOs to protect the 

authentication, integrity, and availability of the 

personal data managed; ensure the collection and 

utilization of personal data are based on consent from 

the owner, unless otherwise provided by Laws and 

Regulations; and ensure the use and disclosure of the 

personal data are based on consent and the purpose of 

the collection notified by the ESOs when the data 

collected. The ESOs must also inform the users related 

to the guarantee of privacy and/or personal data 

protection (see Art. 25g). Further, the ESOs should 

also notify the data owner if there is a failure in the 

protection of the personal data confidentiality (see 

Art.15(2)). 

 

The Article above illustrate that the Regulation is take 

into account the visibility and transparency aspect, as 

well as respect for user privacy. Moreover, if Article 

15 is associated with the Articles concerning hardware 

and software requirements explained above, it implies 

that personal data governance should be safe and 

reliable. Thus, it generally shows a proactive measure 

to deal with privacy-invasive events as the Regulation 

gives the obligation to the ESOs regarding 

privacy-related issues as mentioned above. Violators 

of personal data-related Articles may be imposed with 

administrative sanctions in the form of a written 

warning, administrative fee, temporary suspension, 

and/or be blacklisted (see Art.84(2)). 

 

Fourth, the security of Electronic System 

implementation. Articles concerning security show a 

proactive measure in countering problem occurred in 

the implementation of the Electronic System, which 

should also cover the privacy-related problems. Also, 

it considers end-to-end security–lifecycle protection, 

although still in general. For instance, the Regulation 

obliges the ESOs to provide an audit trail record of all 

activities of the Electronic System implementation, as 

well as must secure all components of the Electronic 

System (see Arts.18-19), as well as shall provide and 

perform safety procedure and mechanism to avoid 

disruption, failure, and loss (see Art 20). Moreover, 

the ESOs also oblige to redisplay the electronic 

information in a complete form following the format 

and retention period as determined by the Laws and 

Regulations, as well as protect its users from loss 

caused by the operation of the Electronic System 

provided (see Arts.21-22). 

 

Fifth, Article concerning the electronic transactions 

implementation. It provides minimum requirements 

for electronic transactions operation. Electronic 

transactions operation for public services must have a 

reliability certificate, which one of the categories is 

concerning safety for personal data confidentiality 

(see Arts.41& 68). However, if the electronic 

transactions operation is in private sector, it does not 

require to have a reliability certificate, but can only use 

electronic certificate which is less secure. 

Furthermore, the ESOs must consider the security, 

reliability, and efficiency aspects in conducting 

electronic transactions (see Art.43(1)). Nonetheless, 

there is no further explanation or sanctions for the 

violators of the Articles above. 

 

The explanation above shows that GR 82 indeed 

provides detailer provisions concerning electronic 

system and transactions, which the P2P Lending 

ESOs should comply. Nevertheless, if associated with 

the foundational principles of PbD, the Regulation 

only covers three principles, namely, proactive 

measures, visibility and transparency, and also respect 

for user privacy. Furthermore, several Articles related 

to these principles are not specific enough, and still 

can be broadly interpreted by the ESOs. 

 

F. Procedure of Registration of Electronic System 

Operator and Regulation of Minister of 

Communication and Informatics No. 20 of 2016 on 

the Protection of Personal Data in Electronic 

System 

Procedure of Registration of ESOs and Regulation of 

Minister of Communication and Informatics No. 20 of 

2016 on the Protection of Personal Data in Electronic 

System (―Reg 20‖) was born as a guideline for 

Personal Data Protection in Indonesia based on the 

provisions of the implementation of Article 15 

Paragraph (3) GR 82.  

 

In general, this regulation regulates personal data 

traffic in the domain of Electronic Systems involving 

Personal Data Owner (―Data Owner‖), and Electronic 

Systems Operators (ESOs). Regarding the P2P 

Lending business model, the P2P Lending Operator 

presents a marketplace for loans to borrowers from 

lenders on the internet network. Thus, the P2P 

Lending Operator enters the subject of this regulation 

as an ESOs–Legal Entity that provides Electronic 

Systems for the needs of other parties. 
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This regulation also regulates the protection of 

personal data in 5 (five) stages of the process of using 

Personal Data by ESOs, namely as follows: (1) 

acquisition and collection; (2) processing and 

analyzing; (3) data storage; (4) appearance, 

announcement, delivery, dissemination and opening 

of access; and (5) destruction. Reg 20 also implements 

applied security standards for assuring the 

confidentiality, integrity and availability of Personal 

Data through its total lifecycle, inter alia, the 

guarantee of data destruction (See Art. 25), strong 

acess contrtol (See Art. 26), and adequate data storage 

(See Art. 15). In addition, Reg 20 also requires 

encryption standard for Personal Data stored in 

Electronic Systems. However, there is no specific 

specifications of encryption standards that must be 

used (See Art. 15 (2)). Therefore, it can be concluded 

that Reg 20 has applied the End-to-End Security 

principle. 

Reg 20 also characterized proactive principles 

through the formulation of administrative sanctions 

(see Art. 36). The proactive nature ensures that 

regulatory objectives are implemented in the whole 

stream of data protection measures. The 

administrative sanctions not only limited to actions 

committed without rights, but also related to actions 

that are not compliant on the basis of the laws and 

regulations. This incentive, preventively, ensure 

compliance for ESOs in implementing data protection 

before undesirable things happen. Reg 20 also 

requires ESP to develop internal rules for the 

protection of Personal Data as a form of preventive 

action to avoid failure to protect Personal Data (See 

Art. 5 (2)). Thus, Perkominfo 20/2016 has fulfilled the 

principle of proactive not reactive, preventative not 

remedial. Besides, Reg 20 already recognized the 

value of privacy practices to prevent data breaches 

through ―Good Data Protection Principle‖ as written 

in Article 2 of Reg 20. Risk-wise, Reg 20 already has 

an adequate Data Protection framework to prevent 

data breaches. However, regarding personal data 

abuse related in P2P Lending collection, there is still 

demand for a more comprehensive regulation. 

 

In connection with Privacy as the Default, Reg 20 has 

arranged provisions that ensure ESOs to protect 

personal data automatically in Electronic Systems. 

Before carrying out data collection, ESOs must first 

obtain consent from Data Owner (see Art. 9 (1)). In 

the agreement, Data Owner needs to confirm the 

purpose of the collection (see Art. 2 (4)). The data 

taken must be limited to the initial purpose of data 

collection (see Art. 7 (1)). The initial purpose behave 

as an indicator of the limits of data that can be 

collected. After obtaining approval, ESOs needs to 

uphold the privacy of the Owner of Personal Data 

through the provision of confidentiality options, 

provided that the relevant Personal Data elements are 

not deemed confidential by relevant law (see Art. 8). 

Technically, confidentiality is also sharpened through 

the obligation of PSE to encrypt stored personal data 

(See Art. 15 (2)). 

 

Furthermore, Personal Data can only be processed 

necessarily according to the initial purpose that have 

been stated clearly when performing the acquisition 

(See Art. 12). Reg 20 also limits the period of retention 

of Personal Data which is adjusted to the relevant law 

or at least 5 (five) years if there are no relevant law that 

govern (See Art 15 (3)). Departing from the above 

provisions, Reg 20 has implemented Privacy as the 

Default principle in its formulation. 

 

Reg 20 also established the element of privacy in thw 

whole ESOs business practices and system 

architecture. This is reflected in: the obligation to 

respect privacy in the process of Personal Data 

Protection in an Electronic System (See Art. (2) (1)); 

the existence of internal rules for the protection of 

Personal Data by considering the technology 

application, human resources, and methods (See Art. 

5. (3)); and the obligation of data center placement in 

the territory of Indonesia (Art. 17 (1)). Reg 20 ensures 

that privacy is part of the overall ESOs business 

model. Thus, It can be concluded that Reg 36 already 

applied Privacy Embedded into Design principle. 

 

Moving on, the basis of the Full Functionality 

principle contradicts the privacy vs. security 

dichotomy. The presence of elements of privacy in the 

Electronic System prioritizes added value for both 

Data Owner (privacy) and ESOs (security). On one 

hand, the a quo regulation affirmed the element of 

privacy in Personal Data as one of the Adequate Data 

Protection Principles. On the other hand, there are 

several provisions that confirm the reliability of the 

Electronic System while providing benefits to the Data 

Owner, including: (1) Electronic System feasibility 

(Art. 2 (2) (3) jo. Art. 30 GR 82); (2) interoperability, 

compatibility and use of legal software (Art. 11); 

encryption to protect data (Art. 15); and procedures 

for Electronic System security (Art. 18). 

 

Full Functionality provides a risk mitigation standard 

for Electronic Systems that benefits both ESOs and 

Data Owner. Accordingly, the obligation is not solely 

for the sake of security, but also for privacy. For 

example, within the Personal Data encryption 

obligation in an Electronic System, it would mitigate 

the risk of data breach along with respect for the Data 

Owner when the data is entered into an Electronic 

System. Based on the above provisions, Reg 20 has 

sought the creation of an Electronic System incentive 

that can fulfill the interests of Privacy and Security, so 
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that there are no trade-offs from each other. For this 

matter, Reg 20 has applied the principle of Full 

Functionality. 

 

Reg 20 also respects privacy as one of the basis for 

implementing the principles of the Adequate Data 

Protection Principle (see Art. 2 (1) (a)). It is outlined 

in several provisions of the Reg 20, namely: the 

consent from Data Owner before carrying out the 

collection of Personal Data (See Art. 6); ensure the 

accuracy of the data collected (see Art. 7 (1), Art. 28 

(b)); the right to access for Data Owner(see Art. 26 

(c)); and the Data Owner right to file a complaint in 

the event of Data Protection failure (Art. 26 (b)). 

Referring to the Universal Fair Information Practices 

(FIPs) principle, Reg 20 has fulfilled the elements of 

consent, accuracy, access and compliance. 

 

Related to the accountability of the protection of 

Personal Data. Reg 20 requires ESOs to have internal 

rules as a form of preventive action for the protection 

of Personal Data (See Art. 5 (2)). Furthermore, in 

terms of transparency, the Owner of Personal Data has 

the right to obtain the historical  record of collected 

Personal Data (See Art. 26 (d)). Based on the above 

considerations, the Visibility and Transparency 

principle has become part of the Reg 36 provisions. 

The importance of the visibility and transparency 

element results in PSE accountability and trust and the 

owner of personal data, so that a healthy relationship 

is created between the two. 

 

It can be concluded, Reg 20 has applied all 

foundational principles by design in the formulation of 

its settings. However, Reg 20 still does not provide a 

solution to Indonesia's literacy problems. All above 

considered, regarding the PbD Principles, respect of 

user privacy principle can provide solutions to literacy 

issues through the development of Electronic Systems 

that prioritize user-centric for low-literacy 

communities through User-Interface/User-Experience 

Design approaches.[18] 

 

III. CONCLUSION 

 

It can be seen that Indonesia regulation concerning 

P2P Lending consumer’s data protection have a 

different degree of compliance towards PbD Principle. 

For instantly, Consumer Protection Act does not 

accommodated protection on consumer’s personal 

data as a part of PbD Principle. Besides, Peer-to-Peer 

Lending Regulation, IET Law, and GR 82 are partly 

comply. However, Reg 20 has accommodated all of the 

7 foundational principles in its formulation. 

 

It suggested to reform the regulation to fully comply 

with PbD Principle especially regarding respect of 

user privacy principle to bridge the gap of Indonesia’s 

low literacy index and national consumer 

empowerment index to ensure the protection of their 

personal data in P2P Lending services. 
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