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Abstract - For a nation to face issues and challenges in the new era of Fourth Industrial Revolution (4IR), it primarily means 

building up the data and communication infrastructure, reconfiguring the education system, introducing new labour market 

instruments, adapting the societal environment, and creating fiscal aid for companies to deal with the incurred investments 

into new technologies and know-how are detrimental.  There are four factors that pave the ways for life in the 21st century, 

namely knowledge work, thinking tools, digital lifestyles and learning research. First, there is a need for workers to be 

knowledgeable so that they can innovate products and services that solve real problems and meet the needs of customers, 

especially in the technical areas of science, technology, engineering, and mathematics. Next, the array of technology and 

digital devices available can be considered as thinking and knowledge tools that are helping us to think, learn, communicate,  

collaborate and work more effectively. Powerhouses such as German, France, China, South Korea and Japan have planned 

initiatives ranging from cyber security to 21st century education. This paper aims to analyse issues and challenges faced by the 

Malaysian education community when the 21st Century Teaching and Learning method was introduced in the Malaysian 

Education Blueprint 2013-2025. 
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I. INTRODUCTION 

 

Learning in the 21st century will be shaped by 

authentic learning, mental model building, internal 

motivation, multiple intelligences and social learning.  

Students need more real-world problem solving, 

internships or apprenticeships to make learning 

meaningful. Apart from that, visceral and virtual 

modelling activities enable students to build and 

manipulate models.  Learning projects that arouse 

students’ interest can engage them better and make 

them want to learn more.  As each person is different, 

learning should acknowledge multiple intelligences 

and provide various ways for students to learn 

effectively.  Students will also be expected to develop 

social and cultural skills.  With the change of times, 

the roles of education in the 21st century have come to 

include contributing to work and society, fulfilling 

personal talents and fulfilling civic responsibilities 

and carrying forward traditions and values [1].  One 

needs to be knowledgeable in the field and master the 

skills necessary for participating in a global network.  

Besides, with the ubiquitous internet making 

information available, more people will have 

opportunities to realize their potentials and contribute 

to the society.  Other than that, technology has made it 

more convenient to connect with others who share 

similar interests and concerns to organize social, civic 

and community activities.  Finally, with the increased 

mobility, immigration, intermarriage and access to job 

opportunities worldwide, there is a need for each 

individual to build and maintain our own identity from 

our given traditions and from the wide variety of 

traditions around us. Since workers are produced from 

schools, educational reform is undoubtedly needed so 

that students are ready to meet the demands of the 

workforce.  Forecasts about competencies that are 

expected from young people who just started their 

secondary and tertiary studies include content skills, 

technical skills, complex problem-solving skills, 

social skills, process skills, systems skills, resource 

management skills, technical skills and physical 

abilities [2], [3]. The exhaustive list only shows that 

the processes are becoming interconnected and more 

complex, particularly with reference to the overlap of 

technical, organizational and social spheres of 

activity, and the work processes in the company [4]. 

The new generation of workers ought to possess 

content knowledge and the aforementioned 21st 

century skills which will help them navigate the new 

demands of the working world.  

 

 
Figure 1. The 21

st
 Century Knowledge-and-Skills Rainbow 

 

Figure 1 shows the structure and components of the 

rainbow – the skills, knowledge, and expertise 

students need to be successful in the 21st century.  The 

three sets of skills most in demand in the 21st century 

are life and life and career skills, learning and 

innovation skills as well as information, media and 

technology skills.  Core subjects and 21st century 
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themes in the framework refer to traditional school 

subjects and contemporary content themes. The 21st 

century themes are key issues and problems of our 

times such as global awareness, environmental 

literacy, financial literacy, health literacy and civic 

literacy.  Furthermore, as illustrated in Figure 2, the 

4C’s of education that are given much importance 

these days are Critical Thinking and Problem Solving, 

Communication, Collaboration and Creativity and 

Innovation.  

 

 
Figure 2. The 4C’s of Education 

 

Teachers ought to provide opportunities for students to 

engage in learning that simulate real-life problems 

and apply the knowledge they have gained.  To teach 

the 21st skills, small-group learning benefits students 

by building confidence and motivation levels, and 

improving social interactions.  Project-based learning 

method works well to increase their abilities to define 

problems, improve reasoning via arguments, plan 

better, improve academic grades and work habits.  

Problem-based learning which is a type of project 

learning, involves projects focused on solving 

real-world problems.  So, students work in groups to 

investigate, research, and create solutions to the 

problem that they have found.  Another approach is 

design-based learning, an inquiry-based form of 

learning.  It can be found across many disciplines 

including science, art, technology, engineering and 

architecture. There is a call for instructors and 

teachers to adapt to the need of IT skills and include 

more than one branch of knowledge in their teaching.  

For example, in vocational training, co-operative, 

competency based, and autonomous learning and 

teaching environment are emphasized.   

To ensure work ability of graduates, collaboration 

between faculties ought to be done as well and skilled 

practitioners from various fields should consider 

partnering with schools to fill in the gaps of 

knowledge that teachers could not.  In Vienna, 

innovative infrastructure is used for arranging lectures 

practically relevant and application-oriented. 

Scenario-based learning is also making its presence 

felt in the engineering and manufacturing sectors [2] 

It uses scenarios, structured descriptions of real-world 

problems and related instructions to support active 

learning.  Learning is most effective when it takes 

place in its natural context where the acquired 

knowledge is going to be used and can be transformed 

to competencies of action.  

 

II. DISCUSSION 

 

First and foremost, in order to create 21st century 

learning environment to prepare students into 

becoming effective citizens of knowledge-based 

societies, they need to be ICT driven. There will need 

to be new forms of learning as adolescents will 

increasingly experience digitalization [4]. Therefore, 

learners and teachers should understand how a digital 

network works and learn how to use new technology. 

Fieldhouse and Nicholas (2008) that digital literacy 

involves any number of digital reading and writing 

techniques across multiple media forms, including: 

words, texts, visual displays, motion graphics, audio, 

video, and multimodal forms [5].  

Considering the importance of digital literacy, the 

Education Ministry of Malaysia in 1996 laid out plans 

for the implementation of the Smart School. The aims 

of the Smart School are to encourage students to pace 

and direct their own learning, as well as to self-assess 

understanding. It is to change education interactively. 

Besides that, it is to ensure digital literacy among our 

students and to bring about change in the education 

system that has been long been exam – oriented. Last 

but not least, it is to produce a workforce that is 

technologically literate and are able to think critically 

and creatively [6]. Smart Schools would be equipped 

with Local Area Network (LAN), Wide Area Network 

(WAN) and a wide array of software application for 

the effectiveness of the teaching and learning process. 

It has also enabled and given empowerment to 

teachers and students practically and theoretically in 

the use of technological means. ICT valued efficiency, 

it extends the speed of communication in the world 

and it helps teachers and students to keep up to date 

There are four waves in its implementations as 

planned by Ministry of Education. Rolled out in 1999, 

a total of 88 schools were involved in the pilot phase. 

In 2002, there should have been massive 

computerization to all 10,000 schools. From 2005 to 

2010, all schools would have been made smart by 

leveraging all ICT initiatives. The final wave from 

2010 till 2020 would see innovative practices using 

Information and Communications Technology. Under 

the Smart School Initiative, all schools are equipped 

with hardware, either in the form of desktops or 

Netbooks. Most recently, the Ministry of Education 

partnered with Google and YTL Communications to 

deploy Chromebooks in schools [7]. Costing RM1.5 

billion, the 1BestariNet project is another 

technology-in-education project launched in 

December 2011 and ensures that high-speed 

connectivity is provided to all schools by June 2014 
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[8]. 1BestariNet IDs were given to all students, 

parents and teachers nationwide, which they can use 

to log-into the online learning system, Frog Virtual 

Learning Environment (VLE), Google Apps for 

Education and the FrogStore. The content and 

educational tools are integrated from Khan Academy 

[9]. Its’ main component, the Frog VLE is to organise 

the teaching and learning in the country.  It is a 

cloud-based virtual learning environment that has 

been designed to simplify and enhance teaching and 

learning, communication and administration. This 

system is originally a UK system that Malaysia 

decided to use to develop e-learning use at schools and 

can assist educators and students in material 

presentation, course management, and assessment. 

The user friendly environment of VLE is suitable to 

provide the users with any sort of instructional facility 

that educators may need in order to make it easier to 

teach and to learn such as graphics, videos, 

animations, sounds, and hyperlinks. 

Moreover, there are numerous other advantages to this 

system, including course management, 

communication and discussion tools, assignment 

submission, assessment, resource management and 

tracking student’s participation and learning 

development. A great enhancement and upgrading 

has occurred in the Malaysian Education System, to 

achieve the goals of Malaysian Education Blueprint 

that covers expected educational perspectives between 

2013 and 2025. In coherence with that, Malaysia has 

come under the obligation for the use of technologies 

in education to produce more skilled and computer 

literate generations to compete with the rest of the 

world in the twenty first century. The Blueprint of 

2013 to 2015 planned to provide 1BestariNet and 

software for all schools across the nation, although in 

2018 it is not fully reached this goal yet. This system 

provides the real class situations for the teachers and 

students online; however, still it is not yet well popular 

enough among educators to employ the service 

substantially and they prefer to apply the traditional 

methods of teaching. 

Initiatives to introduce and promote digital literacy 

among teachers and students ought to be lauded. 

However, there are many shortcomings in its 

implementations that serve as a reminder that careful 

thought must be given so that precious taxpayers’ 

money will not be wasted. In 2004, SchoolNet was 

launched. GITN Sdn. Bhd., a subsidiary of Telekom 

Malaysia was given the task to roll out SchoolNet. The 

SchoolNet infrastructure was delivered through three 

technologies – asymmetric digital subscriber line, 

wireless and very small aperture terminal technology. 

The teaching and learning applications riding on the 

10Mbps Internet connection include podcasting, video 

conferencing and SchoolZone Portal. In future, the 

infrastructure was expected to be expanded to 

accommodate 10 gigabytes of speed. Despite showing 

positive promises initially, SchoolNet fell short of 

expectations, especially in terms of speed (only 

1Mbps), capacity and lack of specifications and 

integration [8]. It is not able to meet the current 

demands and the equivalent usages. 

In place of SchoolNet, Frog VLE was introduced in 

March 2012. Five years later, Cheok and fellow 

researchers conducted a study on teachers’ perception 

of E-learning in Malaysian secondary schools. Nearly 

all teachers complained that poor internet connection 

and facilities as the greatest barrier in implementing 

e-learning. Slow internet connection and that only 

certain areas in the school have access to the Internet 

made it difficult for the teachers. This finding 

corroborated with the study done by [7] which found 

that an overwhelming 77.31% of respondents cited 

internet connectivity as a pain point in schools using 

technology. Furthermore, in the same study, 65.55% 

respondents cited infrastructure problems. There is 

insufficient or out-of-date hardware. Teachers also 

claimed that they do not have enough working 

computers to make e-learning possible during their 

lessons [8]. Moreover, teachers also indicated that the 

computer laboratories in the school are inadequate and 

only few computers have networking facilities and are 

connected to a central school server or school Wi-Fi. 

This means only  two to three classes can carry out 

ICT integrated activities and online learning system 

such as Frog VLE. The computer labs are heavily 

booked and many teachers are discouraged for not 

being able to gain access to the computer laboratories 

[10]. When the situation is such, teachers follow their 

preference on using traditional chalk and talk 

approach in their own classrooms with limited 

computer access.  

It is also identified another barrier which is a large 

class size (30-40 in a class) in  a small structured 

classroom to implement e-learning which constitutes 

greatly on 21st Century Learning [8]. Although 30-40 

students are usual numbers in a Malaysian classroom, 

this makes it difficult for teachers to implement 

e-learning in the classroom.  Even when there is a 

group work given, it is a great defy for students to 

work freely.  The design of 21st century class 

environment employs the constructivist and 

communicative learning approach to encourage 

students to construct new knowledge and meaning 

through the personal experiences and peer interaction.  

Moreover, when the students work in groups, it 

develops their problem-solving skills. In reality, a 

large class size does not give way for successful group 

works that lead to 21st Century Learning. 

 Furthermore, it is a challenge to let students to take 

more responsibility for their own learning as they were 

not always on task. Whatever the technology is being 

used, teachers with strong classroom management 
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skills and ability to create a positive classroom culture 

are needed. So, to implement e-learning in such 

classrooms is not just about being computer literate. 

Students tend to get distracted and visit other than the 

suggested websites; thus this lack of control was 

considered a struggle in running e-learning in the 

classrooms [8].  Out of school, not all students have 

access to the internet and computers at home 

especially in the rural areas. This has limited the 

opportunities for students to use Frog VLE – they can 

only access the cloud-based educational platform in 

school provided if their teachers take them to the 

computer labs. Furthermore, another main challenge 

in using the system is the lack of technical support and 

reliable ICT supports [7], [8]. Teachers are the 

mandated agents of change; nonetheless, with training 

only in education, they are not skilled to repair the 

hardware that is supposed to enhance their teaching 

and learning. This frustrates the teachers because they 

have no one to turn to when they encounter technical 

problems. 

These are some of the suggestions that need to be 

given attention prior to prepare the students towards 

21st century learning environment with better 

infrastructure. Undoubtedly, sufficient computers and 

computer laboratories as well as good maintenance 

may avoid the teachers from being frustrated with the 

heavy bookings that hinder them from using it. Then, 

fast and stable internet connection in the school is a 

fundamental need. It is also suggested to Ministry of 

Education to provide the schools with at least a 

computer in each classroom in addition to the 

computer laboratories [11]. 

Apart from having a computer in each classroom, 

providing overhead LCD projectors for teachers’ use 

in the classroom is highly recommended too. With 

these facilities, teachers can bring real life situations 

to the classroom by projecting relevant video clips, 

images and animated short-stories (locally generated 

or available online) in teaching subjects. Thus, 

helping learners to see the relevance of what they are 

learning in real life situation; making learning more 

meaningful and concrete. Due to this critical role, the 

availability of a computer and the overhead LCD 

projector for teachers use in every classroom is 

considered a basic necessity for e-learning [11]. 

Last but not least, technical support or reliable ICT 

support is needed for the day-to-day maintenance of 

the existing facilities available. Permanent staff for 

this service needs to be employed for each school 

where such staff can provide useful services that can 

help to facilitate teacher’s use of technology in their 

teaching.  Apart from the regular hardware and 

software maintenance (and update) such staff can help 

teachers to get acquainted with the technicalities 

involved in handling new technologies as they 

emerge. Teachers at all levels can also be provided 

with basic training on the use of computer and internet 

through workshops and stand-alone courses. Students 

stand to benefit much from the better infrastructure 

and initiatives in ICT such as introduction of Smart 

Schools and Frog VLE and a vast majority of teachers 

could only provide suggestions in upgrading school 

facilities and better access to the internet. This has 

caused the medium to be underutilized in some parts 

of the country and waste precious resources which 

could be used for better purposes. In most schools, the 

major issue that has become a fear in teachers is 

technical difficulties. Technical difficulties sought to 

become a major problem and a source of frustration 

among teachers. Teachers are not ready to face the 

interruptions in teaching and learning process. 

Technical difficulties here include virus attack, low 

connectivity and printer not functioning.  How do 

these become problems to teachers? These problems 

might arouse a difficult situation for teachers as 

teachers always come prepared to school with their 

materials. For example, when the lesson on the 

particular day need internet connectivity and the 

school has low internet connectivity, it practically 

disrupts the whole lesson of the teacher.  

The implication of this issue is it will cause a sense of 

fear in teachers to conduct lesson in the classroom. As 

stated by Cuban 1999, the lack of available technical 

support is also likely to lead teachers avoiding ICT, 

the fear of a fault occurring that cannot be rectified 

and lesson being unsuccessful [12]. Problems as such 

will also disrupt the lesson in the classroom. Pupils 

will be distracted when such problems occur.  Another 

implication will be teachers will be discouraged from 

using the ICT. The effect is that teachers will be 

discouraged from using computers because of fear of 

equipment failure since they are not given any 

assistance on the issue.  Türel and Johnson’s study 

revealed that technical problems become a major 

barrier for teachers [13].  There are few suggestions to 

the problems mentioned above. The teachers and 

administrators should share and work together with 

other teachers in school. All of them should share a 

thought on how to overcome such problems. The 

administrators should be giving full support to 

teachers. 

 

III. IMPLICATIONS AND CONCLUSION 

  

The application of technologies in teaching and 

learning has elevated education to a new phase by 

improving the quality of education in the world. 

Strengthening students’ and teachers’ capabilities 

have been the main focus in the education reformation 

for the aims of building the Fourth Industrial 

Revolution and 21st century learning environment 

with modern tools, media-rich contents, and 

innovative pedagogical approaches. This has given a 
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true insight to Malaysian educational authorities to 

have an overview on the general perceptions of 

researchers, teachers and students on the ICT use at 

schools and assist them to come up with effective 

solutions to get more benefits from ICT in education. 

The need for increasing digital access and awareness 

in the Malaysian context should be reaffirmed and 

both teachers and students should be aware that ICT 

can help them in their teaching and learning. It is 

more effective if teachers change their teaching 

methods and use more ICT in classes.  On the other 

hand, it is more effective if students use more ICT for 

better learning and understanding in their lessons. It is 

recommended that the Ministry of Education take 

more steps to train teachers and encourage them to get 

more use of ICT in their classes in order to achieve a 

higher standard of teaching and learning in Malaysia 

[8]. 

It has been identified and elaborated three aspects that 

evolve around 21
st
 century learning and Fourth 

Industrial Revolution namely infrastructure, teachers 

and students, to promote effective learning and 

enhance teaching and learning experience.  In 

summary, the group learning can be stimulated by 

mainly having improved work relationship and 

improved leadership to transform students into active 

learning and gain the sense of responsibility. The 

motivation comes from students making effort and 

feeling satisfied in the learning process which then 

lead them to perform better and set a higher goal of 

achievements.  The students’ skills development 

requires the support of the web resources, engaged 

online communication and meaningful presentation to 

bring the impact of being capable in managing the 

resources, utilising the social tools and media for 

delivering messages.  The knowledge transfer can be 

stimulated by having enhanced knowledge on project 

management and readiness for future developments 

which inspired students to advance and diversified 

their knowledge and skills into different situations.  

This study can be concluded that the students’ 

learning experience can be enhanced as the learning 

environment is designed to support and promote 

effective learning, particularly when the technologies 

and media-rich contents are used to co-construct new 

meaning and knowledge.  

This study also provides important information on the 

barriers in using ICT in classrooms. If 21st Century 

learning is to succeed, teachers must have proper 

technology, training and time to spend on the system. 

As their basic knowledge of ICT has a significant 

correlation with training [14], training must not stop 

after the implementation; instead it should be 

continued throughout the initial implementation when 

struggles are likely to be at their greatest.  Moderate 

skill level and comfort in using the technology is a 

necessity. This is because their personal comfort and 

confidence will influence greatly to decide how 

teachers approach technology use and plan their 

lessons. Administrative support is also important 

especially by looking into critically needed 

infrastructures and facilities, such as a reliable and 

fast internet connection and providing enough 

computers for all students. Administrators need to 

play a more active role in creating conditions fostering 

innovation. They must be the ones to identify with the 

innovation and persuade or cajole others into adopting 

it. Their importance has many times been confirmed 

in many past empirical studies [15]. By understanding 

the barriers teachers are facing, Ministry of Education 

and school management can decide how these barriers 

can be tackled. Teachers must be aware of the 

importance of using technology in the classroom.  At 

the same time, they should be provided with access to 

resources and be trained to use these resources 

effectively. Getting access to the Internet and 

computers, and knowing how to use them require 

time, training and technical support.  

There are a number of factors evolve on 21st Century 

learning implementation in Malaysian schools 

nationwide. The first most crucial reason is that most 

schools are not well-equipped in terms of 

infrastructure. Poor internet connection made it quite 

challenging for teachers to carry out online learning.  

Our second finding leads to the lack of training and 

support for teachers. There was a common plea to 

provide teachers with the necessary ICT qualifications 

to enable them to effectively engage students in using 

ICT to enhance their learning. Technological 

infrastructure and technical training are important 

aspects of successful e-learning. In addition, without 

sufficient technical support and assistance in the 

school, teachers cannot be expected to overcome the 

struggles preventing them from fully utilizing the 

system [16].  

More teachers will embrace technology integration in 

the classroom over time, as the infrastructure matures 

and their beliefs evolve.  On the other hand, policy 

makers need to do away with beliefs that just by 

providing high access to e-learning would lead to 

major changes in classroom teaching and learning. 

The most relevant aspect is to change how schools are 

organized, how time is allocated, and the way teachers 

are being trained. Interactivity of cloud-based learning 

designs would benefit from a greater focus in teacher 

education programs [17]. Systems developers and 

telecommunication companies should also improve 

their product reliability by making them more 

user-friendly and useful, increase technical support to 

teachers, and not forgetting to increase Internet 

connection at marginal cost to schools. If these cannot 

be done, then only peripheral modifications will occur 

in schools.  Contextual factors will influence the 

technology adoption rate or if there is to be no 
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adoption at all. If at all technology is being used, it will 

be used to sustain old practices. The most important 

asset to achieve a high income developed nation status 

is through quality human resource which can face 

challenges in applying 21
st
 century skills. Based on the 

previously stated statement, we can perceive that to 

spur a world class nation, human resource which is 

competitive, knowledgeable, creative, and possessing 

positive ethics plays a significant role. Based on the 

previously stated statement, we can perceive that to 

spur a world class nation, human resource which is 

competitive, knowledgeable, creative, and possessing 

positive ethics plays a significant role.  Due to this 

important role, North Central Regional Educational 

Laboratory (NCREL) and Metiri Group have created a 

21st century education model which is known as 

enGauge 21st Century Skills. However, although there 

are many initiatives carried out by our government, 

Irfan research findings suggested that urban school 

students are better exposed to ICT facilities and 

applications, and that those facilities (either at home 

or in their schools) are probably of better quality. 

These findings clearly indicate that the digital divide 

between the rural and urban school students still 

exists, and the government as well as the society needs 

to consider the necessary actions to overcome this 

issue. This finding research conducted in 2018 which 

stated that in terms of educational aspects, the rural 

students face many problems and challenges in using 

ICT. Therefore, in order to overcome this particular 

problem, the government should initiate many 

education programs to rural students in order to 

encourage them to use ICT for educational purposes. 

Another local researcher also supports this effort as 

she states that education programs which integrate the 

use of technology are able to produce rural students 

who are ICT literate and able to keep pace with the 

globalization of the world. The role of various parties 

is also vital in ensuring that the development of ICT 

can benefit all communities, especially in rural areas. 
In short, technology in 21st Century Learning is only a 

tool to facilitate the processes involved. Teachers and 

students are still the ones who have to make teaching 

and learning happen. Students need to want to 

construct knowledge on their own instead of merely 

receiving and memorizing what is taught. On the 

other hand, teachers must have in-depth knowledge of 

their content and pedagogical matters. The more 

teachers know how their students learn, the more they 

will be able to employ a variety of teaching strategies 

including a wide-range of technology-based tools in 

matching their students’ needs with the content to be 

taught prior to 21st Century learning methods. 

Technology-enhanced learning environments need to 

be designed by considering pedagogy and content 

matters for higher ecological validity and thus for 

systems be relevant to be used.                                           
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