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Abstract - Living in a highly inter-connected environment entails a very high cost of vulnerability. Cyberspace has 
developed into an indispensable part of a state, a society of individuals as the development and application of information 
technology has succeeded in marking its significant importance in every realm. However, the emergence of colossal 
cyberspace has engendered various deliberate strategic and actionable possibilities within the structure. The information 
environment, in the present times, constitutes potential risks and menace which can possibly derange the immediate 
intelligence. The expanse of being attacked by merely existing as a part of this domain is tremendous and virulent, in some 
cases. The caveat of having to obverse the existing potentially vulnerable components in the structure gains utmost 
importance in such situation. 
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I. INTRODUCTION 

 

“Cyber space” being an expansive platform, 

accommodates collective digital information which 

constructs the unabridged world of the internet. As 

this paper aims to introduce the sensitivity entailed by 

stuff which finds its placement on the internet, it is 

important to understand the concept of “cyber 
warfare” concerning its designation and attribution. 

Cyber warfare offers an absolute domain to activities 

over the internet that unfailingly demonstrate novelty 

in terms of their execution, for instance, hacking, 

cyber espionage, cyber sabotage, cyber terror, 

information warfare, are discerned as the recurring 

conspicuous new forms of attacks taking place in 

virtual space. The cyborgisation of human beings at 

psycho-physical levels provides inestimable 

substance to be pursued, which possibly carries 

immense amount of possibility of being attacked. 

Hacking, in itself, facilitates the attacker to penetrate 
the victim’s psychological and physical spaces by 

various endangered ways. Hackers seek to exploit the 

existing vulnerabilities to mobilize certain iniquitous 

pursuits, as hacking advances space to enable 

infiltration into idiosyncrasies of computers or 

computer networks. The attempts to accord an 

absolute definition to the concept of “cyber-attack” 

would be received as contentious efforts today; 

however, it is generally referred to illegitimate 

intrusion into computer systems in such forms as 

tampering, data-theft and server infiltration etc. 

 

II. ASPECTS OF SOCIAL ENGINEERING IN 

CYBER SPACE 

 

At times the most inadequate and feeble loop of any 

architecture is the human running/operating that 

architecture, hackers are very well acquainted with 

this permeable boundary of the opponent’s system. 

They choose their target in accordance with the 

inadequacy of the opponent’s side; the prerequisite to 

that is immense amount of study so as to contemplate 

the psychological and cognitive aspects of the human 

being. Therefore, the vulnerabilities of the human 

mind are profoundly attacked and persuaded into 

doing what the hackers want to achieve. This 

phenomenon will be further elaborated with certain 

exemplifications in the paper. 

Phishing is now one of the most common and 
deadliest hacking techniques that allows the attacker 

to replicate the most accessed sites and ensnares the 

victim by sending spoofed link. This technique is best 

carried out in tandem with social-engineering, which 

denotes the effectiveness of taking cognizance of the 

psychological bearings of the victim. The attacker’s 

knowledge of the victim’s personal interests plays an 

important and advantageous role here, as a phishing 

mail acts like an entrapment which misdirects the 

victim, hence their intimate space is compromised as 

they are now bamboozled. 

 

III. EXTENT OF A VERY WELL SOCIAL 

ENGINEERED ATTACK 

 

On March 4, 2018, in Salisbury, United Kingdom, 

British citizen Sergei Skripal, a former Russian 

military intelligence officer and UK double agent, his 

daughter Yulia Skripal, were exposed to a highly 

toxic and potentially lethal chemical weapon agent. 

This chemical attack was unanimously condemned by 

the leaders of many countries, it was discerned as 

“the first offensive use of a nerve agent in Europe 
since the Second World War.” A declassified letter 

from the UK’s national security adviser, Sir Mark 

Sedwill, to NATO Secretary General Jens 

Stoltenberg, stated Russian military intelligence 

hacked Yulia Skripal’s email account since at least 

2013 and tested methods for delivering nerve agents 

including on door handles. Penetration into Yulia 

Skripal’s personal gmail account could have possibly 

provided access to the attackers to follow her private 

whereabouts as gmail account preserves idiosyncratic 
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data of the individual in their account. The study of 

the social inclinations of Yulia proved fatal to both 
Sergei and Yulia. This goes on to show that finances 

are not the only important subject at risk in the cyber 

space. The attacks and plots are only going to get 

more sophisticated with time. 

 

IV. GAINING FINANCIAL ADVANTAGE BY 

STUDYING MARKET EMOTIONS 

 

The decentralized nature of the cyber space provides 

a wide platform to disseminate information; in such a 

case, finding veracity in capricious stuff available on 

the internet becomes a difficult task. Attackers tend to 
take advantage of this scenario, hence playing with 

audience’s brainpower benefits them. The hacked 

twitter account posted news claiming two explosions 

happened at the White House and Barrack Obama got 

injured in the year 2013. This post which survived on 

the internet for almost four minutes profoundly 

affected the stock market and ended up benefiting 

those who aimed at it. The attackers effectively 

predicted the emotions of the market and 

productively exploited them. These attacks displace 

the boundaries as they not only remain technical 
attacks but have specific intentions; intentions of theft 

and creating chaos in the ordinary system. 

 
Fig 1:A screengrab of the fake tweet sent by hackers from the 

Associated Press Twitter account 

 
Fig 2:A chart showing the Dow Jones plunge in the moments 

after the bogus AP tweet was sent from the agency's hacked 

account 

 

V. INFORMATION WARFARE 

 

Sun Tzu, one of the most well acclaimed Chinese 

writers and philosophers, has suggested in his seminal 

work of military strategy The Art of War (1772) “all 

warfare is based on deception.” Unraveling this 

notion by contextualizing it differently, propounds 
various challenges and perplexities as information 

warfare encapsulates dynamic social and technical 

apparatuses of misinformation, propagandist 

information and deception. 

The nature of information warfare has been 

undergoing continuous evolution, from functioning as 

a resourceful tool, information had begun to 

accommodate conceptions which behave as virtual 

weapons. The dissemination of manipulatively 

engineered information by the battlefield 

commanders in the cyberspace to predispose 

certain/general audience further leads to undeniable 
information warfare. The journey of information from 

intelligence to influence destabilizes its centrality as 

it moves towards the periphery of the structure as 

soon as it adopts the role of propagator. Fiddling with 

the psychology of consumers facilitates information 

to divulge its placing as a socio-economically 

motivated political instrument. 

 

VI. NEED FOR INTERNATIONAL 

COOPERATION 

 
As it has been mentioned in the above parts of this 

paper a cyberattack does not possibly take into 

account the temporal and spatial boundaries. Its 

transcendental nature has had immense effects and 

caused damage to certain ordinary systems varying in 

terms of their levels and attacks being targeted at 

them. The fact that a cyberattack can be commenced 

instantaneously from anywhere poses a significant 

challenge to the affected system to descry the attacker 

which possibly makes the process of retaliation even 

more dense. In such a scenario, cooperation from 

various systems and countries is anticipated so as to 
trace the attacker with collaborative efforts. It is of 

utmost importance to sweepingly assemble 

comprehensive information from various sources and 

to organize, analyse and then deploy it in the most 

effective manner. Unlike a traditional military 

operation cyber-attacks are usually carried out with 

utmost secrecy and to uncover these secrecies 

International cooperation is essentially required. 

If an Indian agency finds out that an attacker based in 

Russia has carried out a cyber- attack and inflicted a 

large sum of financial loss to a particular 
organization, no matter how good our diplomatic 

relations are with the country, we cannot go and ask 

them to arrest the person unless and until they 

willingly cooperate with us. That’s why there is a 

need for an organization which can cater to the needs 

of cyber investigations across multiple countries. The 

unpredictability of incoming cyber-attacks and the 

ability to quickly damage any critical infrastructure 

act as the biggest predicament to the targeted or 

affected party. With the proliferation of investments 

in cyberwarfare and cyber defence capabilities a strict 
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framework for resolution becomes the prerequisite to 

tackle the damages. 

VII. NEED TO SENSITIZE USERS 

 

There is a constant need to sensitize the users of the 

Internet in order to make them aware of the intentions 

and modus operandi of the discussed 

attackers/hackers. The limitation to this approach is 

that not every user can learn about the technologies 

pertaining to cyber space and thus cannot fully 

understand the working of a hacker. The limitation 

discussed can be overcome by studying the intent 

with which a hacker operates. Also, the hacker 

deploys certain ways to phish his way into 
compromising a target. Hence, if we find out the 

workings and modus operandi of phishing, we will be 

able to clearly take cognizance of a threat when we 

see one. 

 

VIII. CONCLUSION 

 

The need of the hour in the cyber space is to generate 

and acquire awareness concerning social practices 

that hackers use to gain unauthorized access into a 

person’s personalized networked architecture. 
Studying these practices will make us immune to the 

probable attacks without actually learning the 

technical and the research part of cyber space. The 

initiative should be proposed by people who hold the 

topmost position in hierarchy of any system. If we are 

to discuss India’s cyber mechanisms as elements of 

national power, the government alone cannot take 
care of such an initiative in a country like India where 

multiple and pluralistic approaches are used by the 

consumers. The best example to look forward to and 

to learn from is China. In China, it is really hard to 

know when the government’s role in a particular task 

ends and the role of private entities start. They place 

trust in their corporates as long as national interests 

are concerned. 

India needs to follow a similar approach so as to cater 

to such a high systematic demand. Public Private 

personnel must join hands and work together to make 

a secure and robust cyber space. 
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