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Abstract - Recently, many organizations have higher demands for implementing a secure software system by adopting 
standards of security management. The ISO 27000 family standards are common for targeting different assets at an 
organization for developing its security activities. This study aims to target a number of review and audit activities at ISO 
27000/ ISO 27001/ ISO 27002 standards by conducting a case study research methodology on an existing web-based software 
application in order to deal with physical and environmental security resources. The findings of this paper addressed a 
mismatched terminology an organization with ISO 27000 terminologies, ISO 27001 addressed a security policy for security 
requirements to the targeted organization, and ISO 27002 intended with reviewing and auditing the existing software source 
code. The original value of this paper shows that the use of ISO 27000/ISO 27001/ISO 27002 is quite different of developing 
an existing secure system rather than developing a new build secure system in terms of challenges of reviewing and auditing 
processes on existing resources. 
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I. INTRODUCTION 
 
Recently, a large number of organizations who have a 
software system are willing to develop its resources 
based on a higher level of information technology (IT) 
evolutions. The complexity of development is 
increased based on the higher potential of 
organizations demands in regard to systems quality, 
productivity, effectiveness, satisfaction, and security 
characteristics. These characteristics definitely have a 
massive impact on the performance of the produced 
resources and software enterprises in the IT industry. 
From this point, the standardization producers such as 
the International Organization for Standardization 
(ISO) and Institute of Electrical and Electronics 
Engineers (IEEE) have been focusing on establishing a 
number of standards family for different areas like 
quality resources and security resources. These 
resources can be as organization documents or 
software enterprises.   
A wide number of researchers have focused on 
developing processes, frameworks, techniques, and 
models for Information technology security 
development and evaluation criteria. Abran, Alain, et 
al. [1] demonstrated the usability of standards for the 
evaluation of a software enterprise. Which also 
mentioned to a challenge of following standards at an 
organization in terms of dealing with security 
characteristics by the domain experts. Jung, et al. [2] 
indicated to the processes of dealing with the 
functionality factor that has security attribute as a 
sub-characteristic precisely in the ISO/IEC 9126 
standard.  After focusing on establishing recourses of 
standardizations to develop secure organizations 
resources from scratch, a new challenge has appeared 

in the development of security at old or existing 
resources. These existing resources have neglected the 
processes of providing security aspects on its 
environment [3]. To deal with these challenges, many 
researchers have developed new strategies supported 
by practices and recommendations for implementation 
criteria based on security management standards. 
ISO/IEC17799 [4] and SSE-CMM version 3.0 (2003) 
[5] have focused on information systems security 
process improvements to the different targeted 
audiences. Siponen, Mikko, and Robert Willison [6] 
have presented an analyses study to the BS7799, 
GASPP and SSE-CMM standards of information 
security management that discovered the primary 
weaknesses of casting serious doubts on their validity 
which also intended with the unjustified personal 
observations at the given standards. 
 
 Recently, ISO 27001 [7] established in 2005 from the 
national standard BS7799-2 [8] and categorized by an 
Information Security Management System (ISMS) as a 
standard of security. This standard has a tremendous 
number of participants who certified their enterprises 
considering the statistics in 2008 by 4457 certificates 
[9]. This dramatic number of certifications indicates 
the effectiveness and efficiency benefits of using this 
standard are very high and global security requirement 
engineering. 
 
A. Paper Structure  
The paper structured as follows: Section 2 
demonstrates the ISO 27000/ ISO 27001/ ISO 27002 
Standards. Section 3 presents the research design 
according to the single case study research 
methodology, research question, and the case study 
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setup. Section 4 presents the findings of conducting the 
case study in three aspects; the ISO 27000 terminology 
review, the ISO 27001 requirement review, and the 
ISO 27002 source code practice review. Section 5 
discusses the noticed practices after implementing ISO 
27000/ ISO 27001/ ISO 27002 standards. Finally, 
Section 6 concludes this paper. 
 
II.OVERVIEW OF INTERNATIONAL 
STANDARDS 
 
ISO is an organization established in 1946 by a number 
of qualified experts in different sectors. This 
organization supported a large number of companies in 
overall the world. It aimed to generate a global 
requirement that can be used for enhancing and 
standardizing the organization resources based on a 
strategic decision of adoption the standard processes 
for implementing, maintaining and improving these 
organizations. The standards ISO 27000 were 
established in 2009 to illustrate the overview, 
vocabulary, and explanations of terminology in the 
information security management system [10]. This 
standard focuses on the risks that may occur at an 
organization in terms of misunderstanding the 
meanings of security aspects in the business processes. 
The main contribution of this standard was the 
Plan-Do-Check-Act cycle that helps for implementing 
initially the process of security management approach 
[7], [11].In 2005, the standards ISO 27001 published 
to enable the organizations to obtain the certification of 
Information Security Management System (ISMS). 
Susanto12 and Tuan [12] have mentioned to the power 
of the ISO 27001 compared with other four 
Information Security Management System (ISMS) BS 
7799, PCIDSS, ITIL, and COBIT standards.  
The main target of the ISO 27001 is focused on the 
security controls to protect information assets to build, 
implement, monitor and enhance the effectiveness of 
an organization’s ISMS. In fact, ISO 27001 [7],[11] 
formally relates with the ISO 27002:2013 version [10] 
in the requirements of the ISMS, but the code of ISO 
27002 concentrates with the code of practice/guideline. 
As a primary condition to start practicing the ISO 
27002 at an organization, the implementer must assess 
the information risks by checking if this standard is 
suitable with the organization characteristics. The ISO 
27002 standard clearly aims to select, implement and 
manage the ISMS on the code of practice.  For the 
organizations who have not been carried out the ISMS 
on the code of practice, they need to follow 
comprehensive audit guidelines in different areas of 
the ISO series standard contents. The process of 
auditing the existing system focused on the 
organization of information security, asset 
management, communications and operations 
management, and information systems acquisition, 
development, and maintenance in order to maintain, 
protect, secure service delivery in line with the third 

party, software exchanged within an organization [10]. 
However, this paper focuses on implementing the 
review and auditing security issues on an existing 
system by following the resources and guidelines from 
the ISO 27000, 27001, and 27002 security 
management standards as shown in the next sections. 
 
III. RESEARCH DESIGN 
 
This study conducted a single case study research 
methodology based on a Yin approach [13] for the 
process of implementing a single case study. It aims to 
study the practices in a specific area and to increase the 
knowledge of the decision-making process in the 
selected phenomena. Starting from determining the 
research questions; (RQ1) how can the ISO 27000, 
27001, and 27002 influence on information security 
management? (RQ2) What are the noticed practices 
after implementing these standards? For demonstrating 
the scope of this case study. Secondly, demonstrating 
the company profile that we dealt with in order to study, 
analyze, and examines the physical and environmental 
security issues. Finally, recognize the discovered 
security gaps, challenges in order to implement clearly 
a number of selected security activities from the ISO 
27000, 27001, and 27002 security management 
standards. 
 
A. Case Study Setup 
Every organization is applicable to deal with the ISMS 
regarding with the standard of practices from the ISO 
27000 series. Usually, large organizations are 
applicable to enhancing their quality of ISMS such as 
the oil, health, ministries and government, travel 
agencies, IT, heavy industry, and banking 
organizations [14]. However, this case study is 
implemented by the outsourcing software company 
that has developed a custom-made software 
application [15] as a dynamic web application. This 
application is developed using ASP.Net C sharp 
programming language. This application for the 
students in Jeddah University to browse the available 
student activities. It has built by a small software 
development company (outsourcing organization) for 
the students in Jeddah University as a proposed 
suggestion to enhance the process of social students’ 
activities. 
 
IV. RESULTS 
 
In this case study, we concentrate to practice security 
activities in the ISO 27000 in regard meanings 
associated with the risk management process, and the 
process of review and audit on the discovered 
mismatched meanings with the company. In regard the 
ISO 27001, we concentrate to inspect security 
activities for the company documentation which 
associated with the roles of establishing the 
requirement of security policies. Finally, we 
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concentrate on practicing some security activities in 
the ISO 27002 in regard to the review processes on the 
given source code in terms of the vulnerabilities-based 
security pattern. 
A. ISO 27000 Terminology Review 
After reviewing the used terminologies in the company, 
it resulted in there were commonly misunderstanding 
of policies and procedures meanings based on risk 
management process. It defined by reviewing the 
responsibilities of the team members for reviewing and 
monitoring the risks. In addition, there were fewer 
demonstrations to the roles of top management 
meaning which differ from the system management in 
order to the reviewed resources for activities in the 
project management. A gap meaning with regard to 
distinguishing between top management and system 
management was unclear. The company mixed 
between these vocabularies according to the ISO 
27000 terminologies. Reporting these vocabularies by 
the reviewers to the company before auditing the final 
version of company resources. This means that the 
review processes are presenting a clear statement to 
describe the discovered missing or incorrect issues as a 
structured review report. Which is not for 
accountability to those occurring a mistake but to let 
them fix it before moving the resources to the auditors 
try for ensuring that the discovered mistakes are solved 
clearly. 
 
B. ISO 27001 Requirement Review 
According to the ISO 27001 checklist and guidelines, 
we inspected a part of the security requirements at the 
company documentation. It resulted in reviewing the 
policies of information security at the company which 
has not confirmed the senior management’s 
commitment. It specified by the top management who 
were not responsible to create the requirement of 
establishing the policies in the company. Moreover, we 
reviewed the roles of identifying the company scope 
that has not met the requirement for planning processes 
at the ISO 27001 in order to the boundaries of the 
targeted organization. This case reported as a lack of 
following a high-level business-driven strategy lead to 
presenting poor compliance with the procedures for 
identifying the scope of work in the requirements 
specifications. After all, the auditing on these given 
cases was intended with following the standard 
processes to change and approve the responsibilities of 
top management at the company. 
 
C. ISO 27002 Source Code Practice Review  
ISO 27002 focuses on the internal review for the 
source code practice.  According to this standard, the 
company who has developed the source code has 
reviewed according to various vulnerabilities-based 
security pattern. These patterns included the detection 
of SQL injection, cross-site scripting, remote 
command execution, discover sensitive files 
vulnerabilities. Each pattern has a number of detection 

roles and a number of prevention roles that were based 
on the best practice to write secure source code. The 
process of review resulted in insecure HTTP cookies 
and the communication approach is not secure 
(medium). In the server of the software, we found 
missing of HTTP security headers (low). The 
inspections showed that the X-Frame-Options has not 
included the protections against clickjacking attacks, 
the X-XSS-Protection has not included the mitigates 
cross-site scripting attacks, and the 
X-Content-Type-Options has not included the 
protections against possible phishing or XSS attacks. 
The existing code has reported that there was a gap of 
missing preventions of patterns in the source code for 
vulnerabilities-based security pattern. 
 
V. DISCUSSION  
 
This study discusses a number of security activities 
using the review and auditing technique through 
following the guidelines of ISO 27000/ ISO 27001/ 
ISO 27002 Standards. The implementation processes 
of these standards were distinguished between the code 
review (CR) and the security code review (SCR). CR is 
demonstrated as a software quality assurance processes 
that practiced to examine and ensure the expectations, 
outcomes, and challenges of a software system. And it 
could be implemented by automate code review tasks, 
program comprehension in practice, and 
socio-technical effects [16].  While the SCR is 
demonstrated by the experts who practice the process 
of examinations to the security expectations, outcomes, 
and challenges precisely. Besides, the implementation 
processes of ISO 27000/ ISO 27001/ ISO 27002 
Standards revealed on a difference between code 
auditing (CA) and security code auditing (SCA). CA is 
considered as a testing procedure for ensuring that the 
reviewed aspects are solved correctly or still require a 
correction [17]. While the SCA is demonstrated as 
practices are carried out by security experts to ensure 
that the generated report from the CA is dealt with to 
enhance and solve the discovered incorrect security 
issues. 
 
VI. CONCLUSION 
 
The use of ISO 27000/ ISO 27001/ ISO 27002 
standards helps professionally to fulfill a higher level 
of ISMS and to obtain certificates. Risks of 
implementing systematic management of IS without 
following standardizations very dramatic. This paper 
conducted a case study research methodology in order 
to practice and demonstrate the number of security 
activities based on ISO 27000/ ISO 27001/ ISO 27002 
standards chick lists and guidelines. Firstly, the 
practices based on the ISO 27000 resulted in the 
reviewed terminologies of risk management and 
management system policies. Secondly, the practices 
based on the ISO 27001 resulted in the reviewed 
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security requirements at the company documentation 
precisely for resolving the responsibilities of the top 
management and the boundaries of establishing the 
project scope. Thirdly, the practices based on the ISO 
27002 resulted in a gap of including scripts of 
prevention from the vulnerabilities-based security 
pattern. Finally, this paper noticed that there is a 
difference between the code review and security code 
review, and a difference between the code auditing and 
security code auditing. Keep practicing security code 
review and security code auditing impacts positively 
on the physical and environmental securities resources. 
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