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Abstract - The etymology of the word “Risk” can be traced to the Latin word “Rescum” meaning Risk at Sea or that which 
cuts. Risk is associated with uncertainty and reflected by way of charge on the  fundamental/ basic i.e.in the case of business 
it is the Capital, which is the cushion that protects the liability holders of an institution. Banks are compelled to encounter 
various kinds of financial and non financial risks. These risks are interdependent and events affecting one area of risk can 
have ramifications and penetrations for a range of other categories of risks. In the current scenario the Information 
Technology/Information System Risk management became the most inevitable task of the bank. The increase in tremendous 
number of fraudulent transactions via password compromising, OTP sharing, phishing etc may cause wide range of 
possibilities of threats to the firewall of the organisation. 
This article mainly deals with the major Information system threat that arouse in banking industry. After a brief description 
on it, the study leads to the possible ways of managing the risk Importance of risk management program has been briefly 
illustrated. The role of Information Technology department in banking industry in safe guarding the privacy of the customer, 
their account details and other sensitive data of the bank has been briefed. As a conclusion, the article describes about the 
avoidance of risk through the approaches Avoid, Reduce, Transfer, and Accept. As technology increases day by day, the 
possibility and loopholes for new fraudulent are increasing. In practice there is no single unified solution for IT Risks. It's 
been said that we can control to an extend cannot be eradicated. 
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I. INTRODUCTION 
 
Risk is defined as the uncertainty of an event 
occurring that could have an impact on the 
achievement of objectives. The definition of risk 
assessment then follows as the identification, 
evaluation and  estimation of the levels of risks 
involved in a situation, their comparison against 
benchmarks or standards, and determination of an 
acceptable level of risk. Risk assessment falls into the 
overall discipline of risk management. Risk 
assessment is increasingly conducted by many groups 
within an organization to fulfill a variety of business 
and regulatory requirements. Risk assessment should 
answer the following aspects, 1) What can go wrong? 
2) How can it go wrong? 3) What is the potential 
harm? What can be done about it? 5) How can we 
stop it from happening again?For most of the 
organizations, risk management is the process of 
identifying vulnerabilities and threats to the 
information resources used by an organization in 
achieving business objectives and deciding what 
effective steps to be taken to reduce the risk to an 
acceptable level, if not eliminated fully. Effective risk 
management begins with a clear understanding of the 
organization’s appetite for risk. This drives all risk 
management efforts and, in an IT context, impacts 
future investments in technology, the extent to which 
IT assets are protected and level of assurance 
required. Risk management encompasses identifying, 
analyzing, evaluating, treating, monitoring and 
communicating the impact of risk in IT processes. 
Having defined risk appetite and identified risk 

exposure, strategies for managing risk can be set and 
responsibilities clarified. 

 
Based on the risk assessment, the Management 
may choose any of the following approach to 
manage the risks. 
Avoid – Wherever feasible, choose not to implement 
certain activities or processes that would incur risk 
(i.e., eliminate the risk by eliminating the cause). Eg. 
Allowing modification of interest rate with effect 
from a prior date knowingly or unknowingly may 
lead to income loss to the bank and so bank takes a 
decision to disable that activity. Reduce – Lessen the 
probability or impact of the risk by defining, 
implementing, and monitoring appropriate controls. 
Transfer (deflect or allocate)- Share the risk with 
partners by transfer, via insurance coverage, 
contractual agreement, or other means. Accept – 
Formally acknowledge the existence of the risk and 
monitor it. 
In other words, risk can be avoided, reduced, 
transferred, or accepted. An organization may also 
choose to reject risk by ignoring it, which can be 
dangerous. 
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II. DEVELOPING A RISK MANAGEMENT 
PROGRAM 
 
The first step is to determine the organization’s 
purpose for creating a Risk Management program. 
The second step is to designate an individual or team 
responsible for developing and implementing the 
organization’s risk management program. While the 
team is primarily responsible for the risk management 
plan, a successful program requires the integration of 
risk management within all levels of the organization. 
Operations staff management should assist the risk 
management committee in identifying risks and 
developing suitable loss control and intervention 
strategies. 
 
III. PROCESS OF RISK MANAGEMENT 
 
It is a fact that each IT asset is attached with different 
level of risk.So in the process of risk management, it 
is a must to have an inventory record for each 
information resource or asset that needs protection 
because they are vulnerable to threats. The value of 
an IT asset depends widely on the way it is 
implemented and related to the business. The 
inventory record should have enough information to 
identify the asset like distinct identification, relative 
value to the organization, location, risk classification, 
owner, designated custodian etc.The purpose of the 
classification may be either to prioritize further 
investigation and identify appropriate protection 
(simple classification based on asset value), or to 
enable as standard model of protection 
provided,based on its criticality and 
sensitivity.Examples of typical assets associated with 
information and IT include- People, buildings, 
Information and Data, Hardware, Software,Services 
and Supplies etc.The next step in the process is 
assessing threats and vulnerabilities associated with 
information resources and likelihood of their 
occurrence. In this context, threats are any 
circumstances or events with potential to cause harm 
to an information resource such as destruction, 
disclosure, modification of data and/ or denial of 
service. Common classes of threats are - Errors and 
Omissions,Acts of nature, Malicious 
hackers/Malicious codes, Frauds and Theft, 
Employee sabotage, Equipment/Software 
failure.Threats occur because of vulnerabilities 
associated with use of information 
resources.Vulnerabilities are characteristics of 
information resources that can be exploited by a 
threat to cause harm. Examples of vulnerabilities are: 
Lack of user knowledge,Lack of security 
functionality, Poor choice of passwords, Untested 
technology, Transmission of unprotected 
communication. The result of any of these threats 
occurring is called an impact and can result in a loss 
of one sort or another. In commercia organizations, 
threats usually result in a direct financial loss in the 

short term or an ultimate (indirect) financial loss in 
the long term. The same could be calculated through 
qualitative or quantitative analysis. Quantitative 
methods involve assigning numerical measurements 
that can be used in the analysis to determine total and 
residual risks. And qualitative analysis involves the 
use of scenarios and attempts to determine the 
seriousness of threats and effectiveness of 
controls.Once the elements of risk have been 
established, they are combined to form an overall 
view of risk. The risk is proportional to the value of 
the loss/damage and estimated frequency of the 
threat.Once risks have been identified, existing 
controls can be evaluated or new controls designed to 
reduce the vulnerabilities to an acceptable level of 
risk. These controls are referred to as 
countermeasures or safeguards.They could be actions, 
devices, procedures or techniques (i.e., people, 
processes or products). Elements of control that 
should be considered when evaluating control 
strength include whether the controls are preventive, 
detective or corrective, manual or programmed, and 
formal (documented in procedure manuals and 
evidence operation is maintained) or ad-hoc.The 
remaining level of risk, once controls have been 
applied, is called residual risk and the management 
can further reduce risk by identifying those areas in 
which more control is required. An acceptable level 
or risk target can be established by management.Risk 
in excess of this level should be reduced by the 
implementation of more stringent controls.The 
identification, evaluation and management of IT risk 
at various levels will be the responsibility of different 
individuals and groups within the organization. 
However, these individuals and groups should not 
operate separately since risks at one level or in one 
area may also impact another.In summary, the risk 
management process should achieve a cost effective 
balance between the application of security controls 
as countermeasures and significant threats. Some of 
the threats are related to security issues that can be 
extremely sensitive for some industries.It is often said 
that, the best defense against IS/IT related risks is to 
create a security awareness against frauds within staff 
and customers. Few of the IS/IT areas, where 
incidents have been reported in recent times in 
different banks and the possible mitigation steps are 
narrated below. 
 
1) Pass word compromising 
Any organization will have its own approved 
password policy; our bank has also an approved 
password policy. As per the policy,the password 
should have a minimum of eight character length, it 
should contain alphabets, numeric and special 
characters.When we select a password it should be 
ensured that it shall not be easily guessed .Name of 
family members, vehicle numbers,employee number 
etc should generally be avoided. Most of the 
applications force the users to created strong 
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passwords. In cases where such practices are not 
forced, we should be taking the initiative. 
 
2) Transactions through Internet Banking 
The evolution in telecommunications technology and 
the Internet has boosted a revolution in the 
development of electronic network, through which 
customers have access to banking products and 
services (electronic banking). In these channels, the 
degree of automation is usually high, the human 
intervention low. This new situation raises fresh legal 
and ethical dilemmas and challenges to both the 
customer and the bank.To avoid/reduce the risks 
related to Internet Banking operations,the following 
methods are suggested. 
a) Use second factor authentication (2FA), if 
customer has opted for this facility. The customer 
will get a onetime password (OTP) on his/her 
registered mobile for each login, and so if the mobile 
is in safe hands , a fraudster will never be able to 
access it. 
b) Register the customer’s mobile no: for Internet 
Banking alerts.This will not fully prevent fraudulent 
transactions, but if the customer acts immediately on 
receiving an alert , further damage could be reduced. 
c) If any pop up screens appears demanding login 
credential of ATM card or any such electronic 
payment device, simply ignore them and inform the 
bank immediately.Banks will not collect such details 
from customers, unless warranted specifically in 
cases like password reset etc. In such cases banks 
cross verify the genuineness of the password resetting 
request. 
d) Create awareness among customers to ensure that, 
they log in to the secured site of bank. 
 
3) Phishing Attacks 
This is a criminal attempt to steal your personal 
information through fraudulent emails or smart-phone 
texts. The emails are often very believable in nature, 
a) It may lure the victim to the site of a bank or any 
organization that requests them to provide personal 
financial details such as account number, card 
number, card pin number etc. It is important to note 
that no organization will send an email asking for 
personal information. 
b) It may be in the form of email from customers 
requesting to transfer amounts to different other 
accounts. The peculiarity of such fraudulent emails is 
that the message may resemble the same style of 
language used by the customer and details mentioned 
in the email may refer to the accounts maintained by 
the customer with the branch. This is done with the 

specific intention of making the person at the other 
end to believe the genuineness of the e mail. The 
fraudster continuously studies the email 
communication between the customer and bank for a 
long period. 
c) Email attachments of scanned letters are also not 
safe for that matter. It is not difficult to get the 
signature pasted on a scanned document by a 
fraudster, so as to give a genuine look and feel to the 
attached letter. 
 
IV. CONCLUSION 
 
Considering the importance of the IT/IS risks, RBI 
came out with comprehensive guidelines prepared by 
a committee headed by Gopalakrishna in April 2011 
covering nine areas related to IT/IS with special focus 
on banking environment. Most of the banks including 
us are in the path of implementing the requirements 
indicated in the guideline. The guideline is expected 
to enhance security,efficiency in banking processes 
leading to benefit of banks and their customers.The 
business value and IT risks are two sides of the same 
coin and risk is inherent to all enterprises. Since 
business environments are constantly changing and 
new vulnerabilities and threats emerging every day 
,the process of Risk management is an ongoing 
iterative process.In practice, there is no single unified 
solution to complex IT related risks. Cyber attacks 
can occur any time and so a solely compliance driven 
approach to security is no longer effective. Instead, a 
risk based approach to security is recommended as 
the best approach. When applying a risk based 
approach to security, organizations must automate 
many otherwise manual, labour intensive tasks. This, 
in turn, results in tremendous time and cost savings, 
reduced risk, improved response readiness, and 
increased risk posture visibility.IT/IS related risks 
cannot be fully avoided .Increased awareness, proper 
reporting,responsive incident management system 
etc.will surely reduce the impact of 
threats/vulnerabilities and to a great extent 
permanently plug such holes in the system. 
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