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Abstract - Building and retaining customer trust is important for the success of online businesses as customers could easily 
shift from one online shopping platform to another. The key to retaining customers trust is maintaining long-term 
relationship between companies and customers. This study examined the influence of  privacy protection, security 
protection, third party verification, website quality, reputation, and quality of information on online shoppers trust in a C2C 
context. Convenient sampling was used to collect data from 500 online shoppers via online survey. The 5 point Likert 
scaling technique was used in the questionnaire. Findings of this study revealed that privacy protection, security protection, 
third party verification, website quality, reputation, and quality of information explained 67% of the variance in customers 
trust among online shoppers. However, only reputation, security protection and privacy were significant at 0.05, hence are 
key determinants of customers trust in online shopping. As such online businesses should focus on strengthening their 
reputation to minimize risk perception in online customer’s transaction. This would establish greater trusts among online 
customers to perform online transactions. Building trust too would ensure online customers that the security of their online 
transaction is well protected and their transaction details kept private.  
 
Keywords - Privacy and Security Protection, Third Party Verification, Website Quality, Reputation, Quality of Information, 
Customer Trust. 

 
I. INTRODUCTION 
 
Customer’s trust towards online business platform is 
a key determinant to the survival of e-retailers as they 
depend on the traffic of online shoppers. Grabner-
Kraeuter postulated that trust issue prevails whenever 
a person needs to engage in an uncertain and risky 
environment prevailing in a C2C context [1]. 
Customers’ trust is precious and is developed over a 
long-term relationship [2]. Retaining customers’ 
trusts has been proven to be of utmost importance for 
long-term relationship between a company and its 
customers. Trust too reduces customer’s perceived 
risks and increases their acceptance to make an online 
purchase [3]. The success of e-commerce today is 
attributed to the trust that exist between their business 
and customers. Although online trading opens-up a 
highway of opportunities, increasing fraud cases in 
online transaction has driven potential online 
shoppers away from e-retailers websites. Thus, 
retaining customer’s trust is of prime importance to 
deter customers from shifting to other online 
shopping platforms which may ultimately lead to 
business foreclosure. Hence, this study examined 
customer’s trust among online shoppers as trust is the 
key to generate customer retention strategies. 
The increasing global acceptance of online 
transactions has prompted studies concentrating on 
customer trust in online shopping. Schurr and 
Ozanne, Zand and Jarvenpaa, Tractinsky, and Vitalec 
established that if a customer trust an online store, she 
will believe that the online store has her best interest 
in mind and sees no reason to be cautious when using 
the online store website [4]-[6]. In addition, Park and 
Kim remarked that trust generates customers’ 
commitment towards a company and propels an 

online stores’ future growth by shaping customers’ 
shopping attitude [7]-[8]. However, most studies have 
focused on the B2C online store format while this 
study focused on C2C online store format of an 
online classified website of a leading online business 
in Malaysia [9]. 
 
II. LITERATURE REVIEW 

 
Trust is fundamental in a commercial online 
relationship because of the presence of risk and 
uncertainty in the business transaction [10]. In 
Malaysia, the number of fraud cases increased 
drastically from 511 cases to 1241 cases in 2011 [11]-
[12]. Nevertheless in 2016, more customers opted for 
online shopping thus making trust towards online 
store more important. The issue of trust is more 
complicated in C2C commerce because of the lack of 
faith between e-business platforms and consumers 
[1]. In addition the importance of trust in retaining 
long-term customer relationship has been well 
supported by literature [13]. Consequently, trust 
could be attained by incorporating trust related 
elements such as privacy and security protection, 
website and information quality, reputation, and third 
party verification systems.  
According to Kim, Ferrin, and Rao,  privacy 
protection is one of the strongest and prominent 
variables influencing trust in e-commerce 
transactions. Selling customers’ personal information 
or information getting hacked and stolen by hackers 
should never happen to online stores with good 
privacy protection [14]. In fact the probability of 
online consumers sharing their personal information 
online is higher if the website clearly publishes its 
privacy policy in the website [7]. In addition new 
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regulations are needed to enhance online privacy 
protection before trust can be developed [15].  
Security protection has often been introduced as a 
construct of trust whenever privacy protection is 
examined as a variable that influences customer trust 
[16]. Security protection critically impacts customers 
as assurance by online stores’ on security protection 
can develop the cognitive and affective bond between 
online stores and customers. An online store with 
good security protection should provide detail 
security information in the online store website with 
certain security measures to protect customers [14]. 
Customers perceive authentication, integrity, 
encryption, and non-repudiation as security 
requirements needed to gain their trust when 
shopping online. Previous studies on security 
protection have solely focused on financial 
transaction when making online purchases at C2C 
online vendors [17].  Hence, this study has examined 
in detail other aspects of security protection to retain 
customer’s trust in online shopping. 
Additionally demand for third- party verification too 
is related to trust in the e-commerce transaction and 
could enhance privacy protection practices [18].  
Independent verification bodies (IVBs) worldwide 
are expected to generate USD 50 billion doing third-
party verification activities by 2020 [19]. The 
incorporation of third-party verification logo ensures 
compliance of a certain standard of security 
protection, which significantly influences customers’ 
perception of trust towards online stores’ [20]. Online 
shoppers prefer to purchase at online stores with 
third-party seal because such endorsement makes 
users feel more comfortable and more secure in terms 
of privacy with safer transactions [14]. Thus, third-
party verification is important and may affect 
customers’ trust in the C2C online marketplace.  
Previous studies have incorporated various elements 
of website design such as usefulness of website, 
advanced search engines and extent of human 
services behind the information technology (IT) to 
establish connection with customer trust [3]. Lowry, 
Vance, Moody, Beckman, and Read suggested that 
components of website quality should include 
elements such as navigability, aesthetics, and 
functionality of the website. Higher website quality 
leads to trust and eventually better buying decision 
and higher levels of customer satisfaction [21].  
Accessibility of an online store’s homepage from any 
interior page is an example of easy navigation, where 
each ‘click’ in the website should quickly direct 
customers to the desired page [8].  
The presence of customer sensitivities has resulted in 
privacy, security protections, information quality, 
third-party verification, and reputation to be strong 
predictors of trust. Basing on this premise online 
stores must accord serious considerations to these 
variables in order to improve sales. Good reputation 
can only be developed over time following consistent 
good performance and behaviour in the past among e- 

business [22] - [23]. In fact, improving a company’s 
reputation will simultaneously improve trust and 
stimulate initial online purchase behaviour [24]. It is 
also believed that reputation in the offline world is a 
non-tangible asset that requires long-term investment 
to generate customers’ trust. However, reputation is a 
difficult quality to build among online stores, but 
easy to lose. As reputation has frequently been 
discussed as one of the variables that affect trust, it is 
imperative that it was included in this study [23]. 
Product information affects customers because as 
product quality increases, costs of information search 
and processing reduces. Past studies have included 
dimensions of quality information such as accurate, 
timeliness, completeness, usefulness and relevancy 
[25]-[26].  Information in e-commerce websites 
should encompass product or service related 
information such as company’s contact, history, 
mission, delivery costs, return and refund policies, 
privacy and security protection policies, frequently 
asked questions, and customer endorsements [8]. A 
point worth noting is, quality of information in online 
store is more critical compared to physical store 
because of the absence of salespeople and quality of 
information would be different in C2C business 
context [27].   
In short customer’s trust towards online businesses 
could be retained if operators have an in-depth 
knowledge about determinants influencing trust 
among online consumers. Figure 1 depicts the 
proposed conceptual framework of determinants of 
customer’s trust in an online platform for a C2C 
marketplace. 
 

 
Fig1: Conceptual framework for the Study 

 
III. METHODOLOGY 

 
The questionnaire designed had 3 sections: section A: 
demographic, section; B privacy protection, security 
protection, third party verification, website quality, 
reputation and quality of information while section; C 
focused on trust. The 5-Point Likert scale ranging 
from 5-strongly agree to 1-strongly disagree was used 
in the questionnaire. The convenient sampling 
technique was used to select 500 respondents. 
According to Sekaran and Bougie sample size of 30 
to 500 is sufficient for a study of this nature [28]. The 
survey questionnaire was developed using Google 
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Form and posted online on Facebook pages. Online 
survey results were recorded by the Google Form 
online survey platform and extracted into Microsoft 
Excel for analysis using SPSS version 2.0. A total of 
440 responses were obtained, however only 416 were 
usable. The reliability analysis showed a Cronbach’s 
Alpha value of 0.854: trust, 0.796: privacy protection, 
0.932: security protection, 0.932: third party 
verification, 0.746: website quality, 0.906: reputation 
and 0.929: information quality, hence implying the 
set of items used are internally consistent.  
 
IV. FINDINGS AND DISCUSSION 
 
A majority of respondents were between the ages of 
24-40, married, Malays with a Bachelor’s degree 
earning between RM1001 to 5000 and equal number 
of males and females. The lowest (2.96) overall mean 
obtained for privacy protection implied consumers 
disagreement that online business have provided 
privacy protection to customers. Conversely third 
party verification attained the highest overall mean of 
4.03, thus displaying consumer’s agreement to the 
presence of this feature among C2C operators of 
online businesses (Table 1).  
 

Table 1: Overall mean for third party verification, website 
quality, reputation, quality of information, security protection, 

privacy protection and trust. 

 
 

Table 2: Multiple Linear Regression Analysis: privacy 
protection, security protection, third party verification, website 
quality, reputation, information quality and customer’s trust. 

 
 
Results of the regression analysis revealed that 67% 
of variance in customer’s trust in online purchase is 
explained by privacy protection, security protection, 

third party verification, website quality, and 
reputation and information quality at 0.05 level of 
significance. Furthermore, reputation, security 
protection and privacy protection were significant at 
0.000, with reputation obtaining the largest 
standardized beta value of 0.552 followed by security 
protection (0.231) and privacy protection (0.144) 
(Table 2). This implies that improving the reputation 
of online businesses will significantly improve 
customer’s trust towards the business. Kim, Ferrin, 
and Rao (2008) suggested privacy protection, security 
protection and reputation are strong predictors of trust 
to mitigate customers’ sensitivities. As such online 
stores must accord serious considerations to these 
variables so as to improve sales. According to 
McKnight and Chervany (2002) and Qureshi et al. 
(2009) improving a company’s reputation will 
improve trust and stimulate initial online purchase 
behavior. However, good reputation can only be 
developed over time following a consistent good 
performance and behaviour in the past but it can be 
rather difficult for online stores to build such 
reputation.  
 
CONCLUSION 
 
In light of increasing online fraud cases in Malaysia 
this study was timely and imperative to heighten 
awareness on customer’s trust as online businesses 
are consistently confronted with the risk of losing 
their customers’ trust. A rightfully trusted online store 
will not only do the job right, but will always do the 
job right even when not monitored to continuously 
increase customer’s commitment to their company. In 
short, concerted efforts to improve the reputation as 
well as increase the security and privacy protection of 
online business platform is much needed to build and 
retain customer’s long-term trust. In short, trust must 
be earned, especially among C2C business model of 
online shopping specifically in Malaysia. 
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