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Abstract - This research work is focused on the inter-disciplinary research of law with commerce wherein the role of law 
has been analysed very briefly in Internet e-Commerce for the protection of consumers. In the era of new spectrum of 
technological advancements, Information Technology has opened new vistas for modern day business transactions. As a 
result of modern Information and Communication technology, in the lap of Internet revolution, economy has revolutionized 
from B-Commerce (Bania Commerce) to e-Commerce (Electronic Commerce). The ‘e-Revolution’ has placed virtually the 
entire trading universe in Cyberspace which has posed new threats to humanity. As the facets of market have transformed 
from physical to digital market so as the modes of shopping have also been transformed wherein rights of consumers are 
under various threats. This research work is concentrated generally on the new challenges posed by e-Commerce and 
particularly on the frauds related to consumers in Internet e-Commerce at the time of online shopping.  It is submitted that in 
this online shopping, on one hand, consumers are tendered convenience, quicken and global choice in services, goods and, 
more importantly, prices. However, on the other hand, the Internet implies new hazards for consumers in the environment of 
e marketing.  The paper provides an overview of violations of Human Rights of consumers in brief. 
 
 
INTRODUCTION 
 
The idea of Natural Rights is very old. In the classical 
literature from 5th century B.C. we come across a 
striking expression of belief in the power exercised 
by the gods on human society, based on law. 
According to the Ancient writers, the god establishes 
a law which stands above the obligations and 
interdictions imposed by the rules of the 
community.The article examines the 
conceptualization of consumer protection as a human 
right, and describes the influence of human rights on 
consumer law. It then analyses the scope and the 
limitation of consumer protection under the Charter 
of Human Rights. Finally, it assesses the practical 
significance of constitutional rights and principles on 
consumer protection. The paper aims to reflect 
practical difficulties in the implementation of concept 
of ‘e-Consumerism’ in online shopping.Human rights 
may be regarded as those fundamental and 
inalienable rights which are essential for life as 
human being and which are possessed by every 
human being, irrespective of his or her nationality, 
race, religion, etc. simply because he or she is a 
human being. The notion of Human Rights is rested 
on the logic that every man born in the world 
possesses the same Rights exercisable by him. 
Everyone is endowed with certain entitlements 
merely by reason of being human. Human Rights are 
the minimal Rights which every individual must have 
against the State or other public authorities by virtue 
of his being member of the human family irrespective 
of any other consideration.The term “Human Rights” 
was mentioned in the United States Declaration of 
Independence in 1776. Eleanor Roosevelt suggested 
the change of name from “Rights of Man” to “Human 
Rights” in 1947. This term has since then universally 
accepted beginning with the Universal Declaration of 

Human Rights, which the General Assembly had 
passed on 10th December, 1948. 
Human Rights are also sometimes called or referred 
to as ‘Fundamental Rights’, ‘Basic Rights’, ‘Natural 
Rights’ and ‘Birthrights’. The idea of Human Rights 
is bound up with the idea of human dignity. Thus all 
those Rights, which are essential for the maintenance 
of  dignity of mankind  are called Human Rights. 
Jurisprudence is a wide field crossed by many paths, 
none being superior to another, since much depends 
on where one wishes to go. The Latin equivalent of 
Jurisprudence is ‘juris prudentia’ which means either 
“knowledge of law” or “skill in law”. Jurisprudence 
absorbs within its fold the thoughts about law, 
structure, uses and functioning of law and legal 
concepts. Jurisprudential study is based broadly to 
bring out the interrelation between law and other 
disciplines. Hence,with a view to giving effect to this 
aim of Jurisprudence, this research work is focused 
on the inter-disciplinary research of law with e-
commerce wherein the role of law has been analysed 
in Internet Commerce for the protection of 
consumers. In this era of technological advancements 
and its threats (information disclosure, misleading or 
unfair commercial practices, confirmation and 
payment, fraud and identity theft, and dispute 
resolution and redress) to humanity, Indian 
Jurisprudence should not be a mute spectator. 
 
Some Reflection on Human Rights of Consumers 
The basic Rights of consumers were first recognized 
and defined on March 15, 1962 by John F. Kennedy, 
the President of the United States of America, in his 
special message to the Congress on Consumer 
Protection. Four basic rights such as the Right to 
safety, the Right to be informed, the Right to choose 
and the Right to be heard were incorporated in the 
UN Charter as Human Rights. Later the International 
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Organization of Consumers Union (1960) and the 
Confederation of Indian Consumers' Organization 
(1895) added three more rights like Right to healthy 
environment, Right to consumer education and Right 
to be Redressed. 
In the National Convention of CICO, held at Calcutta 
in 1991, a resolution was passed for the inclusion of 
another Right, the Right to boycott. Moreover, Right 
to basic needs is the latest addition to the Rights of 
consumers. These Rights, declared and recognized 
internationally, add a new dimension to consumer 
protection. Each of these Rights tries to widen the 
scope of consumer protection. 
 
Threats to the rights of online consumers 
The potential of Internet, electronic communication, 
digital information-gathering and electronic shopping 
is huge, and several years ago many people who 
would have thought to have been excluded from the 
unprecedented opportunities, now embrace the 
dot.com world. With this e’-revolution, electronic 
commerce has emerged as the potential emblem of a 
new worldwide virtual economy. The position of the 
consumer in an electronic environment is primarily 
weaker when it comes to issues concerning privacy, 
payments and online transactions.For transactions 
involving small purchases, there may be an absence 
of any practical means of redress in the event of a 
dispute. This problem is accentuated further on the 
Internet as a consequence of the possible cross-border 
dimension of the transaction. The Internet has 
improvement transparency in prices and brand 
selection, but not so much the transparency in quality 
of products and services. 
The e-Consumer is also more manipulated as a result 
of polished marketing strategies and he/she has less 
control on what exactly happens with data, 
information and communication processes.We see 
electronic commerce as a profoundly pro-consumer 
development. It offers consumers a range and variety 
of products, and a source of relevant information with 
which consumers can protect their own interests, 
although it has some drawbacks as Illegal activities in 
the cyber world. The issues related to internet world 
and posing a threat to Online consumers are rested on 
a matter of opportunities and based on the assumption 
that ‘crime follows opportunity’. 
Electronic crimes differ from traditional crimes, 
mainly with regard to the location of the offender in 
relation to the scenes of the crime. Information 
technology has a ‘democratic nature’, meaning that 
anyone can use it, as long as one possesses a 
minimum level of knowledge. The accessibility and 
user-friendliness of information and communication 
infrastructure provide a fertile ground for offenders to 
commit illegal activities hundreds of miles away from 
their location. 
Moreover, detection of electronic crime is often more 
difficult in case of information theft and cheating in 
network world. In fact, it is especially white-collar 

crime that benefit from the advent of technology, 
since white collar offenders usually have both the 
technical knowledge and access to technical means. 
In this context, it is observed that it is not only “old 
crimes in new bottles” that need to be reconsidered, 
however, also new types of acts what can be 
characterized as “illegal activities” in cyberspace. 
There is no unified approach as to how an electronic 
crime is defined. 
 
Violation of Rights of Consumers can be 
categorized as under: 

1. Security and Trust related Offences: Illegal 
collection, storage, disclosure of personal-
search information of consumers; 

2. Content related Offences: Tempting fake 
advertisements, misdescription of quality 
details, Non- Disclosure of terms and 
conditions of online contract in detail; 

3. Contractual Contraventions: Contracts 
concluded by consumers with faceless,  
speechless and virtual web-sites without any 
negotiation (Shrinkwrap and Clickwrap 
Agreements); 

4. Financial and Economic Crimes with 
Consumers: Offences relating to Credit 
Card,  Smart Card, ATM, Debit Card frauds, 
Unauthorized Access, Phishing, Pharming 
and Sabotage. 

 
Some important Crimes are highlighted: 
 
Online Identity Theft and Phishing: 
 
Online identity theft is the practice of pretending to 
be someone else on the Internet. The purpose can 
range from quite harmless activities to a criminal 
activity like stealing someone’s personal information 
for one’s own financial gain. Usually it involves 
phishing or online fraud for a person’s banking 
information and using that to order goods or transfer 
money to another bank account. There is no specific 
legal framework that covers situations where one 
purchase goods on Internet by electronic transactions. 
In India though the Government has promoted e-
commerce aggressively, focusing especially on the 
delivery of services, yet legal controls for online sale 
of goods have yet to catch up with those for 
conventional shopping. The Internet allows people to 
mimic legitimate business more convincingly, reach 
potential victims efficiently, elude detection by 
maintaining anonymity, and frustrate enforcement 
officials by locating (or relocating when detected) in 
remote jurisdictions that have no relevant law or no 
serious enforcement. 
 
Polished e-Advertisements 
Advertising is an attempt to disseminate information 
in order to effect a buyer-seller transaction. In a 
traditional sense, advertising was impersonal, one-



International Journal of Management and Applied Science, ISSN: 2394-7926                                                 Volume-4, Issue-10, Oct.-2018 
http://iraj.in 

A Qualitative Study of Threats to the Rights of Online Consumers in India 
 

20 

way mass communication or mass marketing, which 
was paid for by sponsors. Telemarketing and direct e-
mails are attempts to personalize advertising in order 
to make it more effective. The Internet has redefined 
the meaning of advertising. 
The Internet has enabled consumers to interact 
directly with advertisers. The Internet has provided 
the sponsors with two-way communications and e-
mail capabilities, as well as allowing the sponsors to 
target specific groups on which they want to spend 
their advertising money.There are several reasons for 
popularity of advertising via Internet that is Web 
Advertisement: (1) Web-advertisement can be 
updated any time with a minimal cost; (2) Web-Ads 
can reach very large numbers of potential buyers 
globally; (3) Online-Ads are cheaper in comparison 
to television, newspaper, or radio; (4) It can 
efficiently use the convergence of text, audio, 
graphics and animation, and (5) Web-Ads can be 
interactive and targeted to specific interest groups and 
individuals. 
Other most common scams are 

1. Business opportunities 
2. Bulk e-mail 
3. Chain letters 
4. Work at home schemes 
5. Health and diet scam 
6. Effortless income 
7. Free goods 
8. Investment Opportunities 
9. Cable descrambler kits 
10. Guaranteeing loan or Credits on easy terms 
11. Credit repair 
12. Vacation prize promotions. 

 
Pyramid or Ponzi Schemes and Chain Letters are well 
suited to the Internet because they entice investors 
with the promise of quick profits by using a home 
computer. Chain letters scheme asks participants to 
send money to the name at the top of a list with the 
promise that they will eventually receive thousands of 
money whose names come to the top. 
The Information Technology (IT) Act, 2000 does not 
deal with the crimes relating to Internet fraud and 
cheating. It deals with destruction of data and online 
investment fraud in sections 43 (d) 65 66Other related 
enactments are the Companies Act, 1956, the 
Securities and Exchange Board of India Act, 1992 
and Sections 415 to 424 of the Indian Penal Code, 
1860 pertaining to cheating.Internet is also being used 
to sell articles which otherwise are not permitted to 
be sold under the law of a country. 
 
CONCLUSION 
 
The problem of consumer protection in the 
framework of e-commerce has gained a huge amount 
of consideration both from academicians and policy-
makers. The governments as well as inter-
governmental organizations have come up with 

various frameworks to deal with e-commerce and e-
consumers. It has been observed that the violations of 
Rights of e-consumers (consumers using Internet), a 
20th century technological development has grown to 
an epidemic and has become uncontrollable in the 
21st century. One of the characteristics of online 
frauds is that these are transnational and faceless 
unlike the conventional crimes. 
Often investigations end up in vacuum due to the 
very nature of the crime and for the lack of effective 
legislative framework in combating the same. 
Exploitation of the Rights of e consumers under the 
veil of information technology has grown from a 
cesspool into a huge Iceberg. Unfortunately, in India, 
legal enactments are in the process of framing strict 
provisions to deal with such technological challenges. 
Consumer is the focal point of the nation's economic 
cycle as other activities center around him. In any 
economy the consumer is the decision maker by 
letting a businesssucceed or fail either by buying or 
not buying the product. Consumer orientation is an 
essential ingredient of marketing. The modern 
concept of marketing emphasizes that the marketing 
policies should be based on the needs of consumers 
and aim at achieving the organizational goals through 
consumer satisfaction and well-being. The consumer 
oriented efforts of an organization will lead to 
planning for better inventory control, adaptation of 
new technologies, innovative ideas and strategies 
which are in the interest of consumers and the 
organization. While consumerism is not a new 
phenomenon, it has become widespread over the 
course of the 20th century and particularly in recent 
decades. The never ending trend of the consumer life-
style around the world marks the most rapid and 
fundamental change in day-to-day existence of 
human species and that the growth which world has 
never  ever experienced. There is rise of materialism 
and need to have more specifically from the 
technological aspects has integrated into everyday 
lifestyle of Indians. A shift away from values of 
community, spirituality and integrity towards 
competition, materialism and disconnection has 
occurred. Therefore, Consumer Protection in 
cyberspace is gaining attention all around the world. 
It is time to acknowledge Rights of online consumers 
in legal enactments. Recognition of Rights of online 
consumers can be considered as a step towards 
fulfillment of objectives of Second and Fourth 
Generation of Human Rights. 
But a review of existing legal framework shows that 
it has failed to address e-consumer needs. It has not 
been able to protect the consumers form infringement 
of their rights. The Consumer Protection Act, 1986 
specifically excludes from its ambit the rendering of 
any service that is free of charge. If an online 
platform is not charging the users, the CPA may not 
apply. Thus India is in need of consolidating the law 
to deal with all above-mentioned situations so that the 
electronic consumers’ right can be protected properly. 
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