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Abstract - This study investigated asset misappropriation among bank employees based on fraud diamond theory. Primary 
data were collected and analysed using 320 questionnaires survey among the employees of top three largest banks in 
Malaysia. The findings revealed that all the four elements of the Fraud Diamond Theory, namely rationalization, capability, 
pressure and opportunity, contribute to asset misappropriation. The findings imply that in order to minimize asset 
misappropriation, it is important for banking industries to reduce opportunity, financial and work pressure and employees 
negative rationalization through stronger internal control, segregation of duties and fair work assignment. Hence, this study 
has contributed to the literature on asset misappropriation occurrence which is not widely discussed especially in the context 
of the banking industry in developing country. 
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I. INTRODUCTION 
 
Fraud is argued as the most critical problems and 
challenges both in public and private world (Skousen 
& Wright, 2006). According to Ruin (2009), fraud is 
defined as an act committed by a party or an 
individual who uses deception with the intention to 
acquire benefits, avoid obligation, or cause financial 
or non-financial loss to another party.  In a global 
economic crime survey carried out by PwC in 2014, it 
was found that the most commonly reported types of 
financial crimes are asset misappropriation. 
 
Evidently, fraud is very difficult to eliminate. 
However, fraud may be minimized by understanding 
its causes and taking proactive measures against it 
(Abdul Rahman & Salim, 2010). According to Napel 
(2013), the Australian economy has lost A$5.8 billion 
in fraud. Surveys have shown that these losses have 
sharply increased in highly difficult economic 
climates (Napel, 2013). Likewise, Iran has 
encountered a growing number of fraud cases in 
recent decades. For instance, in 2011, the New York 
Times   reported that 3,000 billion toman 
(approximately 2.6 billion USD) was lost due to 
fraud, resulting in the largest fraud loss in Iran in the 
last three decades. This case involved forged 
documents to obtain credit from at least seven 
different banks (Goldmann, 2010). 
 
Napel (2013) argued that in order to reduce the 
number of fraud cases, it is necessary to understand 
why people commit fraud. However, detecting fraud 
is not an easy task and requires thorough knowledge 
about the nature of fraud, why it is committed, and 
how it can be committed and concealed (Dellaportas, 
2013). Cressey (1950) was introduced the Fraud 
Triangle Theory which explains the three elements 
promote fraudulent activity among individuals. 

Cressey, has hypothesized that for fraud to occur, 
each of these three criteria must be exist: perceived 
pressure, perceived opportunity and rationalization. 
Later, Wolfe and Hermanson (2004) reformed the 
original version of Fraud Triangle Theory to Fraud 
Diamond Theory by incorporating new elements, 
capability. According to Wolfe and Hermanson 
(2004) argued that pressure, opportunity, 
rationalization and capability as four main elements 
for employees fraud. Subsequently, many studies 
carried out to test these theories. For example, Steven 
Dellaportas (2013) found that all of the elements of 
fraud triangle are due to the fraudulent act committed 
by the inmates who participated in the study. Based 
on the interviews with four small groups of male 
accountants who were serving custodial sentence for 
committing fraud, he found that the inmates were 
influenced by financial pressures such as distressed 
business, failed investment and non-financial motives 
such as anger to the employer and seek for revenge 
by stealing company’s cash. These motives were 
mixed with the lack of proper business administrative 
that created opportunities to commit fraud. The 
offenders also rationalised with the perception that no 
one will be hurt and believed that they will pay back 
the stolen money. Hence this study aims to 
investigate whether the four elements proposed by 
Fraud Diamond Theory contribute to asset 
misappropriation as proposed by Wolfe and 
Hermanson (2004). 
 
II. LITERATURE REVIEW  
 
Asset misappropriation occurs when employees 
misuse or steal assets of the company for their 
personal benefit, such as stealing the company’s cash 
and giving false billing (Association of Certified 
Fraud Examiners/ACFE, 2014). Such unethical 
behavior also occurs when the employee uses trickery 
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or deceit to misuse or steal company resources 
(Albrecht, Conan, Chad & Zimbelman, 2008). Asset 
misappropriation by employees can be divided into 
two categories: theft of cash and theft of non-cash 
items (Albrecht et al., 2008). 
 
Asset misappropriation involves the theft of assets of 
an entity and is often perpetrated by employees in 
relatively small and immaterial amounts (Lister, 
2007). In the banking sector, typical example of asset 
misappropriation includes direct or indirect use of the 
organization’s assets (especially cash) by an 
employee for his or her own benefit. Asset 
misappropriation accounts for approximately 90% of 
all fraudulent cases from which organizations lose 
5% of their annual revenues on average to fraud and 
abuse. Banking companies in particular have median 
losses of $258,000 per company (Massacci & 
Yautsiukhin, 2007).  
There are several findings which support the elements 
in the Fraud Diamond to be the causes of fraud. For 
example, it was reported from 
PricewaterhouseCoopers (2005) that the factors 
behind corporate crime include the desire to furbish 
an expensive lifestyle, inadequacy of control in a 
company and also the lacking of awareness regarding 
what is wrongful and vice versa. In this respect, greed 
and the habit of gambling were found to be the most 
commonly identified motives of committing fraud, 
with financial stress to also be an important factor, 
comprising 27% of the overall accused persons 
(Haniza Hanim et al., 2015).   
According to Wolfe and Hermanson (2004), all the 
elements in the Fraud diamond are interactive of each 
other. Sometimes, the presence of certain elements 
will have a greater impact on another element, for 
instance when there is a greater opportunity and 
pressure, less rationalization is needed in executing 
the fraud. This is what happened in South Korean 
chaebols firms from a study done by Albrech et al. 
(2010). Chaebols firms refers to Korean large group 
of companies controlled by families. In the study, it 
was found out that the firms in South Korea; Daewoo, 
Samsung, SK Global and Hyundai, which had 
involved in fraudulent acts during 1998 and early 
2000’s could be associated with the elements in the 
Fraud Triangle. Among the types of fraud which took 
place were accounting fraud, share manipulation, 
illegal transfer of shares, embezzlement and 
corruption.  
 
Many research studies indicated that fraud diamond 
elements have influences on fraudulent activities 
(Hernandez, 2007; Kassem, 2012; Dellaportas, 2013; 
Gbegi, 2013). These authors argued that if an 
individual has either pressure, opportunity, or 
rationalisation, the tendency to commit fraud exists. 
Dellaportas (2013) suggested that pressures such as 
financial and work pressure could lead someone to be 
involved in fraud in order to reduce the level of 

pressure or to solve their pressure. Opportunity 
however arises due to weak internal control of the 
company; thus, enables the employees to do fraud 
since the probability to be caught is lower. 
Rationalisation on the other hand is due to the work 
culture that will allow an individual to justify their 
behaviour with good reason. Rosten (2012) and 
Slezak (2013)(Rosten, 2012; Slezak, 2013), believes 
that many fraud cases would not have occurred 
without the right person with the right capabilities 
implementing the details of the fraud. 
 
III. HYPOTHESIS DEVELOPMENT 
 
3.1 Opportunity and Asset Misappropriation 
Opportunities refers to circumstances that provide the 
chance to commit fraud. According to Buckhoff 
(2001), the most common factor is lack of adequate 
internal control for monitoring employee behaviors. 
Dellaportas (2013), discovered opportunities to 
engage in white-collar crime arise out of occupational 
positions that create such a capacity. Many 
researchers argued that opportunity is one of the 
factors to fraudulent activities. For example, in a 
study by Aziz, Nor and Ahmad (2010), Dinapoli 
(2008); Rae & Subramaniam, 2008).  (Mohd-Sanusi, 
Norhayati Mohamed, Normah Omar & Mohd-Nassir, 
2015). Dechow, Sloan, and Sweeney (1996) they 
discovered that fraud such as misappropriation of 
funds, making false travelling claims, receiving 
kickbacks from vendors, misuse of power on 
procurement matters and preparing manual cheques 
using false signatures, occurred because of the weak 
monitoring and supervision from the management. In 
other words, the weaknesses in the monitoring 
system, lack of segregation of duties and the 
existence of opportunities will further motivate the 
fraudster to get involved in fraud.  Therefore, the 
following hypothesis is developed: 
H1: Opportunity has significant effects on asset 
misappropriation among bank employees in 
Malaysia. 
 
3.2 Pressure and Asset Misappropriation 
Most experts on fraud believed that pressure can be 
divided into four types; Financial pressures, Vices, 
Work-related pressures and other pressures. The most 
common financial pressure are greed, living beyond 
one’s’ means, high bills or personal debt, poor credit, 
personal financial loss and unexpected financial 
needs. According to Gersl and Hermanek (2007), a 
financial sector may hold incentives for 
misappropriating assets during financial instability, 
pressure to meet financial expectations from third 
parties, and intimidation by the financial performance 
of the entity. Therefore, with many previously 
conducted studies such as those by Zikmund and 
Janosek (2014), Rezaee (2002), and Skousen and 
Wright (2006), strong support for the element of 
pressure in the occurrence of employee fraud is 
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evident. Therefore, the second hypothesis is 
developed for this study as follows: 
H2: Pressure has significant effects on the 
misappropriation of assets among bank employees in 
Malaysia. 
 
3.3 Rationalization and Asset Misappropriation 
Previous studies had also suggested that 
rationalization have a link to fraudulent activities. 
Attitude or character is what leads one or more 
employees to rationally commit fraud (Wiklund & 
Shepherd, 2005). A study by Slezak (2013) was about 
theft among employees in New York State Public 
Schools. There were employees who agreed with 
rationalizations each and every time the opportunity 
was offered. The majority of employees in their study 
(57%) engaged in rationalization, some commit as 
many as 18 times. Approximately 70% of those 
employees engaging in rationalization did so for 3 
times or more. The study revealed that the 
respondents collectively made use of all of the nine 
rationalization techniques presented to them; over 
46% of them agreed that the abuse of time is 
acceptable behaviour. 
 
Dellaportas (2013) also found that two of the 
fraudsters rationalized themselves by claiming that 
they were not criminals but people who had made 
poor decision. Fraud rationalization is defined as a 
way to legitimize a manner or concept that is 
incompatible with the belief of an individual (Slezak, 
2013). (Cromwell & Thurman, 2003).  
H3: Rationalization has a direct effect on the 
misappropriation of assets among bank employees in 
Malaysia. 
 
3.4 Capability and Asset Misappropriation 
Capability refers to the position or function of a 
person within the organization that may provide the 
ability to exploit an opportunity for fraud that is 
unavailable to others (Basheka & Bisangabasaija, 
2010). Fraudsters are smart enough to understand and 
exploit internal control weaknesses and to use their 
position, function, or authorized access to their 
greatest advantage (Marquet, 2009); they also possess 
the ego and confidence that their actions will not be 
detected (Wolfe and Hermanson, 2004). According to 
Kassem and Higson (2012), other traits of a 
successful fraudster are the ability to coerce others to 
commit or conceal fraud. A successful fraudster also 
tells lies efficiently and consistently and effectively 
manages stress (Kassem & Higson, 2012). From 
these traits, one can deduce the importance of 
“capability” as an element of fraud associated with 
fraud prevention in any organization. 
 
Previous studies concluded that personal traits and 
abilities have direct relationships with fraud 
occurrences (Rezaei et al., 2004). A fraudulent person 
must have enough capabilities to take advantage of an 

open doorway situation (Wolfe & Hermanson, 2004). 
Based on a 15-year study by Murphy et al. (2011) in 
assessing fraud, the element of capability may be 
divided into important traits for existing fraud, such 
as brains, confidence/ego, and immunity to stress. 
Being smart enough to recognize weaknesses in 
internal control and to use authorized access to reach 
the highest benefits may play a role in fraud 
occurrences (Beasley, Carcello, Hermanson & Neal, 
2010). Many fraud cases in recent years were 
committed by ingenious, smart, and experienced 
perpetrators with a strong comprehension of the 
control of the organization (Wolfe & Hermanson, 
2004).  
 
A widespread belief exists among researchers that the 
fraud triangle may be further enhanced to improve 
fraud prevention and detection by considering a 
fourth element. In addition to addressing incentive, 
opportunity, and rationalization, the four-sided fraud 
diamond also considers the capability of an 
individual. Capability plays a major role in whether 
fraud may actually occur (Wolfe & Hermanson, 
2004). Empirical evidence from the literature 
supporting the positive relationship between the 
element of capability and misappropriation of assets 
has led to the fourth hypothesis of the present study. 
Similar to the hypotheses of Beasley, Carcello, 
Hermanson, and Lapides (2000) as well as Wolfe and 
Hermanson (2004), the following is presented: 
H4: Capability has a significant effect on the 
misappropriation of assets among bank employees in 
Malaysia. 
 
IV. RESEARCH DESIGN 
 
Data for the study were collected based on a 
questionnaire survey from 320 bank employees in top 
three largest bank in Malaysia. A seven-point Likert-
type rating scale ranging from 1 (strongly disagree) to 
7 (strongly agree) was used in the questionnaire. 
 
To measure the misappropriation of assets, the 
respondents were asked to provide their opinion on 
their own usual practice on utilizing the office assets 
and facilities by ten items, which were adapted with 
some modification from a previous study by Majid, 
Mohamed, Abdullah and Mahmud (2010). To 
measure the opportunity, the respondents were asked 
to provide their opinion on their work place internal 
control activities and procedures by nine items that 
were adapted with some modification from the study 
of (Root, 2000). The respondents were asked to 
provide their opinion on their pressures in life, consist 
of financial and non-financial pressures by ten items, 
which were adapted with some modification from a 
previous study done by Kassem & Higson (2012). 
The respondents were asked to provide their 
perception or rationalization on their action in 
performing their jobs by ten items, which were 
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adapted with some modification from the previous 
study done by Albrecht, Albrecht, Albrecht & 
Zimbelman, (2004). 
 
FINDINGS 
 
The regression output depicts in Table 1 shows that 
there is a statistically significant and positive 
relationship between all four elements of fraud 
diamond theory and asset misappropriation. H1 
proposed that opportunities to commit fraud is related 
to asset misappropriation among employees in the 
banking industry. Table 1 shows that the hypothesis 
is supported because coefficient value, is at .151, t 
=2.076, and p = 0.040. This result is consistent with a 
remarkable amount of previously conducted research 
such as those by Dellaportas (2013); Dinapoli (2008); 
and Dorminey, Fleming, Kranacher, and Riley 
(2010). Likewise, H2 that proposed a positive 
relationship between pressure on employees and asset 
misappropriation in banking systems should be 
supported because coefficient value is at .146, t 
=1.947, and p = 0.054. This outcome is in accordance 
with the results of many studies such as those by 
Aghghaleh et al. (2014) and Steve, Conan, and Chad 
(2004). H3 proposed the relationship between 
rationalization and asset misappropriation among 
bank employees. Based on Table 1, path coefficient 
is0.506, t =7.064, and p = 0.000. Hypothesis 4 
proposed that the element of capability has a 
significant positive influence on asset 
misappropriation among bank employees as the 
coefficient is 0.382, t =5.154, and p = 0.00. 
Therefore, H4 is accepted. This finding is supported 
by previous studies conducted by Duffield and 
Grabosky (2001); Tsang (2012); and Wolfe and 
Hermanson (2004). 
 

Table 1: Regression Analysis on the relationship between 
opportunity, pressure, rationalization, capability and asset 

misappropriation 

 
 
DISCUSSION AND CONCLUSION 
 
This study aimed to explore the effect and 
relationship of four elements of Fraud Diamond 
Elements of pressure, opportunity, rationalization, 
and capability in influencing asset misappropriation 
among bank employees. The study found a significant 
role of pressure, opportunity, rationalisation and 
capability on asset misappropriation. 
The pressure of life, especially when it involved 
financial problem or any problem that they perceived 
as unshareable, will put an individual in a desperate 
situation. Some individual might lost their sanity or 

judgment that makes them willing to do anything in 
order to solve their problem. In order to summarize 
the result, it is proven that pressure can lead an 
individual to commit fraud. Further, the result of 
opportunity can contribute to the involvement into 
fraud supported the hypothesis on positive 
relationship between opportunity and asset 
misappropriation.  
Moreover, the result has supported that 
rationalization have positive relation to fraud. This 
result proves the typical feature of a fraudster to come 
out with serial of excuses and rationalization to get 
rid the feeling of guilty from his or her fraudulent 
activities. They believe that their behavior is a 
common practice in the organization, thus there is 
nothing wrong done by them.  
Hence, proper and systematic internal control is 
crucial to be implemented as it will grow the 
confidence among the stakeholders. Question over 
the efficiency of punishment mechanism to the 
personnel whom practicing the misconduct or 
fraudulent activities is heard out loud. Therefore, it is 
vital to acknowledge that by introducing the control 
factor, it will contribute to boost their integrity. As far 
as the stakeholders are concerned, strict action 
towards dishonest person is more justified together 
with implementing the preventive measure as a main 
control system.  
The current study revealed that the element of 
opportunity has a significant and positive impact on 
the misappropriation of assets among bank 
employees. The findings provided some indicators, 
that is, if policies or guidelines were not well 
documented, physical controls were insufficient, 
transactions were not computed in a timely manner, 
or cash boxes were not strongly secured, then 
employee fraud would most likely occur in the bank.  
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