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Abstract - Chinese aggressiveness in the virtual world for the last 10 years is not an instantly made plan. The desire to 
modernize the military has been seen since 3 decades ago. Since 2006 China has released "The State Information 
Development Strategy" which contains the purpose of building the information of China until the year 2020 in the future. 
President Xi Jinping explicitly said that China should be a cyber-power country. The development of Chinese cyberpower 
led to the outrage of the United States following a number of Chinese behaviors in cyberspace that harmed the interests of 
the United States. This study aims to understand the purpose of China's cyberpower development and how it falls on the 
interests of the United States. 
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I. INTRODUCTION 

 

The development of information technology today 

encourages new patterns in the interaction of 

international relations. International behaviors are 

now performed not only actual but also virtually. In 

the era of information technology, especially the 
development of the Internet network to increase the 

area of state in achieving its national interests. 

Now the interaction between actors of international 

relations not only on land, sea and air space only. 

Interaction between actors also crowded the virtual 

space which became another option to achieve the 

interests. Increased interaction space as well as 

expand the meaning of power in relations between 

countries. The size of the power in the land, sea, air is 

easier to find the standart, otherwise cyberspace 

obscures the standardization of power. Cyberspace 
becomes a new space as well as a new means of 

achieving interests that became known as 

cyberpower. 

Cybepower can be understood as a set of resources 

associated with electronic manufacturing, monitoring 

and communications, computer-based information 

infrastructure, networks, software and human 

capabilities. The network in question is not limited to 

Internet network, but also Intranet, cellular 

technology, and other communication-based space 

(Nye, 2011: 122-123). 

The security of cyberspace is getting the priority of 
government in the world. Concerns about the adverse 

effects that the Internet can cause the country to make 

more precise arrangements for internet use in the 

country. In a report, there are at least 15 countries in 

the world that openly limit the freedom of internet 

use, namely: China, Cuba, North Korea, Belarus, 

Myanmar, Egypt, Ethiopia, Iran, Saudi Arabia, Syria, 

Tunisia, Turkmenistan, Uzbekistan and Zimbabwe 

(Figliola et al., 2011: 4). 

Priority to this cyber problem is needed by the US if 

seen the rise of cyber attacks addressed to the US last 

decade. White House or the White House where the 

US president works reportedly gets cyber attacks 

almost every day. From the results of the US analysis 

concluded that the perpetrators of such attacks are 

derived from individuals and also from the 

government allegedly committed by several countries 

such as: Russia, China, North Korea and Iran 
(Jackson, www.usatoday.com, accessed on April 10th, 

2015). This fact certainly brings new problems in US 

relations to countries suspected by the US to carry out 

cyber attacks against US private institutions and 

public institutions. In US notes, China is the country 

most often cyber attacks on the US. Some of the 

cyber cases involving the United States and China are 

even very interested in the world. 

One of the most important events in the history of 

US-China cyber relations was when the New York 

Times (NYT) of a major US media company became 
a victim of a Chinese hacker (Nicole, in 

www.nytimes.com, accessed on May 5th, 2015). To 

prove this, the NYT contracted Mandiant a cyber 

security company in 2013 to investigate the hacking 

problems experienced by the largest US media 

company. Mandiant's forensic investigation results 

show that the attacks on the APT (Advanced 

Persistent Thread) APT1 code originated and 

centered from the Chinese city of Sanghai. Even 

APT1 has a digital forensic similarity to PLA 61398 

Unit which is a Chinese military unit. 

Unit 61398 is the most frequent attack on US 
corporations and federal agencies. Mandiant calls 

Unit 61398 as one of China's cyber-army. Unit 61398 

not only attacks government documents, but also 

intellectual property of US companies.House 

Permanent Select Committee on Intelligence in 2012 

released a report concluding that the use of 

telecommunications equipment from China's Huawei 

and ZTE products carries risks to the US economy 

and national security. The report also cites some 

research that says China is the largest source of cyber 

attacks (Scissors &Bucci, 2015). In addition, 

http://www.usatoday.com/
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espionage with a large scale "Titan Rain" is an attack 

by hackers based in China. They break into the 
software security systems of US corporations and 

economic institutions and also succeeded in 

belonging to the US Department of Defense, 

Homeland Security and US defense contractors 

networks. Data stolen by these hackers is estimated to 

be no less than 10 - 20 terabytes (Scissors &Bucci, 

2015).  

US data alleged theft against Chinese hacking agents 

also includes helicopter designs, ships, jet fighters 

and some other US missile defense systems. The 

United States feels that economic espionage by China 

has reached an intolerable stage, the concern is 
deepened because the US and China are now in a 

quite fierce market war position (Roger in Mandiant, 

2013: 1). Further Mandiant reported that the 

espionage and theft of this data have been conducted 

by China since 2006, not less than 141 institutions 

reported as victims (Mandiant, 2013: 2-6). The US 

accusations against the Chinese state are certainly 

getting reactions. The Chinese government through 

its Defense Ministry spokesman rejected Mandiant's 

allegations that China was linked to a hacking action 

that hit some US companies. 
China's seriousness in building cyberpower has 

actually been the concern of the United States. 

Although not in response to direct Chinese cyber 

attacks, in 2011, US President Barack Obama and the 

United States Secretary of State Hillary Rodham 

Clinton have identified cyber issues as a key priority 

of US Foreign Policy.  

Following the above explanation, the researcher 

captures the existence of intense rivalry happening in 

cyberspace between US and Tiongkok. Both 

countries are equally aware that future competition 

will be heavily dominated by cyber forces. 
Therefore an increased capability and a set of 

strategies are made to address those challenges. The 

rapid rise of Chinese Cyberpower seems to be seen as 

a threat to US security. The US's response to the 

Chinese cyber attacks also further confirms this. 

Departing from this background this researcher 

examines in depth how cyberspace is a priority in US 

foreign policy and why the US sees Chinese 

cyberpower as a threat to its national security. 

 

II. RESULT AND DISCUSSION 

 

2.1 The direction of China's CyberPower 

Development 

 

According to Western observers and academics, 

China has three main goals related to national 

security (Spade, 2011: 14). First, China built 

cyberpower to defend the Chinese Communist Party 

regime. Second, China wants to maintain national 

sovereignty and territorial integrity. Third, China tries 

to position itself as a regional power and the power of 

the world. In practice, these three goals are very 

useful for maintaining the stability of economic and 

social progress, military modernization, and 
preventing Taiwan's independence. 

The documents that confirm the above analysis are 

China's National Defense in 2008. In the document, 

the Chinese government sees itself as always faced 

with long-term and complex threats and security 

challenges. These threats and security challenges 

arise in the form of the superiority of developed 

countries over the economics, science, technology, 

and the military, the maneuvering and confinement of 

the outside, the disruption and sabotage of separatist 

movements, and the economic and social transitions 

that enable the emergence of situations and issues 
Which can disrupt social stability. But it is important 

to know how China views cyber security from a 

different perspective from the concept of a large 

country like the United States. In Chinese literature, 

words like "cyber" and "cybersecurity" are rarely 

used, although governments and academics adapt 

their use in English-language media. Compared to 

that word, China uses "information security" and 

"network security" to refer to similar concepts. 

 

2.2 China's CyberPower Capability and The 

Impact on US Interest 

 

China is one of the largest internet users in the world. 

As of June 2016, China has 710 million internet 

users. This figure increased by 21.32 million from the 

figure at the end of  2015. Meanwhile, mobile 

internet users reached 656 million, an increase of  

36.56 million from the end of  2015. Mobile users 

account for 92.5 percent of the total internet user 

population. Internet users in rural areas accounted for 

26.9 percent of the national total, which reached 191 

million users. Nevertheless, Internet penetration in 
urban areas is 35.6 percent higher than penetration in 

rural areas. This shows a considerable gap between 

urban and rural areas. Another important data is the 

proportion of mobile phone users using mobile 

phones to access the internet at 92.5 percent. The 

figure is up 2.4 percent from the figure at the end of 

2014. Meanwhile, users accessing using a laptop to 

access the internet amounted to 38.5 percent. As of 

June 2016, as shown in Figure 4.3, China has a total 

of 4.54 million sites, of which 2.12 millionof  them 

use the ".CN" domain (China Internet Network 
Information Center, 2016: 1). 

From an economic point of view, until mid-2016, 

internet usage for online payment and online banking 

rose by 9.3 percent and 12.3 percent from a year 

earlier. With economic development through 

electronic applications, the online scenario is 

expected to continue to increase. Ongoing 

acceleration is expected to help users gain experience 

in developing online banking habits. From education 

and government services, the number of users using 

the internet for the program reaches more than 100 

million users. 
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The year-to-year increase data shown in the above 

figures in many ways shows that China is a large 
internet country like Xi Jinping says. It has not been 

added according to data available in the early 1990s 

where there are about 37 million Chinese people 

spread across 136 countries. According to estimates, 

that number will increase to 96 million by 2016. 

Official data show that 1.6 million people are born in 

China and live in the United States. In another region, 

in 2003, there were more than 150,000 immigrants in 

European Union born in China (Magalhaes, et al., 

2009: 140). The number shows China as a country of 

considerable internet users. 

In terms of military capability, the Pentagon report 
since 2002 shows reports of strategic vision and 

tactical implementation of the constant information 

war in China (Magelhaes, et al., 2009: 141-142). 

First, in 2002 and 2003, the report shows that China 

has made a systematic evolution in the capabilities of 

C4I (Command, Control, Communications, 

Computers, and Intelligence). The evolution is 

expected to continue in the years to come. Secondly, 

the report states that China is ready to develop so-

called information operations. The Chinese armed 

forces began to recruit experts and specialists in 
information technology to ensure attack and defense 

capabilities. Thirdly, the report states that China has 

the capability to penetrate US computer networks that 

have weak defenses and use computer networks to 

attack civilian and military infrastructure belonging to 

the United States. Fourth, the ongoing research and 

development of China has resulted in increased 

knowledge in the behavior and spread of computer 

viruses. Indirectly, this shows that China has a strong 

knowledge of computer network attacks through 

viruses disseminated through software. Fifth, which 

should not be underestimated, there is the possibility 
of China igniting the principle of "people's war" in 

terms of war in cyberspace. 

Meanwhile, the Pentagon's 2004 and 2005 reports 

indicate China's capability or intention to attack 

Taiwan. In those years, China, which has focused on 

the evolution of C4I equipment, began to increase 

investment in the evolution of C4ISR (Command, 

Control, Communications, Computers, Intelligence, 

Surveillance, and Reconnaissance). The report points 

to the Chinese government's strategy of forcing major 

international technology companies to transfer 
technology, share knowledge, and open research and 

development centers in China through the regulation 

of access to the Chinese market. However, in 2004 

and 2005, China still lacks sufficient personnel in 

technology management and corporate culture that 

does not encourage innovation and progress to 

enhance technological capabilities and programs. 

In 2006, the Pentagon reported that China already had 

a special unit set up for information warfare. The 

special unit was formed to support the actions of 

Chinese armed forces in conflict through cyber 

attacks. In 2007, China was the country that allegedly 

committed a number of network attacks in India 

(National Informatics Center), Germany 
(Chancellery), New Zealand, and Australia. 

Newspapers also issued news quoting government 

officials that the attacks on the French and Inggirs 

government system came from China. In 2008, the 

Pentagon reported that China was suspected of 

disrupting the networks of ministries, agencies, and 

companies that had military development contracts 

with the United States. Although China continues to 

deny hacking activities to other countries, and even 

accuses the United States and other countries that 

explore and conduct surveillance activities, it shows 

that China's capabilities in cyberpower continue to 
rise and gain support from government regulation, 

international. 

Along with the increase in military capability, China 

also focuses on developing capabilities and 

capabilities within the civil sector. The medium-term 

and long-term program in Science and Technology 

2006-2020 encourages China to integrate civilian and 

military efforts. In the cyber domain, for example, the 

PLA undertakes development cooperation with 

universities and civil telecommunication sectors. For 

example, ZTE and Huawei are two companies that 
have strong ties with the PLA. The PLA also has a 

research collaboration relationship with 46 

universities (Inkster, 2016: 58). 

Knowing the dependence and vulnerability of the 

cyber of the United States, the observation of the 

cyber situation of the United States should be linked 

to the United States national interests. If in the 

previous section these have to do with domestic 

outcomes such as the delayed handling of emergency 

calls or damage to electrical systems in some areas, 

this section seeks to demonstrate the national 

importance of the United States and how such 
vulnerability affects the vital interests of the United 

States in an external or International context. 

According to Blackwill&Tellis (2015: 18-19), vital 

national interests for the United States in the context 

of international relations have at least four major 

points. The four main points are as follows: 

Firstly, the United States has an interest in 

preventing, deterring, and reducing the threat of 

conventional as well as unconventional attacks on the 

continent of the United States and other territories of 

ownership. Different from China, in cyberspace 
affairs, the United States focuses more on 

strengthening the defense capabilities and 

strengthening the network in a "technological and 

human capital" level (Chang, 2014: 14). However, 

this is still a problem because the United States has a 

vulnerability in terms of cyber defense. 

Secondly, the United States wants to maintain a 

balance of power in Europe and Asia to promote 

peace and stability through the continuity of 

leadership of the role of the United States and its 

alliances. In this regard, although the United States 

has a fairly cooperative relationship with China on 
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energy security, the international economy and other 

issues, China's growth has the potential to disrupt this 
second vital interest. The systematic efforts of China 

that lead to it are changing the balance of power in 

Asia, reducing the alliance system of the United 

States and countries in Asia, then replacing the 

United States in leadership in Asia. In terms of 

bilateral trade, for example, the value of China's trade 

flow with some countries has outgrown the bilateral 

trade relations of the United States with these 

countries. 

 

CONCLUSION  

 
China and the United States have different definitions 

of cyberpower and cybersecurity. This is what shows 

the differences of interests between China and the 

United States. China has a network security strategy 

that is not only related to the control and regulation of 

information and network assets, but also their efforts 

to serve national interests and goals. Therefore, the 

goal of Chinese cyberpower is not only for the 

military, but also for economic and political gain. 

This is slightly different from that of the United 

States that share military, economic and political 
objectives, but emphasizes the tradition of freedom of 

expression and assembly, so that the United States 

campaigns on liberal traditions on the internet. 

The development of China's capabilities, together 

with Chinese cyber attacks, threatens the national 

interests of the United States. First, America has 

difficulty preventing, obstructing, and reducing the 

threat of conventional as well as unconventional 

attacks, in which case Chinese cyber attacks. 

Secondly, America will have a strong enough 

challenge to maintain a balance of power in Europe 

and Asia in promoting peace and stability through the 
continuity of leadership of the role of the United 

States and its allies. Third, American interests prevent 

the use of nuclear weapons and other weapons of 

mass destruction potentially threatened because cyber 

attacks can also enter the area of the United States 

nuclear weapons laboratory. Fourth, the interest to 

promote international economic stability and growth 

becomes more severe with the existence of a new 

battlefield : cyberspace. 

Therefore, the United States should take immediate 

steps among the options of available measures. 
Compared to the strategy of rivalry or 

accommodating the development of China in 

cyberpower, the United States is better at taking 

international steps to include China in global 

cooperation. While China has many problems and 

sources of tension in the region, China tends to be 

assertive in the international environment. To prepare 

for this, the United States has sought to improve the 

domestic defense system and make the necessary 

coordination to protect all sectors from Chinese cyber 

attacks. The United States has also encouraged norms 
of behavior in cyberspace at the international level, 

such as freedom of the Internet and common 

resistance to cybercrime problems. 
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