
International Journal of Management and Applied Science, ISSN: 2394-7926                                                 Volume-3, Issue-10, Oct.-2017 
http://iraj.in 

Administrative Challenges for Virtual Universities 
 
57 

ADMINISTRATIVE CHALLENGES FOR VIRTUAL UNIVERSITIES 
 

MUDAWI MUKHTAR ELMUSHARAF 
 

The National Ribat University, Box 55, Burry, Khartoum, Sudan 
E-mail - mudawi5@gmail.com 

 
 
Abstract - The tremendous development in ICT during the last three decades provided a good opportunity for improving the 
world of education.  E-learning methods are spreading throughout the curricula not just at universities but across the whole 
spectrum of education from kindergarten upwards.  One of these major developments in this area of education is the 
appearance of virtual universities which students can access from anywhere at any time.  Students do not need to travel to 
the university because the university will come to them where they are.  The number of virtual universities was estimated by 
the UNESCO in 2010 to be over 115 universities.  Virtual universities have so many advantages for students, instructors, and 
the institutions.  Regardless of the advantages of virtual universities, there are some challenges that face these universities 
need to   be addressed. These challenges, if not taken care of, will lead to the failure of the idea and produce a very bad 
outcome. 
 
Index Terms - administrative challenges, virtual university, e-learning, 

I. INTRODUCTION 
 
Educational systems all around the world are in the 
process of integrating ICT to enhance the learning 
experience of students In order to keep pace with the 
changing trends [1]. E-learning transcends typical 
time and space barriers, allowing students to access 
learning opportunities day and night from various 
corners of the world, [2]   
Digital learning methods are penetrating curricula not 
just at the universities but across the whole spectrum 
of education from kindergarten upwards [3]  
Virtual universities have been described as university 
without buildings, [4] 
The students know about the university, apply for it, 
register for programs, receive their teaching 
materials, study these materials, contact their 
professors and classmates and get their degrees all 
through the electronic media and the internet in 
particular. As more universities explore the potential 
of online seminars, lectures and lab courses, they face 
a set of new challenges, [3] 
 
Virtual universities face a lot of challenges because 
they deal remotely with students and instructors from 
different countries with different languages and 
backgrounds.  Since all the operations in this kind of 
universities are done electronically, it is very 
important to secure the university systems against 
hackers.  Failure to do this will result in the loss of 
money and reputation of the institution. 
 
The Paper 
 
This paper is an attempt to investigate the virtual 
universities as a new concept in the field of education 
and the challenges that face this concept. This 
investigation will be done through the review of the 
literature, analyzing the reviewed literature, and 
pointing out the major problems and challenges that 
need to be addressed.  

II. THE CONCEPT OF VIRTUAL UNIVERSITY 
 
The Wikipedia described virtual universities as any 
organization that provides higher education programs 
through electronic devices such as the computer.  
Some of the universities are real institutes, the bricks 
and mortar type that provide online learning as part of 
their extended university course while others provide 
courses only online.  While the International Council 
for Distance Education (ICDE) defined virtual 
institutions as “institutions which offer programs only 
by electronic means, and which are not open 
universities,” [5]  
Studying in a virtual university is different than 
studying in a traditional university.  In the virtual 
university there are no buildings and no campus to go 
to because students study on the internet.  In most 
cases, only a personal computer and an internet 
connection is needed.  The concept of the virtual 
university is to bring the university to students rather 
than taking the students to the university.  To adapt 
the university programs to students instead of 
adapting students to the university.  It is a student-
centric process rather than instructor-centric process.   
In the virtual university all the university services and 
functions are simulated in the internet so that no 
physical interaction is needed to complete a study 
program.  Virtual university was described as 
Evolving from an industrial age university to 
information age university, from bricks-based 
university to electronic components-based university, 
from wall surrounded university to wire surrounded 
university, from human professors to digital 
professors and from hard books to electronic books 
[6] 
The virtual university system is designed for working 
adults who are busy and cannot afford the time away 
from their work and their families. “Students who 
enjoy traveling can attend classes regularly with a 
laptop and wireless Internet card that will allow them 
to go to school from any location”. [7]  
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III. THE NEED FOR VIRTUAL UNIVERSITIES 
 
According to a 2009 report by the United Nations 
Educational, Scientific and Cultural Organization 
(UNESCO), today 150 million students are enrolled 
in some kind of education beyond high school, a 53 
percent increase in less than one decade. With such 
numbers, there is no foreseeable way enough 
traditional universities could be physically built in the 
next two decades to match the demand. [8] This is 
why we are seeing virtual universities being 
established everywhere in the world. Many virtual 
universities has been established in Asia, Africa, and 
the Middle East.  There are plans to establish e-
universities in Bahrain, United Arab Emirates, and 
Kuwait. The plan is to set up an electronic university 
to provide bachelor and masters programs in Saudi 
Arabia in partnership with internationally renowned 
distance education institutions. [9] 
 
IV. TEACHING MODES IN VIRTUAL 
UNIVERSITIES 
 
The major part of the teaching modes in virtual 
universities is online courses.  Course materials can 
include printed materials, books, audio and video 
cassettes, TV programs, CDs, software, and websites. 
Program delivery in virtual university is administered 
through information communication technology 
(ICT) such as web pages, e-mail and other networked 
sources. Modules, courses, and degrees are delivered 
to learners through the internet.  Learners interact 
with the university administration and with their 
professors as well as teaching materials in both real 
time and delayed time (synchronous and 
asynchronous) modes.   Homework assignments are 
normally submitted electronically as an attachment to 
an e-mail.  When help is needed, lecturers, tutors, or 
fellow students, or help desk are available, just like a 
real university.  The difference is that all 
communication goes via electronic media. 
 
V. FEATURES OF VIRTUAL UNIVERSITIES 
 
a) Virtual learning allows quality education to reach 

much wider audience both locally and      
internationally. 

b) Any student can register and study through the 
internet from any where in the world and at the 
time of his/her convenience. 

c) Students can find more choices, more delivery 
methods, lower cost and increased flexibility. 

d) When you enroll in a virtual university program, 
you can select from the courses offered by any of 
the participating universities. 

e) You can save money and time by getting the 
programs of foreign universities through the 
internet instead of travelling to these foreign 
countries, pay large amounts of money, waste a 
lot of time, and risk the loss of your identity. 

f) Virtual universities increase the access to global 
educational resources throughout the world.  You 
can access virtual libraries from any where at any 
time.  

 
VI. SAMPLES OF VIRTUAL UNIVERSITY 
MODELS 
 
(a) National Model: The Virtual e-University of 
Uganda  
It is the first virtual university in Uganda that offers 
its courses solely over the internet.  It’s electronic 
backbone–servers, and backup support–is overseas, in 
Germany and the Netherlands, a decision prompted 
by the instability of local service providers (internet 
and electricity).  The classrooms, meeting rooms, 
registry and a library that can be accessed by the 
general public are fully virtual, using a Moodle 
platform hosted in the Netherlands. Its administration 
offices are in Muyenga. [10] 
(b)  Regional Model: The African Virtual 
University (AVU)  
The AVU started in 1997 to serve more than 15 
African countries by bringing quality education to 
them in their homes. [11].  AVU is an institution 
committed to increasing education access through the 
use of information and communication technologies 
(ICTs).  The Headquarters is located in Nairobi, 
Kenya . Regional office in Dakar, Senegal. It is 
considered the largest e-learning network in Africa 
that operates in 27 countries with more than 50 
universities. One of the complicated factors 
mentioned by Dr. Bakary Diallo in an interview 
conducted with him by The University World News 
stated that these participating countries speak more 
than three languages. Professors from universities in 
the US and Canada deliver courses from a studio 
classroom.  The courses are transmitted to the central 
uplink countries.   The ICT undergraduate program 
was launched in 2009. In 2010 and students started 
enrolling in the bachelor's degree program through 
the 12 participating universities in the ten 
participating countries. [12]  
(c) International Model:  The Virtual University for 
Small States of the Commonwealth (VUSSC) It was 
conceived by the Commonwealth Education 
Ministers in Canada December 2000.  The proposal 
was indorsed at their 15th conference in October 
2003.  Currently, 29 of the commonwealth countries 
are actively participating in the VUSSC.  The main 
focus of these countries is to develop a postsecondary 
skills-related courses in specific areas. [13]  
 
VII. CATEGORIZING VIRTUAL 
UNIVERSITIES ACCORDING TO PUURPOSE   
 
The purpose of setting up a virtual university may 
vary from one institution to another according to the 
goals of each one of these institutions.  Virtual 
universities in the developed countries are set up to 
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achieve goals different than those in the third world 
or under-developed countries.  According to the 
purpose we can categorize virtual universities into the 
following categories. [14] 
 
a)  Export-based Universities 
The main purpose of this type of virtual universities 
is to export domestic university programs to the 
international market.  They tend to combine online 
provision with face-to-face support through 
partnership with educational institutions in the other 
countries.  Usually this type of universities is found in 
the developed countries because they want to export 
their education programs to the third world countries. 
UK e-Universities Started in 2000 for exporting the 
UK education provision to other countries in different 
parts of the world.  This institution was closed in 
2004 because of some financial reasons.   
b)  Widening Participation Universities 
The main purpose is to widen the participation and 
access to higher education by attracting people with 
work and family commitments or who live in remote 
areas far away from the universities. This model also 
provides students already enrolled with wider choices 
of courses.   
A good example of this type is the Swedish Net 
University (SNU) which started in March 2002. 
The Canadian Virtual University (CVU) launched in 
September 2002 as a consortium of 13 Canadian 
universities based at Athabasca University. 
c) Research and Development Focused 
Universities 
The aim  is to develop digital content and platforms 
to the member universities in order to promote and 
develop the adoption of ICT in universities.  A good 
example of this type the Dutch Digital University 
(DDU) (English) Started in April 2001 as a 
consortium of 10 universities managed by a council 
of participants. The university focuses on the 
development of digital education products and 
knowledge for higher education. 
d)  Industry Focused Universities 
This type of universities is often found in the 
developing countries in order to improve their 
economic position.  Rather than focusing on 
improving existing universities, some countries create 
virtual universities to bring foreign education 
programs in the country. The Syrian Virtual 
University (SVU) could be considered an example of 
this type. The university offers courses from different 
universities from the US, Canada, Europe and 
Australia 
 
VIII. CHALLENGES FACING VIRTUAL 
UNIVERSITIES  
 
There are some challenges that face virtual 
universities. A study showed that virtual universities 
face three main challenges: moral education for the 
lack of face-to-face interaction, creativity, and power 

problems.  Another study about the Pakistan Virtual 
University (PVU) demonstrated electricity failure and 
English proficiency as the most significant barriers 
[15] But the main challenges for virtual universities 
are: 
 
a) Challenges Concerning Personnel and Teaching 
Material 
The administration of virtual universities is not like 
traditional universities.  Many challenges face the 
administrative personnel in virtual universities. 
The administration in virtual universities is 
responsible for the production of teaching materials, 
delivery of these materials to students, managing 
financial transactions between students and the 
institution as well as between professors and the 
institutions.  Also the administration in virtual 
university deals with students and professors from 
different countries with different languages and 
backgrounds. The AVU is the best example for this 
heterogeneity. They serve countries speak three 
different languages. Their programs is accessed even 
from outside the African continent.  Dr. Bakary in his 
interview with the University World News said " We 
announced the launch of AVU's open educational 
resources (OERs) portal in January 2011. When we 
looked at the Google analytics from April to May 
2011 found 80% or so of the visitors are from outside 
Africa. From the first ten countries there is one 
African country [12] The consumers are to be 
protected against the claims of unauthorized 
providers. There is a need to provide security for the 
systems of registration, assessment and students' 
records.  In virtual university systems a number of 
partners who form a consortium may be from 
different countries and some of them might not be 
educational institutions. Another issue is that there 
are many tasks to be handled like curriculum design, 
preparing teaching materials, teaching, and 
certification.  Each one of these tasks may be given to 
different provider.  The administration need to 
integrate all these efforts in order to get the best 
outcomes.    
Because virtual universities are boarder-less 
universities they face challenges in importing and 
exporting online learning.  Examples of these 
challenges are: [16] 
 National legislations and higher education 

policies in different countries. 
 Visa and customs' regulations. 
 Telecommunication laws and costs. 
 Intellectual property rights. 
 Quality assurance arrangements. 
b) Challenges Concerning Quality Assurance  
One of the major challenges to virtual university is 
the quality assurance issue.  The quality involves the 
teachers who teach students, the content of the 
courses, and the method of teaching.  Quality is the 
main factor that gives the reputation to the institution 
and the accreditation to its programs.  Students who 
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graduate from virtual universities using e-leaning 
methods are compared to students who graduate from 
universities using standard face to face instruction .  
Students are concerned with reputation of the 
institution, reliability of providers, and the 
recognition of the awards by governments and 
employers.  Establishing a qualification framework is 
becoming a global phenomenon.   
 
One of the main features of virtual universities is 
crossing the boundaries and the national borders.  
Crossing the borders gives rise to particular quality 
assurance challenges. A variety of quality assurance 
issues need to be addressed.  Some of these issues 
which include “customs and visa regulation for 
transnational students, telecommunications’ 
regulations, and pricing controls, Intellectual Property 
Rights (IPR) for virtual courses, recognition and 
licensing arrangements for providers, arrangements 
and regulations for the transfer of educational credit 
and methods of controlling fraudulent providers. [16].  
More than 60 countries across the world, including 
most EU member states and sub-Saharan African 
countries, are at different stages of developing 
national qualification framework, with at least three 
regions having made progress. [17]  The effectiveness 
of e-learning, depends upon the quality of the 
learning experience and the situation. [18] A poor 
instructor can make an exciting topic very boring; 
likewise a poorly designed e-learning module will 
lead to sleep as well”. Some studies indicate that 
students can learn via the web just as effectively, or 
in some cases more effectively, than those in 
traditional classrooms. [19] 
 
c) Challenges Concerning Security  
Security is a very important element for on-line 
learning.  It is very crucial in virtual universities to 
secure the following: [20]  Tests and exams need too 
be protected from unauthorized modification. 
Students' records are also subject to unauthorized 
modifications by students or other people for 
different purposes. The financial records also need to 
be protected from intrusion which results in loss of 
money.The website itself needs to be protected from 
viruses, denial of service attacks, and intrusion.  
Security is considered a technology that increases the 
complexity of the process but it is a     fundamental 
requirement for virtual universities.  People do not 
use a system that they do not trust.The main issues 
involved in the security of information in virtual 
universities are: 
(i)  Integrity:  Integrity can be defined as:  To insure 
that information is accurate and complete by 
protecting it from unauthorized modifications. 
(ii) Confidentiality:  To insure that Information is 
shared only among those who are authorized to 
receive it both in data storage and data usage (even 
during the transmission of data) by Protecting it from 
unauthorized disclosure. 

(iii) Availability:  What we mean by availability is to 
insure that data is accessible when needed. 
(iv)  Non-Repudiation:  To insure that users are 
unable to deny having carried out an operation.  In 
other words it must be possible to reliably trace who 
has performed what.  Protection  To accomplish a 
good protection we need to have:  Strong passwords 
and good distribution of security levels. A well-
defined firewall to protect the system from 
unauthorized access. A very good and updated 
Antivirus and Antispyware software to protect from 
viruses. Intrusion Detection System (IDS) that can 
trace any attempt to break into the system. 
  
CONCLUSION 
 
Virtual universities are a universities of no limits of 
time and space.  They created a very good chance for 
adults who are busy with work and family 
commitments and those who live in remote areas to 
continue their education.  The concept also enabled 
the third world countries to bring better education 
programs to their people without spending huge 
amounts of money.  Concerning the quality of virtual 
universities outcome it could be said that if the virtual 
university is implemented properly and the different 
challenges are taken care of, the outcome of the 
virtual universities can compete with traditional type 
of education and can get even better results.   
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