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Abstract - The world of internet today has become a parallel form of life and living. Public are now capable of doing things 
which were not imaginable few years ago. Internet as enabled the use of website communication, email and a lot of anytime, 
anywhere IT solutions for the betterment of humankind. The facilities of computer technology like internet have not come 
out without drawbacks. Though it makes the life so speed and fast, but hurled from the deadliest criminality termed as 
'Cyber-crime’. Cyber-crime is emerging as a serious threat.  This article is an attempt to provide an understanding of cyber-
crime, some of the reasons for the occurrence of cyber-crime, types of cyber-crimes, information of the person who involve 
in cyber-crime, the possible ways that are used by the criminals(hackers) to perform the crime, effects of cyber-crime over 
youth who are the main users of internet, some of the safety measures that avoids from being a victim of cyber-crime, some 
of the tips toprevent cyber-crimes, few examples of recent cyber hacks (2017). 
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I. INTRODUCTION 
 
Internet in India is growing rapidly. Unrestricted 
number of free websites, the internet has deniably 
opened a new exploitation known as cyber-crime. 
Activities involve the use of computer, internet, 
cyberspace and World Wide Web [1]. Cyber-crime 
refers to any crime that involves a computer or 
mobile and a network. The computer may have been 
used in the commission of a crime,or it may be the 
target.Cyber-crime is an activity done using 
computers and internet.We can say that it is an 
unlawful acts wherein the computer either a tool or 
target or both. The first recorded cyber-crime was in 
the year 1820.The first spam e-mail took place in 
1976 when it was sent out over the “Arpanet”.The 
first virus was installed on an apple computer in 1982 
when a high school student, “Rich skrenta”, 
developed the “EIK cloner”. 
 
As telecommunications technology spread throughout 
the IT world, programmers began writing malicious 
software, including self-replicating programs, to 
interfere with personal computers. India is the 3rd 
most targeted country for phishing attacks after U.S 
and U.K.15,000 sites hacked in 2011,India is the 
number 1 country in the world for generating 
spam.14,348 websites defacements in 2010, 6,850 .in 
and 4,150 .com domains were defaced during 2011 
[2]. In today’s world, an organization dependency on 
cyberspace is becoming an increasingly aspect of 
organizational security. The infrastructure of different 
organizations are interconnected in cyberspace, 
therefore the level of risk to security has increased 
dramatically. The threat to cyber security is growing 
at vast rate. Computer systems at colleges and 
universities have become targets for the students as 
they can manipulate their progress reports. The cyber-
crimes involve the use of computer, internet, 

cyberspace and the World Wide Web and give rise to 
the criminal activities. Cyber criminals are becoming 
more sophisticated and are targeting consumers as 
well as public and private organizations. Cyber-
crimes arise due to the lack of cyber security. All 
types of cyber-crimes consist of both the computer 
and the person behind it as victims. Cyber-crime 
could include anything such as downloading.Cyber-
crime could also createand distributes small or large 
programs written by programmers called viruses on 
the other computers or posting confidential business 
information on the internet to harm the people. 
 
An “Account takeover” incident occurred in 2012 at 
the South Carolina ‘department of revenue’ illustrates 
a type of cyber-crime. Cybercriminals broke into the 
department’s computer systems and stole 3.6 million 
social security numbers and 387,000 credit or debit 
card numbers this happens when cyber criminals 
install malicious software in our computer, such a key 
loggers, which record key strokes, passwords, and 
other private information. This in turn allows them 
access to programs and web sites using your log-in a 
space credentials. Once these criminals steal your 
password, they may be able to breach your online 
bank account. These criminals can be anywhere in the 
world and may be able to transfer your money almost 
immediately. 
 
II. REASONS FOR CYBER CRIME 
 
1. Capacity to store data in comparatively small 

space: The computer has unique characteristic of 
storing data in a very small space. This affords to 
remove or derive information either through 
physical or virtual medium makes it much easier. 

2. Easy to access: The problem encountered in 
guarding a computer system from unauthorized 
access is that there is every possibility of breach 
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not due to human error but due to the complex 
technology. By secretly implanted logic bomb, 
key loggers that can steal access codes, advanced 
voice recorders; retina imagers etc. that can fool 
biometric systems and bypass firewalls can be 
utilized to get past many a security system. 

3. Complex: The computers work on operating 
systems and these operating systems in turn are 
composed of millions of codes. Human mind is 
fallible and it is not possible that there might not 
be a lapse at any stage. The cyber criminals take 
advantage of these lacunas and penetrate into the 
computer system. 

4. Negligence: Negligence is very closely 
connected with human conduct. It is therefore 
very probable that while protecting the computer 
system there might be any negligence, which in 
turn provides a cyber criminal to gain access and 
control over the computer system. 

5. Loss of evidence: Loss of evidence is a very 
common & obvious problem as all the data are 
routinely destroyed. Further collection of data 
outside the territorial extent also paralyses this 
system of crime investigation [3] 

 
III. TYPES OF CYBER CRIME 
 
A. HACKING 
In simple words, hacking is an act committed by an 
intruder by accessing your computer system without 
your permission. Hackers are basically computer 
programmers who have an advanced understanding of 
computers and commonly misuse this knowledge for 
devious reasons. 
 
Hackers displaying such destructive conduct are also 
called “crackers”, At times. They are also called 
“Black Hat” hackers on the other hand there are those 
who develop an interest in computer hacking just out 
of an intellectual curiosity. 
 
B. VIRUS DISSEMINATION 
Viruses are the computer programs that attach 
themselves to or infect a system or files, and have a 
tendency to circulate to other computers on a 
network. They disrupt the computer operation and 
affect the data stored-either by modifying it or by 
deleting it altogether. “Worms” unlike viruses don’t 
need a host to cling on to. They merely replicate until 
they eat up all available memory in the system .the 
term “worm” is sometimes used to mean self-
replicating “malware” (malicious software). 
 
C. LOGIC BOMBS 
A logic bomb, also known as “slag code”, is a 
malicious piece of code which is intentionally 
inserted into software to execute a malicious task 
when triggered by a specific event. It’s not a virus, 
although it usually behaves in a similar manner 

.program codes that are scheduled to execute at a 
particular time are known as “Time bombs “. 
 
D. DENIAL –OF –SERVICE ATTACK (DOS) 
Dos attack is an explicit attempt by attackers to deny 
service to intended users of that service.it involves 
flooding a computer resource with more requests then 
it can handle consuming its available band width 
which results in server overload. This causes the 
resource to crash or slow down significantly so that 
no one can access it. 
 
E. PHISHING 
This is a technique of extracting confidential 
information such as credit card numbers and 
username password combos by masquerading as a 
legitimate enterprise. phishing is typically  carried out 
by email spoofing  . 
 
F. EMAIL BOMBING AND SPAMMING 
Email bombing is characterized  by an user abuser 
sending huge volumes of email To target address 
resulting in victim’s  email account are mail servers 
crashing . The message is meaning less and 
excessively long in order to consume network 
resources. Spamming is a variant of email bounding. 
Here unsolicited bulk messages are sent to a large 
number of users indiscriminately. 
 
G.WEB JACKING 
Web jacking derives its name from “hijacking”. Here 
the hacker takes control of a website fraudulently. He 
may change the content of original site of even re 
direct the user to another fake similar looking page 
control by him. The owner of website has no more 
control and the attacker may use the website for his 
own selfish interest. 
 
H. CYBER STALKING 
Cyber stalking is a new form of internet crime of our 
society when a person is pursued or followed online. 
A cyber stalker doesn’t physically follow his victim; 
he does it virtually by following his online activity to 
harvest information about the stake and harass him or 
her and make threats using verbal intimidation. 
 
I. DATA DIDDLING 
Data diddling is unauthorized altering of data before 
or during entry into a computer system and then 
changing it back after processing is done .using this 
technique the attackers modify the expected output 
and is difficult to track.in other words ,the original 
information to be entered is changed, either by a 
person typing in the data , a virus that’s programmed 
to change the data , the programmer of the database 
or application ,or anyone else involved in the process 
of creating ,recording ,encoding ,examining ,checking 
,converting or transmitting data .J 
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J. IDENTITY THEFT AND CREDITING CARD 
FRAUD 
Identity theft occurs when someone steals your 
identity and pretends to be you to access resources 
such as credit cards, bank accounts  and other benefits 
in your name. 
 
“Credit card fraud “is a wide ranging term for crimes 
involving identity theft where the criminal uses your 
credit card to fund his transactions. 
 
K. SALAMI SLICING ATTACK 
A “salami slicing attack” or “salami fraud” Is a 
technique by which cyber – criminals steal money or 
resources a bit at a time so that there’s no noticeable 
difference in overall size .the most classic approach is 
“collect- the –round of “technique .most calculations 
are carried out in a particular currency are rounded 
off up to the nearest number about half the time and 
down the rest of the time. 
 
L. SOFTWARE PIRACY 
Internet piracy is an integral part of our lives which 
knowingly or unknowingly we all contribute to it 
.software piracy is the unauthorized use and 
distribution of computer software .this affects the 
whole global economy as funds are relayed from 
other sector which results in less investment in 
marketing and research [8]. 
 
IV. CYBER ATTACKS 
 
External Cyber Attacks 
External cyber-attacks are increasing in frequency 
and causing extensive damage to Companies and 
organizations. Cyber criminals have also organized 
into criminal Groups that will cause damage for the 
challenge, pay, extortion, blackmail, etc. 
External attacks are typically launched from the 
Internet and circumvent the poor. Security controls of 
a government or corporation. 
 
Internal Cyber Threats 
The internal cyber threat is the most damaging to an 
organization due to the insider knowledge that an 
internal source has of an agency or company. An 
example of aninternal employee who caused grave 
damage to an organization is of a police officerthat 
used his inside knowledge of his law enforcement 
organization and its network tosteal sensitive 
information that he then exchanged with a foreign 
power for money. 

 
V. HACKER PROFILE 
 
“Hackers” is a term that is currently used to identify 
individuals who break into computers. Hackers can 
be any age, creed or nationality. Hackers have gained 
a negative image due to their exploits in the past few 
years. Hackers may commit their criminal activity for 

excitement, the challenge or monetary reasons. 
Hackers tend tobe young males who have extremely 
high intelligence and curiosity. There has beenan 
increase in the number of females that have acquired 
the skills to break intocomputer systems. 
Hackers may organize themselves into hacking 
groups that will in some cases complete against other 
hacker groups in order to see who can exploit the 
most computers in a set time frame. 
 
The advent of the Internet allows cyber criminals to 
conduct illegal activity from a computer far removed 
from where the crime is actually taking place. A 
criminal canbreak into a computer network a 
continent away and steal credit card and 
bankinginformation without having to be physically 
present at the scene. Criminals are usingcomputers to 
conduct narcotics trafficking, child pornography, 
bank fraud, etc. using a computer and the Internet as a 
vehicle for illegal activity [7]. 

 
VI. CYBER CRIME METHODOLOGY 
 
Cyber criminals typically follow a methodology when 
they are conducting theirillegal activity. The process 
is based on their experience acquired through 
attemptingto break into, and subsequently breaking 
into computer systems. Cyber criminals will typically 
need to use a computer network that is difficult if 
notimpossible to identify. This is done to make it 
difficult for law enforcement to identifythe 
perpetrator of the cyber-crime. Cyber criminals will 
“hack” into a victim computeror will use cyber café’s 
to commit their illegal activity. 
 
Role of Computers:- 
• Victim: A computer that is the object of an 
intrusion or unauthorized activity. 
• Instrumentality: Computers that are used to 
conduct illegal activity. 
• Evidence: Computers that are used to store 
evidence of the crime. 
 
VII. IMPACTS OF CYBER CRIME 
 
 Impact of Cyber Crime over Teenager :- 

These days a worst fear in teenager’s eyes is 
Cyber Bullying. It is become common over past 
five years, generally from the age below eighteen 
are more susceptible and feared from Cyber 
Bullying as per inspection. It is becoming an 
alarming trend in our society. As per inspection 
of data, the worst fear of cyber-crime is on 
teenagers female. Cyber Bullying is a fear when 
person receives threats, negative comments or 
negative pictures or comments from other person 
[5]. 
 
This is all done through core technologies 
described above mainly via online. Cyber 
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Bullying can be done through chatting, instant 
messaging etc. Where social networking sites 
like Facebook, Orkut, Twitter users are more 
affected from Cyber Bullying. Generally feared 
person can reach a limit of depression, 
humiliation and threatens. Through this analysis 
we come to analyze that if person Bullied online 
he or she may be depressed up to the level of 
self-harming. 
 

 Impact of Cyber Crime over Youth :- 
Cyber communication is society's newest way to 
interact. Online social networking websites, text 
messages and emails provide users with an 
effective, quick way to communicate with people 
all over the world. Teens in particular spend 
hours online every day, on computers or personal 
electronic devices. 

 Friendships :- 
Family-rescource.com states that 48% of teens 
believe that Internet improves their friendships. 
With social networking sites becoming 
increasingly popular, youth are able to stay 
connected to real and online friends. Some teens 
believe cyber connections help them feel 
confident to be their true selves. Instant 
messaging programs, used by an estimated 13 
million teens, allow conversations with friends to 
occur in real time. Online communication tools 
open the door for friendships with other teens 
near and far. 
 

 Writing :- 
While teens are frequently online, using cyber 
forms of communication doesn't require formal 
writing skills. Quite the opposite actually occurs; 
youths often use shorthand, abbreviations or 
slang when writing online. The National 
Commission on Writing states that 85% of teens 
use social networking communication, but 60 
percent of them don't see this form of 
communication as "writing." Teens should be 
aware of the difference between formal and 
informal writing, and understand when the latter 
is not appropriate. 
 

 Sexual Solicitation :- 
Sexual solicitation is a growing concern for 
youth who use forms of cyber communication. It 
may occur in chat rooms or on social networking 
sites. Sexual solicitation occurs when an adult or 
peer tries to engage in an online sexual 
relationship. A teen may be asked to disclose 
personal information, view pornography or 
discuss something sexual online. About 70% of 
teens who are sexually solicited online are girls. 
Teens should be cautious in posting suggestive 

photos online and talking to strangers in chat 
rooms. 
 

 Cyber Bullying :- 
Cyber bullying is a negative effect of online 
communication between youth. Victims of cyber 
bullying often experience rumors and lies spread 
on online social networks. Bullies may post 
inappropriate or embarrassing pictures of their 
victims. Another aspect of cyber bullying 
involves using mean text messages as 
harassment. The National Crime Prevention 
Council states that cyber bullying is a problem 
for almost half of American teens. In some 
extreme cases, teens have taken their own lives 
as a result of cyber bullying [6]. 

 
VIII. SOME OF THE RECENT CYBER 
ATTACKS 
 
 Ransomeware virus strikes ’sms’ hospital in 

Jaipur 
A ‘ransome virus’ attack on the online system of 
the sms hospital on Thursday has lead to 
disruption of a wide range of services, including, 
the registration, blood test and lab reports [4]. 
 

 Wipro receives ‘threatening’ letter: RS 500 
crore in digital currency of bitcoins demanded 

      Bengaluru: IT major wipro on Saturday said it has 
augmented security measures at all its office 
locations after receiving a “threatening letter 
from an unidentified source”. 

 
 Data breaches becoming more complex, 

damaging: Verizon 
      Mumbai: data breaches are becoming more 

pervasive and damaging and are now affecting 
every department within an organization--leaving 
a lingering, if not lasting, imprint on an 
enterprise. 

 
 Hrithik roshan’s facebook account hacked 
Mumbai: Bollywood star “Hrithik Roshan’s” account 
on social networking site, facebook, was hacked by a 
young guy who set his photo as profile picture. 
 
Fig 1 represents the Reported rates of economic crime 
in that 32% of organizations are affected, 34% think 
they will be affected in the next two years, 61% of 
CEOs are concerned about cyber security. But less 
than half of board members request information about 
their organization state of cyber-readiness and 37% of 
organizations have a cyber incident response plan. 
Most companies are still not adequately prepared for 
or even understand the risks faced and the makeup of 
this team varies widely. 
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Fig 1: Reported rate of economic crime 

 
CONCLUSION 
 
With the spread of computers and internet, cyber-
crime has emerged as a major challenge. The internet 
brings joy to our lives but at the same time it has 
some negative sides too. The cyber criminals are 
always in a search to find out the new ways to attack 
the possible internet victims. Today, everybody is 
using the computers i.e. from white collar employees 
to terrorists and from teenagers to adults. The 
younger generations [9], which use the internet and 
other online technologies extensively for staying 
connected for all day to day work and entertainment, 
including information, e-mails, social networking, e-
banking, e-shopping, web-TV, news, education, 
home-work research, online gaming, downloading 
music, videos, movies and other contents etc., are 
more vulnerable to targeted cyber-crime. All the 
conventional crimes like forgery, extortion, 
kidnapping etc. are being done with the help of 
computers. Thus the cyberspace can be used either 
legally or illegally. Therefore it is on one’s hand to 
use it effectively. 
Computer crime does have a drastic effect on the 
world in which we live. It affects every person no 
matter where they are from [10]. There is a need to 
conduct research analysis of cyber-crimes to find out 
a best approach to protect sensitive data and take 
appropriate action against the cyber-attack. The 
internet is very powerful tool and effective means of 
communication but it is vulnerable just like anything 
else. It is not possible to eliminate cyber-crime from 
the cyber space. It is quite possible to check them.   
 
To defend against Cyber-crimes, intrusion detection 
techniques should be designed, implemented, and  

 
administrated. The way to protect it for now is for 
everyone to be smart and to follow preventive 
measures, individuals, institutions, and government 
alike should all follow these measures. 
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