
International Journal of Management and Applied Science, ISSN: 2394-7926                                              Volume-3, Issue-9, Sep.-2017 
http://iraj.in 

An Ontology Design for Terrorism Activities 
 

90 

AN ONTOLOGY DESIGN FOR TERRORISM ACTIVITIES 
 

1BENAHMED KHELIFA, 2ASSOULI NORA 
 

1,2Tahri Mohamed University, Bechar, Algeria 
1,2ENERGARID Lab. 

Email: 1benahmed_khelifa@yahoo.fr, 2mg.assouli@yahoo.fr
 

 
Abstract—Everyone uses the term of terrorism, but who really understands it? What precisely is terrorism?Who causes it? 
Who engages in it? Should terrorists be identified according to their intentions, ideologies, tactics or targets?Terrorism, as an 
immensely complex subject, it is a “wicked problem” that is becoming a pervasive, often dominant, influence in our lives 
and a priority topic for researchers. Research on terrorism and terrorism-related issues has increased dramatically in the 
wake of the tragic events of September 11th, 2001. The concern about the global security came into limelight after these 
events that witnessed the most destructive terrorist assaults in recorded history.Terrorist’s attacks differ in the motivation of 
the entity behind theattack, the execution and the end result. The problem of identifying terrorist threat has a 
consequencethat no standard classification exists. In this paper, our goal is to propose a new ontology of terrorism where the 
objective is toautomate the characterization and the classification of terrorists during its early stages. The benefit of 
automated classification of attacks means that an attack could be mitigated accordingly. Described models consist of 
experience gathered from open Internet knowledge systems such as Global Terrorism Database (GTD), Profiles in Terror 
knowledge base. 
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I. INTRODUCTION  
 
The topic of terrorism is both complex and emotive. 
It is complex because itcombines so many different 
aspects of human experience, including subjectssuch 
as politics, psychology, philosophy, military strategy, 
and history, to namea few. Terrorism is also emotive 
both because experiences of terrorist acts 
arousetremendous feelings, and because those who 
see terrorists as justified often havestrong feelings 
concerning the rightness of the use of violence. 
Without a doubt,terrorism evokes strong feelings 
whenever it is discussed. A key challenge 
ofunderstanding terrorism is both acknowledging the 
moral outrage at terroristacts, while at the same time 
trying to understand the rationale behind terrorism 
[1]. 
 
Barely a few year into it, the twenty-first century is 
already clearly marked as the “Age of terrorism”[2]. 
Terrorism is a global phenomenon historically that 
has become prevalent in today’s world, it is 
simultaneously as old as human civilization and as 
newas this morning’s headlines. Terrorism, as a 
phenomenon, is gradually becoming a pervasive, 
often dominant influence in our daily lives. 
The term terrorism is one of those few words, like the 
Internet, thathave insidiously worked their way into 
our everyday parlance, and yet todaythere is no clear, 
consistent and widely agreed upon definition of either 
what constitutes terrorism or who the terrorist is [3]. 
People are not born terrorists and do not wake up one 
morning and suddenly decide to start planting bombs 
in public streets. Therefore, animportant realization 
here is that terrorism is a process and ‘terrorism is 
achoice; it is a political strategy selected from among 
a range of options’ [4].   

Many researches are effecting to detect terrorism 
through the usage of divers methods such as 
Algorithms, Hidden Markov Models, Internet of thing 
approach, the exploiting of the Data Mining 
Methodology.  
The remaining paper is structured as follow: we 
present the generalities about terrorism and 
ontologies in section 2; followed by some related 
work concerned the building of ontology for 
terrorism in section 3, the analysis of terrorism 
concepts and our proposed ontology construction 
methodology are presented in section 4. Finally, we 
conclude this paper in section 5. 
 
II. GENERALITIES 
 
2.1 Phenomenon of Terrorism 

“There has never been any consensus definition 
of terrorism.”Richard Betts, director of the Institute 
of War and Peace Studies, Columbia University. 

“Acomprehensive definition of terrorism…does 
not exist nor will it be found in the foreseeable 
future.” Walter Laqueur. 
 
The French Revolution marked a turning point in the 
history of terrorism.It gave birth to the term “terror” 
prefiguring a practice that was to evolve 
considerablyin the twentieth century with the advent 
of totalitarianism and large-scaleviolence. The term 
“terrorism,” of course, derives from the experienceof 
the French revolutionary Terror that raged in 1793 
and 1794.The Age of Enlightenment had bequeathed 
humanity the idea of popularsovereignty, and it was 
in the name of that sovereignty that the 
Revolutionclaimed to defend it through the 
deployment of state terror, inwhich the ends justified 
the means, including extreme violence [5]. 
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Terrorism is not an easy subject to conceptualize, and 
debates on the definition ofterrorism are the indicator 
of this hardship. 
Despite terrorism’s long history, there is still today no 
consistent or widely agreed upon definition of either 
what constitutes terrorism or who the terrorist is 
[3].Theproblem of defining the term ‘terrorism’ is 
well known and has been examinedextensively. A 
definition that is widely accepted is still lacking.  

Schmid in his study complied 109 scholarly articles 
that define terrorism, and listed the definitional 
elements according to their frequency mentioned in 
different definitions in descending order [6]. 
A brief examination of Table.1 reveals wide 
differences in the relative strength of the 22 
definitional elements Schmid reports [7]. 

 
TABLE.1. Frequencies of definitional elements in 109 definitions  

Num Element   Frequency % 
01 
02 
03 
04 
05 
06 
07 
08 
09 
 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 

Violence, force           
Political           
Fear, terror emphasized        
Threat                                      
(Psychological) effects and (anticipated) reactions                                  
Victim-target differentiation                                                                         
Purposive, planned, systematic, organized action                                                         
Method of combat, strategy, tactic                                                             
Extranormality, in breach of accepted rules, without humanitarian 
constraints  
 Coercion, extortion, induction of compliance                                         
Publicity aspect                                                                                                            
Arbitrariness; impersonal, random character; indiscrimination          
Civilians, noncombatants, neutrals, outsiders as victims                                             
Intimidation                                                                                                   
Innocence of victims emphasized                                                               
Group, movement, organization as perpetrator                                     
Symbolic aspect, demonstration to others                                               
Incalculability, unpredictability, unexpectedness of occurrence of 
violence                
Clandestine, covert nature                                                                           
Repetitiveness; serial or campaign character of violence                                  
Criminal                                                                                                
Demands made on third parties                      

83.5 
65 
51 
47 

41.5 
37.5 
32 

30.5 
30 

 
28 

21.5 
21 

17.5 
17 

15.5 
14 

13.5 
9 
9 
7 
6 
4 

 
The Organization of African Unity’s (now the 
African Union) Conventionon the Prevention and 
Combating of Terrorism (adopted July 14,1999) 
defines terrorism very broadly: 

“ Any act which is a violation of the criminal 
laws of a State Party andwhich may endanger the life, 
physical integrity or freedom of, or causeserious 
injury or death to, any person, any number of group 
of persons orcauses or may cause damage to public or 
private property, natural resources,environmental or 
cultural heritage and is calculated to: 

(i) intimidate, put in fear, force, coerce or induce 
any government,body, institution, the general public 
or any segment thereof, todo or to abstain from doing 
any act, or to adopt or abandon aparticular standpoint, 
or to act according to certain principles; or 

(ii)disrupt any public service, the delivery of 
any essential serviceto the public or to create a public 
emergency;  

or (iii) create a general insurrection in a State 
[3]. 
The US Federal Bureau ofinvestigation (FBI) defines 
terrorism asthe unlawful use of force or violence 

against persons or property tointimidate or coerce a 
Government, the civilian population, or anysegment 
thereof, in furtherance ofpolitical or social objectives, 
and the US Department ofDefense defines it asthe 
unlawful use of - or threatened use of - force or 
violenceagainst individuals or property to coerce or 
intimidate governmentsor societies, often to achieve 
political, religious, or ideologicalobjectives.” [8][9]. 
According to European Union (EU), the general 
definition is “a deliberate attack by an individual or a 
group against a country, itsinstitutions or its people 
with the aim of intimidating them and damaging or 
destroyingtheir political, economic or social 
structures.” [10]. 
According to FBI, terrorism is“The unlawful use of 
force or violence against persons or property to 
intimidateor coerce a government, the civilian 
population, or any segment thereof, infurtherance of 
political or social objectives." [1]. 

In a more recent study, Leonard Weinberg, Ami 
Pedahzur and Sivan Hirsch-Hoefler examine 73 
definitions of terrorism from 55 articles in three 
leading academicjournals on the topic, and come to 
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the conclusion that “terrorism is a 
politicallymotivated tactic involving the threat or use 
of force or violence in which the pursuit ofpublicity 
plays a significant role.”[6]. 

 
Characteristics of terrorism : 

• There is no single definition of terrorism. 
• There are plenty of studies about underlying 

causes of terrorismconcluding that there may be 
various root causes ranging from poverty tolack of 
political representation. 

• Every country tries to find a better solution for 
terrorism in accord withthe stakeholder’s interests 
that are concerned with terrorism and theirvalue sets. 

• The steps attempting to solve problem of 
terrorism have irreversibleconsequences which affect 
people’s lives, especially in oppressiveregimes. 

•No solution to terrorism can be said to be the 
best. 

• Terrorism should be examined in context of 
conditions that are unique tothe context in question. 

• The solutions implemented to solve the 
problem of terrorism may causeeven greater problems 
[11]. 

 
2.2  Ontology portals (Background to Ontologies) 
According to Thomas Gruber [12], “An ontology is 
an explicit specification of a conceptualization.”[13] 
Argue that Ontology is the disciplined study of what 
is, of the kinds and structuresof objects, properties, 
events, processes, and relations in every area of 
reality.From this philosophical perspective, ontology 
seeks to provide a definitiveand exhaustive 
classification of entities in all spheres or domains of 
being. Moreover, RP van Heerden and al (2012) 
provide the following reasons for developing an 
ontology: 
 Share a common understanding of the 

structure of information among people or 
softwareagents. 

 Enable reuse of domain knowledge. 
 Make domain assumptions explicit. 
 Separate domain knowledge from the 

operational knowledge. 
 Analyze domain knowledge. 

Ontologies provide a common framework to 
share conceptual models. By using ontology, 
theinternal and external environment of a field can be 
captured in conjunction with the relationshipsbetween 
these environments. 

Ontology is comprised of four main 
components: concepts, instances, relations and 
axioms. The present research adopts the following 
definitions of these ontological components [14]: 

• A Concept (also known as a class or a term) is 
an abstract group, set or collection of objects. It is the 
fundamental element of the domainand usually 
represents a group or class whose members share 
common properties. This component is represented in 
hierarchical graphs,such that it looks similar to 

object-oriented systems. The concept is represented 
by a “super-class”, representing the higher class or 
socalled“parent class”, and a “subclass” which 
represents the subordinate or so-called “child class”. 
For instance, a university could berepresented as a 
class with many subclasses, such as faculties, 
libraries and employees. 

• An Instance (also known as an individual) is 
the “ground-level” component of an ontology which 
represents a specific object or element ofa concept or 
class. For example, “Jordan” could be an instance of 
the class “Arab countries” or simply “countries”. 

• A Relation (also known as a slot) is used to 
express relationships between two concepts in a given 
domain. More specifically, it describesthe 
relationship between the first concept, represented in 
the domain, and the second, represented in the range. 
For example, “study” couldbe represented as a 
relationship between the concept “person” (which is a 
concept in the domain) and “university” or “college” 
(which is aconcept in the range). 

• An Axiom is used to impose constraints on the 
values of classes or instances, so axioms are generally 
expressed using logic-basedlanguages such as first-
order logic; they are used to verify the consistency of 
the ontology. 

RDF/RDFS, OIL, DAML+OILand OWL are 
modeling web languages that have been developed to 
represent or express ontologies. In general, most of 
them are basedon XML syntax, but they have 
different terminologies and expressions. Indeed, some 
of these languages have the ability to represent 
certainlogical relations which others do not. Because 
some languages have greater expressive power than 
others, their selection for representingontologies is 
based mainly on what the ontology represents or what 
it will be used for[15]. 
 
III. RELATED WORK 
 
The field of terrorism has seen a number of 
taxonomies aimed at classifying terrorism activities. 
In the following section some of the more prominent 
taxonomies will be examined.  

A significant body of research has been 
performed on the use of ontologies of terrorism. An 
overview of taxonomies, terrorism ontologies and 
other related research follow. 
Aaron Mannes and Jennifer Golbeck MINDSWAP 
have encountered trying to build such ontology–
particularly how to describe sequences of events and 
the social networks that underpin terrorist 
organizations [16]. 
In [17] Aaron Mannes and Jennifer Golbeck 
MINDSWAP discusses a non-computer scientist's 
efforts to construct an ontology for a terrorism 
analysis Semantic Web portal. 
Uraiwan Inyaem & Phayung Meesad (2010) proposes 
in [18] an use cases based on the related process of 
the terrorism event extraction usingfuzzy ontology, 
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especially the terrorism fuzzy ontology construction 
methodology.  
Matthew D. Turner and al present [19] a foundation 
for an ontology to represent adversary groups and 
their intentions, classification of their weapons and 
attack types, and the ability to represent the 
relationship between the outcomes of an attack and 
the various recognized intentions of the adversary 
group. 
Colonel Bill Mandrick in [20] describe an ontological 
framework which intended to; (a) facilitate the 
CTanalyst’s ability to understand and describe the 
nexus between transnational terrorist organizations 
and criminal organizations, and (b) enhancethe 
management of disparate data as it becomes available 
to the analyst,planner, or decision maker in CT 
operations. 
Research related to specific classes in our taxonomy 
and ontology ismentioned inthe subsequent sections. 
 
IV. OUR PROPOSED ONTOLOGY DESIGN 
 
4.1   Building terrorism ontology 

This paper proposes that an ontology can be 
used to identify andcapture the content and 
boundaries in the field of terrorism. The role of the 
ontology will be toprovide a better structure and 
depiction of relationships, interactions and 
influencing factors, as suggested by Noy and 
McGuiness (2001). 
The initial step of building an ontology is to 
determine the purpose thereof. The aim of the 
proposedontology is to determine classified terrorist 
activities.The next step is to build the ontology by 
capturing key concepts and relationships, coding the 
explicitrepresentation of the conceptualization in the 
ontology language (in this case, OWL), 
andintegrating it with other ontologies. Ontologies 
provide the ability to form a knowledge base for 
aspecified field. This step enables the formal 
capturing of domain knowledge to promote sharing 
andexchange. 
 
Therefore, to initially develop the terrorism ontology, 
ataxonomy was developed to identify the core 
concepts in the field of terrorism. The various steps of 
building an ontologyis iterative (Capture, Code and 
Integrate). The next section looks at the development 
of theterrorism taxonomy and ontology. 
 
4.2   Structure of our ontology 
In the analysis of the model statement, certain 
relations among terms becomeapparent. For example, 
each Terrorist Organization has Intents; so one of the 
relations in our ontology is has Intent. 
Answering the following sorts of questions leads to a 
rich vocabulary of terms and relations: What are 
adversaries? Which intents do they have? Which 
adversaries are likely to prefer bombs over economic 
attacks? A particular adversary group has access to 

which types of weapons? What kinds of targets are 
vulnerable to which kinds of attacks? Etc. 
Our approach here is to build an ontology that 
provides a collection of basic terms for terrorism 
research and also encodes the relationships among 
those terms. To build this ontology we must discover 
the concepts (terms or classes) that are natural to 
thequestion, list them, and then make explicit the 
relationships among these terms. 
 
4.3   Classes in our ontology 
Preceding research by Namosha Veerasamy and al 
was used as the basis for some of theunderlying 
classes of the proposed cyberterrorism ontology. 
Namosha Veerasamy and al. in “Building an 
Ontology for Cyberterrorism”proposes an ontology to 
identify whethera CyberEvent could beclassified as a 
Cyberterror or a SupportTerror, based on its specified 
attributes in the other classes, the coreclasses of 
Perpetrator, Effect and Motivation were adopted and 
slight modifications were made to addressspecific 
requirements within the field of terrorism. 
The main classes in the proposed terrorism ontology 
are the Perpetrator, Individual, TerroristOrganization, 
Motivation, Effect and Target. For example, every 
terroristAttack would have an Event, tactics, 
Motivation, Effect and Target. A discussion on the 
development of some of the classes follows. 
 Event 

The sub-classes Null, Minor, Major 
andCatastrophic in their Effects class of their 
cyberterrorism Ontology. 
 Motivation 

The sub-classes Weapons, Explosive, Bombing, 
Killing, Fireams,… taken from GTD and 
RAND_Database of Worldwide Terrorism 
Incidentsdatabases. 
 Target 

Matthew D. Turner and al make use of the sub-
classes PrivateSector, publicSector in their Target 
class of their Simple Ontology for the Analysis of 
Terrorist Attacks. 

Note: the sub-classes: Mercenaries, supporters, 
Terrorists Entrepreneurs, Followers, Paramilitary 
(super-class: Individual) and sub-classes Marginal, 
Irregular Aemies, Transnational Cell, Subversive 
National Cell and Movements territorialized 
Insurgents (super-class: Organization) are resulted 
from the study of the Bureau Européen of CEI 
Sheading “Nouvelle approche du terrorism”[21]. 
 
4.4   Discussion  
In the discussion of our ontology, we use the 
following notation. Terms, such as“terrorist 
organization” are labeled in capital camel Case (also 
called Camel Case) and set in boldface font, as in 
Terrorist Organization. Relations between terms 
arelabeled in boldface (lower) camelCase, as in the 
relation “has location” which is labeledhasLocation. 
The label for a term (relation), and the term (relation) 
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itself, will beused interchangeably as grammatical 
necessity demands. Generally this will cause no 
confusion.  
This notation and the rules of use follow common 
practices in ontology research. 
Thispaper proposes the use of ontologyconstruction 
methodology for the terrorism domain and 
isdescribed as follows. Fig.1. presents the resultant 
use casethat is applied to terrorism domain with the 
following details: 
 Use Case: An ontology construction for 

activities in the terrorism domain. 
 Reusing Consideration: considering all the 

existingextended domain ontology and 
documents. 

 Objects Enumeration: list all objects which 

might berelated in the terrorism domain. 
 Defined Classes: classify objects into suitable 

concepts. 
 Concept Hierarchy: diagram concepts with 

restriction relations. 
 Define Properties: characterize appropriate 

properties for each concept. 
 Pruning: removes the unnecessary concepts 

and properties. 
 Define Constraints: make clear other right 

restriction relations among concepts. 
 Create Instance: produces essential 

individuals andbuild component parts of the 
terrorism ontology from relative individuals. 

 

 
Fig.1. Our Proposed Ontology Design 

 
CONCLUSION 
 
The need for shared understanding in the analysis of 
terrorist activity has been aclearly defined national 
priority for over a decade.This paper present a 
foundation for ontology to represent adversary groups 
and their intentions, classification of theirweapons 
and attack typesto clarify the field of terrorism.The 
ontology to be described here is intended to defining, 
representing the elements  
 

(nodes and links) that make up in terrorist 
networkand it will be used for the prediction of 
terrorism activities. 
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