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Abstract - The disaster recovery system (DRS) for information technology (IT) sector enables an organization to recover and 
restore lost data by storing the data in internal or external servers, and other applications that contribute to keeping the data and 
systems of the organization safe. The DRS provides the needed technology to secure the information asset of the organization 
such as databases, personal computer systems, and professional files where the loss of these assets would create large obstacles 
for the organization to achieve its goals and objectives. This study intends to measure the technical competency of IT unit in 
the Ministry of Communication of Kuwait to operate, manage, and develop a DRS. The data is obtained by using questionnaire 
that was distributed to IT unit employees. 
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I. INTRODUCTION 
 
The technological advancement had made large 
revolutions in many different fields. It has been mainly 
driven by the desire to create an environment that 
allows people to fulfill their needs and copes with the 
requirements of our era. One of the most active 
technological advancement can be found in the 
Information Technology (IT) field where IT revolution 
has provided us with many modern means of effective 
and efficient communication systems. However, this 
technological advancement could create a lot of threats 
such as risk of data loss and system crash. 
The disaster recovery system (DRS) enables 
organizations to recover their data by continuously 
saving the data in internal and external servers. This 
system also offers many applications that could assist 
the safety of the data. Shropshire and Kadlec[11] 
argued that the system offers all what it needs to safely 
guard the information assets of organizations such as 
databases, personal computer systems, and 
professional data where the loss of these assets could 
create a large obstacle for organizations which restrict 
them from attaining their goals and objectives. 
This study was conducted in the IT unit of the Ministry 
of Communication of Kuwait. The purposes of the 
study are to assess the degree of competency of the 
employees to operate, manage, and develop the DRS 
and to research the characteristics that shapes the work 
environment that supports the adoption of the system. 
To collect the data, a survey was conducted and the 
result of the survey was used as the basis of the 
analysis. 
 
II. PROBLEM STATEMENT 
 
The systems and data that currently exist in the 
ministry are not totally safe from many possible 
disastrous events. Some prominent examples of the  

 
risks are power outages, hardware and communication 
links damages, and failures in the air conditioning 
system of the servers. These incidents increase the 
need of adopting a reliable and effective DRS. In this 
study, we intend to (1) estimate the effect of the factors 
(i.e., ability within employees, recovery activities, 
maintenance, quality of IT services, employees 
capabilities, awareness regarding disaster recovery, 
external storage, team work capabilities, and support 
from top management) on the technical ability of 
applying the DRS in the ministry, and (2) identify the 
effect of personal data (gender, academic qualification, 
experience, and job title) on the technical ability of 
applying the DRS in the ministry. 
 
III. THEORETICAL FRAMEWORK AND 
PREVIOUS STUDIES 
 
According to statistics, Kuwait has 1.96 million 
internet users among its population of 3.65 million 
which ranks the third among Arab countries in term of 
percentage (74.2%), following Qatar with 86.2%, and 
Bahrain with 77%. Also, Kuwait has a global ranking 
of 63 among 198 countries in e-government adoption 
which ranks the fourth among Arab countries. Kuwait 
has ranked 14th globally in the Internet services and 
invested around 28 billion dollars in information 
systems sector between 2011 and 2015 [9]. The 
Internet services are used in Kuwait by both 
government and individuals such as electronic 
payment services, online learning in education, and 
online services provided by governmental ministries 
and bodies [1]. The Ministry of Communication in 
Kuwait is the responsible body for wire and wireless 
communications, mail, fax, telegraph, and phone 
services (the responsibility can be direct or in direct in 
the case of outsourcing). The ministry also is 
responsible for regulating telecommunications, postal 
services, broadcasting and print media. The ministry 
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was established when the Department of Telegraph and 
Telephone was nationalized in 1956 and merged with 
the Department of Mail. The ministry contributes to 
the development of the telecommunication 
infrastructure in Kuwait. The ministry has several 
sectors such as communications, supporting services, 
administrative and legal affairs, planning, finance, 
customer services, transportation, mail, international 
services, and IT which is the relevant sector for this 
study where the DRS will be applied. Due to the 
importance role of the ministry losing information and 

data due to computer server failures would create a 
disaster. Therefore, the need of adopting an integrated 
system for disaster recovery and IT disaster recovery 
planning has emerged. Table 1 summarizes some 
related studies. The model of the study was designed 
based on the most important factors that have direct 
impact on Information Technology Disaster Recovery 
Planning (ITDRP) processes according to the 
references [2, 3, 5, 6, 7]. Table 2 describes the factors 
in details which would be added in the study as 
dimensions. 

# Authors Yea
r 

Title Methodolog
y 

Result Future Study Contribution 

1 Mohammed  2014  A proposed 
model for 
IT disaster 
recovery 
plan.  

Qualitative This study 
highlighted 
the basis and 
the advanced 
level of IT 
disaster 
recovery 
planning in 
the field of IT.  

Developing the 
field with 
setting 
implementatio
n that would 
move the 
planning in IT 
disaster 
recovery to its 
second step, as 
the study 
described its 
first step.  

It gives IT 
manager 
highlights on 
how to use 
planning as a 
managerial 
tool in 
disaster 
recovery.  

2 Shropshire&Kadle
c 

200
9 

Developing 
the IT 
Disaster 
recovery 
planning 
construct. 

Quantitative This study 
concluded 
that more 
focus should 
be given for 
IT 
deployment to 
support the 
Disaster 
Recovery 
Planning in 
organizations. 

The study of 
post-applicatio
n of DRS.  

The study 
draws 
attention to 
the 
adaptation of 
an integrated 
DRS. 

3 Hoong and 
Marthandan 

201
4  

Critical 
Dimensions 
of Disaster 
Recovery 
Planning 

Quantitative The IT 
availability 
and reliability, 
technology 
competence, 
perceived 
business 
continuity 
benefits, top 
management 
support, 
external 
pressure to 
adopt DRP, 
business 
environment, 
staff 
competency, 
roles and 
responsibilitie
s were the 
important 

The limitation 
is this study 
conducted on 
financial 
sector, and thus 
more study on 
other sectors 
are needed.  

Stating the 
most 
important 
factors in 
DRP.  
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factors in 
DRP.  

4 Zhang and 
McMurray 

2013  Embedding 
Business 
Continuity 
and Disaster 
Recovery 
within Risk 
Managemen
t 

Quantitative
: Report and 
questionnair
e 

A new risk 
management 
model was 
developed 
based on the 
development 
of theories in 
DRS.  
 

Further 
research could 
include a more 
diverse 
samples such 
as research 
institutes or 
mining 
industries. A 
deeper analysis 
of disaster 
recovery 
management as 
a key concept 
for disaster 
recovery 
would help to 
develop the 
model. 

The main 
contribution 
was the 
representatio
n of 
development 
of theories 
that are 
related to 
disaster 
recovery.  

5 Calin et al 2013  Disaster 
Readiness 
of Hospital 
Information 
Systems: A 
Case Study 
from a 
Turkish 
University 
Hospital 

Observation This study 
developed 
manual 
procedures to 
be used in any 
disaster.  
 

More research 
and focus on 
the strategic 
planning of 
DRP for the 
hospital 
information 
system.  

Showing 
how security 
procedure 
that is 
implemented 
has a huge 
effect on the 
systems to 
prevent 
disasters. 

Table 1: Related studies. 
 
Dimension Description References 
Ability within 
Employees  

The specialized employees are trained to deal with 
disasters, and their capabilities are evaluated, in 
addition to provide a background of the system to 
non-specialized employees, and organizing the related 
decision making process within the organizational 
structure.  

Shropshire and Kadlec 
(2009) 

Recovery Activities Policies and procedures regarding data and information 
recovery are included within the system, and an 
emergency system is there to be functional during 
disaster. 

Shropshire and Kadlec 
(2009) 

Maintenance Plans and procedures for the maintenance of the system 
are well included and illustrated, where it would be 
applied by specialized employees, in order to evaluate 
the system in a continuous matter. 

Shropshire and Kadlec 
(2009), Mohammed (2014) 

Quality of IT Services The management initiates systems and procedures 
regarding IT services, with ranking it according to 
priority to focus on most important services during 
disasters, and to identify possible risks.  

Mohammed (2014), 
Shropshire and Kadlec 
(2009)   

Employees Capabilities The capabilities of the employees that are relevant to 
the DRS. 

Shropshire and Kadlec 
(2009) 

Awareness regarding 
Disaster Recovery 

Awareness of employees regarding Disaster Recovery 
Activities. 

 

External Storage External sites and facilities are provided to store the 
data and systems, to ensure its safety during disasters.  

Mohammed (2014), 
Shropshire and Kadlec 
(2009) 
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Team Work Capabilities The ability of employees to work in groups Mohammed (2014), 
Shropshire and Kadlec 
(2009) 

Support from Top 
Management 

The management provide full support for employees in 
utilizing the system in terms of training, and supporting 
advance systems to assist the organization in attaining 
its goals and objectives. 

Mohammed (2014),Hoong 
and Marhandan (2014) 

Table 2: The DRS dimensions. 
 
IV. RESEARCH METHODOLOGY 
 
This study aims to measure the technical ability of the 
IT unit employees in the Ministry of Communication, 
Kuwait to apply the DRS. Survey (quantitative 
method) that utilizes the dimensions in table 2 was 
designed and distributed to the Information Systems 
Directorate in the ministry. The quantitative 
methodology was selected because it reflects the 
viewpoints of the employees in the sensitive matters 
that are related to applying the DRS, and it is valuable 
to have information about technical background of the 
employees. Also the degree of readiness of the 
employees to employ DRS is a subject of concern in 
the study. The survey would include the dimensions 
that are directly related to applying the system, and 
each dimension has detailed questions relating the 
system with the employees in term of how they deal 
with the system according to the current situation. 
The research subjects were the employees of 
Information Systems Directorate in the ministry (total 
number of the samples was 50), with variations in 
gender (Male, Female), academic qualification (PhD, 
Masters, BSc, Diploma, High School and bellow), 
experience (Less than 5 Years, Between 5 and 15 
Years, More than 15 Years), and job title (Computer 
Engineer, Programmer, Systems Analyst, Data Entry, 
Other).The following enlists research questions of the 
study: 

1. What is the effect of the following factors 
a. Ability within Employees,  
b. Recovery Activities,  
c. Maintenance,  
d. Quality of IT Services,  
e. Employees Capabilities,  
f. Awareness regarding Disaster 

Recovery,  
g. External Storage,  
h. Team Work Capabilities, and  
i. Support from Top Management 

on the technical ability of applying the DRS 
in the ministry? 

2. What is the effect of personal data (gender, 
academic qualification, experience, and job 
title) on the technical ability of applying the 
DRS in the ministry? 
 

V. FINDINGS 
 
This section presents the results of the statistical 
analysis starting with the analysis of questions about  

 
personal data to the analysis of the dimensions of the 
survey to clarify the results. 
 
As shown in figure 1, the total number of females was 
slightly more than the total number of males (female 
was 26 and males was 24). 
As shown in figure 2, the number of Bachelor Degree 
holders was higher than other academic qualifications 
(23 out of 50) which equals to 46%, followed by 
Diploma holders (20 out of 50) which equals to 40%. 
The others were Master degree holders (6 out of 50) 
and one high school degree holder. 
As shown in figure 3, most of the samples (31  out of 
50: 62%) had professional experiences of more than 15 
years, followed by individuals with experiences 
between 5 and 15 years (14 out of 50: 28%), and then 
individuals with experiences less than 5 years (5 out of 
50: 10%). 
Figure 4 illustrates the variations in job titles where 6% 
are data entry specialists, 16% are system analysts, 
22% are programmers, 24% are computer engineers, 
and the others 32% have other different job titles which 
do not match the mentioned job titles. 
Table 3 summarizes the survey results across the DRS 
dimensions. 

 
Figure 1: Gender distribution of the samples. 

 

 
Figure 2: Academic qualification distribution of the samples. 
 

 
Figure 3: Working experience distribution of the samples. 
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Figure 4: Job titles distribution of the samples. 
 

D
im

en
si

on
 

Survey questions Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

Mean Standard 
deviation 

Ranking 

n % n % n % n % n %    

 

A
bi

lit
y 

w
ith

in
 E

m
pl

oy
ee

s 

Employees in the 
directorate are 
used to deal with 
different and 
complex systems 

6 12 14 28 10 20 16 32 4 8 2.96 1.195 20 

The directorate 
has enough 
employees to 
work with the 
proposed system  

9 18 13 26 9 18 12 24 7 14 2.90 1.344 22 

Employees has 
the experience in 
working with 
disaster recovery 
systems  

13 26 13 26 16 32 7 14 1 2 2.40 1.088 27 

 

R
ec

ov
er

y 
A

ct
iv

iti
es

 

There are 
different 
procedures and 
rules for data 
recovery 

1 2 11 22 16 32 18 36 4 8 3.26 0.965 7 

The database 
would not be 
affected if any 
problem occurs 

7 14 6 12 19 38 16 32 2 4 3.00 1.088 17 

Communication 
systems such as 
e-mail and 
records could be 
recovered after 
disasters 

4 8 6 12 20 40 17 34 3 6 3.18 1.044 11 

 

M
ai

nt
en

an
ce

 

There is a 
continuous plan 
for testing and 
maintaining the 
system 

6 12 11 22 14 28 17 34 2 4 2.96 1.106 18 

The directorate 
has an efficient 
maintenance 
team 

7 14 7 14 10 20 20 40 6 12 3.22 1.250 9 

The system 
would be updated 

4 8 3 6 20 40 22 44 1 2 3.26 0.922 6 

0
20
40
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and developed 
continuously by 
maintenance 
team 

 

Q
ua

lit
y 

of
 IT

 S
er

vi
ce

s 

The risks that are 
related with the 
IT system would 
be identified  

2 4 9 18 18 36 20 40 1 2 3.18 0.896 10 

There is an 
overall 
satisfaction 
regarding the IT 
services of the 
directorate 

11 22 7 14 16 32 12 24 4 8 2.82 1.257 25 

The frequency of 
complaints 
regarding IT 
services is high 

4 8 8 16 17 34 15 30 6 12 3.22 1.112 8 

 

Em
pl

oy
ee

s C
ap

ab
ili

tie
s 

The employees 
that work with 
the system have 
good 
qualifications 

5 10 7 14 11 22 20 40 7 14 3.34 1.189 4 

Employees have 
enough work 
experience to 
work with the 
system 

5 10 9 18 16 32 16 32 4 8 3.10 1.123 15 

Employees that 
work with the 
system had their 
annual evaluation 
with very good 
and higher marks 

2 4 7 14 19 38 17 34 5 10 3.32 0.978 5 

 

A
w

ar
en

es
s r

eg
ar

di
ng

 D
is

as
te

r R
ec

ov
er

y 

There is a good 
level of 
awareness in the 
directorate 
regarding 
disaster recovery 

6 12 8 16 22 44 13 26 1 2 2.90 0.995 21 

Some problems 
that still to be 
remembered 
happened in the 
databases  

35 70 2 4 5 10 5 10 3 6 3.18 1.024 12 

There is practical 
knowledge in the 
directorate in 
addition to 
theoretical 
knowledge 
regarding 
disaster recovery 

9 18 4 8 19 38 16 32 2 4 2.96 1.142 19 
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Ex
te

rn
al

 S
to

ra
ge

 
The ministry has 
external facilities 
to store data 

6 12 7 14 21 42 13 26 3 6 3.00 1.069 16 

The ministry has 
external facilities 
to store systems 

7 14 7 14 22 44 11 22 3 6 2.92 1.085 23 

The ministry has 
external facilities 
to store disaster 
recovery system 
guide 

4 8 7 32 64 44 6 12 1 2 2.86 0.808 24 

 

Te
am

 W
or

k 
C

ap
ab

ili
tie

s 

Employees good 
perform well 
within teams 

5 10 3 6 7 14 23 46 12 24 3.68 1.203 2 

There are 
different teams 
and committees 
in the ministry to 
perform different 
jobs and missions 

5 10 4 8 14 28 22 44 5 10 3.36 1.102 4 

The proposed 
system needs 
teamwork to be 
well applied 

1 2 2 4 6 12 24 48 17 34 4.08 0.900 1 

 

Su
pp

or
t f

ro
m

 T
op

 M
an

ag
em

en
t 

It could be said 
that the proposed 
system is fully 
supported by top 
management 

5 10 8 16 15 30 17 34 5 10 3.18 1.137 13 

The application 
of the system 
would be directly 
supervised by top 
management 

5 10 7 14 21 42 12 24 5 10 3.10 1.093 14 

There is direct 
involvement 
from directors in 
applying the 
system  

10 20 5 10 22 44 12 24 1 2 2.78 1.093 26 

Average 3.12 
Table 3: Survey results across the DRS dimensions. 

 
VI. DATA ANALYSIS 
 
The study shows that the statistical mean of all 
dimensions is 3.12, which indicates that the technical 
ability of the employees to apply the DRS is relatively 
moderate thus needs more improvement. The 
following paragraphs present analysis regarding the 
survey results. 
The results of the Ability within Employees shows that 
employees need more experience than what they 
currently have in terms of knowledge of DRS, where 
their level of experience is still relatively weak and 
they do not get used to deal with different systems that 
have the same complexity that the proposed system  

 
would have. The management also needs more 
employees to work on the DRS to guarantee a good use 
of the system, where the number of employees that 
work on the proposed system is currently insufficient. 
The processes related to Recovery Activities are in a 
good stage, but in terms of data backup and application 
of these processes, the current levels need to be 
improved to enhance the data security for keeping it 
safe from any possible risk. 
The results of Maintenance shows that the directorate 
has specialists in periodical maintenance for the IT 
systems, and one of the responsibilities that this 
position has is to develop and update the system 
continuously, but the current efficiency needs to be 
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improved. And the lack of the efficiency could be 
linked to the lack of having a continuous plan of testing 
and updating the system. 
An effort should be spent to improve the Quality of IT 
services as the results show that the satisfaction 
regarding the IT services is still below average, and 
there is no definition of risks that are related with using 
the DRS in a way that could create full awareness 
within employees. Also the frequency of complains 
regarding systems is high which supports this 
conclusion. 
The results of Employee Capabilities show that the 
employees that work in the system are academically 
qualified, and their annual evaluations do not fall 
below 80%. But they are lack the work experience that 
could help them to deal with the complexity of the 
system. 
In the case of Awareness regarding Disaster Recovery, 
employees need to be more aware about the DRS and 
increase their working knowledge about the systems. 
The ministry needs to store its data in a way that the 
data will be protected from disasters and other risks, 
with an ensuring easy access during disasters. This 
could be done by creating duplicates of these systems 
in External Storage facilities. The results of the survey 
for this dimension show that there is less attention to 
store the systems or the disaster recovery guide in the 
external storage facilities. 
Employees within the directorate show a good Team 
Work Capabilities which empower the ability of the 
directorate to apply the DRS. 
And lastly, the proposed system needs more Support 
from Top Management including a direct involvement 
with careful supervision from the management. 
 
RECOMMENDATIONS 
 
Based on the survey results analysis, we propose the 
following recommendations for future improvement. 
 The ministry should empower the role of a central 

agency for information systems that is responsible 
to manage governmental databases to ensure the 
data safety and security. 

 The ministry should conduct workshops that 
discuss disasters and risks prevention by utilizing 
simulation and brainstorming sessions to provide 
different alternative solutions and 
recommendations in order to increase the 
awareness regarding planning and risk 
management. 

 The ministry should increase the number of 
employees that have expertise and privilege to 
deal with the DRS. This could be done by utilizing 
internal experiences and knowledges from the 
employees and from external experts that could be 
brought in as either employees or consultants. 

 The ministry should improve the quality of IT 
services to a level that it will provide satisfactory 
user experiences to all staffs. 

 The ministry should prompt searching of external 
facilities to store the programs, data, and the user 
guides of the proposed DRS for preventing the 
disasters and risks that could result in data loss. In 
this case, cloud computing could possibly be 
employed. 

 
CONCLUSIONS 
 
The DRS in IT is crucial for recovering the loss data 
during disastrous events such as power outages, natural 
disasters, and system failures. In this study we assess 
the degree of competency of the employees in the 
Information System Directorate, the Ministry of 
Communication of Kuwait to operate, manage, and 
develop the DRS. The data was collected by using 
questionnaire that was distributed to 50 employees in 
the Directorate. The study indicates that the technical 
ability of applying the DRS in the ministry is relatively 
moderate thus needs more improvement. The analysis 
of survey results show that the employees need more 
experience and knowledge for employing the DRS, a 
data backup mechanism by using either internal or 
external facilities needs to be introduced, and more 
support from top management is necessary to employ 
the DRS in the ministry. 
 
ACKNOWLEDGEMENT 
 
The authors wish to thank the staffs in the Information 
System Directorate, Ministry of Communication of 
Kuwait for their kind supports and assistances during 
the data collection process. 
 
REFERENCES 

 
[1] Al Harbi, E. A Study on the Use of ICT in Teaching in 

Secondary Schools in Kuwait.PhD Thesis, Cardiff 
Metropolitan University. UK, 2014. 

[2] Hoong, L., and Marthandan, G.“Critical Dimensions of 
Disaster Recovery Planning.”International Journal of Business 
and Management9 (12), 145-158, 2014. 

[3] Mohammed, H. “A proposed model for IT disaster recovery 
plan.”Int’l J. of Modern Education and Computer Science 4, 
57-67, 2014. 

[4] Rouibah, K. “Electronic Payments Systems use and 
Satisfaction in an Arabic Country: Evidence from 
Kuwait.”Issues in Information Systems 16 (2), 149-160, 2015. 

[5] Shropshire, J., and Kadlec, C. “Developing the IT disaster 
recovery planning construct.” Journal of Information 
Technology20 (4), 37-56, 2009. 

[6] Zhang, X., and McMurray, A. "Embedding business continuity 
and disaster recovery within risk management." World 3(3), 
(2013). 

[7] Çalin, E., et al. "Disaster Readiness of Hospital Information 
Systems: A Case Study from a Turkish University Hospital." 
6th International Information Security & Cryptology 
Conference, 2013 

 
 

 


