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Abstract - Traditionally, the vehicle has been the extension of the response of the commands by humans. Recent advances 
in the field of communications, controls and embedded systems have changed this system, craving the way to the Intelligent 
Vehicle Grid.  The car is now a formidable sensor platform, absorbing information from the environment (and from other 
cars) and feeding it to drivers and infrastructure to assist in safe navigation, pollution control and traffic management. The 
next step in this hierarchy is here: the Internet of Autonomous Vehicles.  Pioneered by the Google car named as Waymo, the 
Internet of Vehicles will be a distributed transport fabric which is capable oftaking its own decisions and driving customers 
to their required destination. Like any other important application of the Internet of Things (e.g., the smart building), the 
Internet of Vehicles will have Communications, storage, intelligence, and learning capabilities to anticipate the customers’ 
intentions. The concept that will help transition to the Internet of Vehicles is the Vehicular Cloud, the equivalent of Internet 
cloud for vehicles, providing all the services required by the autonomous vehicles. The next important aspect of IoV is that 
using proper routing approach VANET possibly which will perform the same operation as that of the internet routing 
protocols. In this paper, we will discuss the basic architecture, the evolution from Intelligent Vehicle Grid to Autonomous, 
Internet-connected Vehicles, Vehicular Cloud, Routing Approach, Government’s role in bringing IoV to existence, impacts 
both positive and negative and also the future aspects. 
 
Keywords - Autonomous vehicles, cloud computing, vehicular cloud, sensor platform, routing approach. 
 
I. INTRODUCTION 
 
The Internet of Vehicles (IoV) is an inevitable 
convergence of the mobile Internet and the Internet of 
Things. It's comprised of all new and current 
vehicles, either fitted or integrated with two-way RF 
equipment. IOV is an integration of three networks: 
an inter-vehicle network, an intra-vehicle network 
and vehicular mobile internet. It is a converged 
technology that encompasses information 
communication, environmental protection, energy 
conservation, and safety. To succeed in this emerging 
market, acquisition of core technologies and 

standards will be crucial to securing strategic 
advantage. IoV is different from Telematics, vehicle 
ad hoc networks, and intelligent transportation in 
which vehicles like phones can run within the whole 
network, and obtain various services by swarm 
intelligent computing with people, vehicles and 
environments. The IoV includes five types of 
vehicular communications namely vehicle-to-vehicle, 
vehicle-to- roadside, vehicle-to-infrastructure of 
cellular networks, vehicle-to-personal devices, and 
vehicle-to-sensor. 

 

 
Figure 1.1 representing the smart car technology which is implemented INTEL. 
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II. ARCHITECTURE OF IOV 
 

A five layered architecture of IoV is proposed 
considering functionalities and representations of 
each layers which includes perception, coordination, 
Artificial Intelligence (AI), application and business 
layers.  The representations and functionalities of 
each layer are described below in detail and a 
summarized view is shown.  
A protocol stack for the layered architecture is 
structured considering management, operational and 
security plans. A network model of IoV is proposed 
based on the three network elements, including cloud, 
connection and client. The layered architecture design 
of a universal network which includes heterogeneous 
networks is a quite challenging task. Optimizing the 
number of layers and enhancing the differentiability 
among layers are the significant priorities of the 
layered architecture design. The architecture of IoV 
should be able to interconnect vehicles to 
heterogeneous networks and devices. Therefore, an 
open and flexible layered architecture in terms of 
technology adaption is more suitable for the 
architecture. 
 
III. INTELLIGENT VEHICLE GRID AND 
VEHICULAR CLOUD 
 
Vehicles are equipped with sensors that generate 
copious amounts of data every second. At the same 
time, the road is instrumented with smart dust 
components, RFID tags, and embedded 
microcontrollers. These Things constitute a Vehicle 
Grid, i.e., an intelligent road infrastructure analogous 
to the energy grid for intelligent power generation 
and distribution. The last trend we want to report is 
the emergence of the Vehicular Cloud. The vehicular 
cloud is the instantiation of the Internet of Vehicles 
comprising all the protocols and services required for 
the vehicle grid to operate efficiently and safely. The 
cloud provides a communication and computing 
environment on top of the grid so as to inter-network 
all Things that sense and move in the grid. One of the 
major beneficiaries of the vehicular cloud architecture 
will be Autonomous Driving. Recall that the 
autonomous vehicle must be capable of sensing its 
surroundings and of self-driving without human 
inputs. To do that, it uses a myriad of on board 
sensors, ranging from RADAR, GPS, video cameras 
to CAN Bus sensors that monitor vehicle’s internal 
operation status. An advanced autonomous driving 
system processes all the sensory data, constructs the 
traffic map, identifies appropriate paths and avoids 
obstacles on such paths, and makes driving safe and 
comfortable. Recently, Google1 and Daimler-Benz2 
demonstrated autonomous driving system prototypes 
on real roads. In the future, access to sensors on 
neighboring vehicles will significantly improve the 
accuracy and safety of the driving. The vehicular 
cloud will provide the ideal system environment for 

the coordinated deployment of the sensor 
aggregation, fusion and database sharing applications 
required by the future autonomous vehicles. 
 

 
Figure 3.1 Enel company providing the renewable charge to 

the smart car 
 

 
Figure 3.2 represents the working of RF tag which is placed on 

the windshield of the car 
 

IV. ROUTING APPROACH IN IOV 
 
An important research aspect in IoV is its routing 
protocols. Several classic routing protocols like 
Destination-Sequenced Distance-Vector (DSDV) 
Dynamic Source Routing (DSR)and Ad-hoc On 
Demand Distance Vector (AODV) come from the 
MANET study. Considering the properties of 
vehicles, researchers have proposed some geographic 
protocols like Greedy Perimeter Coordinator Routing 
(GPCR) and Greedy Perimeter Stateless Routing 
(GPSR). 
 
The Internet started with some small-scale local area 
networks. After the development of protocols for 
Internetworking, i.e., the Internet protocol suite 
(TCP/IP) and implementation in ARPANET, the 
concept of a world-wide network of interconnected 
TCP/IP networks, called the Internet, was introduced. 
Likewise, IoV needs a general protocol suite for 
horizontal networking in order to realize IoV and web 
of things, as Figure 4.1 shows Evolution of IoV. 
In such a suite, the routing protocol is a vital but hard 
part owing to the difficulty of finding routes in a 
highly dynamic IoV. Based on their transmission 
strategy we have three categories: unicast, geo-cast 
and broadcast ones. In many studies, a routing 
protocol refers specifically to those in the first 
category. Applications such as accident warnings, 
information about bad road conditions, emergency 
vehicle pre-emption, and generic information services 
(e.g., facts on tourism or free parking) can benefit 
from the second type protocols . Both types of routing 
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algorithms may use the last type, i.e., broadcast 
protocols in some stages of their routing process. 
Based on information they require, we have four 
categories: topology, position, map and path-based 
ones. Most classical ones from MANET fall into the 
first category.  
 
Because of the dynamic nature of the mobile nodes in 
IoV, finding and maintaining routes is very 
challenging with them. Hence, researchers propose 
other kinds of routing protocols. Most of them aim to 
solve the problems in a special scenario or small scale 
homogeneous network, i.e., VANET. Their 
effectiveness in large-scale heterogeneous networks 
remains unexplored. Based on delay sensitivity, we 
identify them into delay sensitive and delay-tolerant 
ones. The former is most suitable for those safety-
related information services, such as accidentor 
sudden hard breaking notification and obstacle 
warningand for video streaming or online games 
inIoV. The latter can be used in the applications that 
requires large throughput but can tolerate some small 
delays, e.g., cooperative downloading and 
infotainment applications. According to their 
dimensions, we have 1D, 2D and 3D scenarios. The 
first two are called plane-based routings, and show 
poor performances in the real world for the lack of 
consideration of the third vertical dimension. 

 
Hence, future study should pay more attention to the 
last one. Based on their target network types, we have 
homogeneous and heterogeneous networks. Most 
traditional ones are only feasible in the former. We 
review and summarize the existing routing 
approaches in a heterogeneous IoV. The composition 
of classical VANET routing protocols and latest 
heterogeneous network approaches will be an 
exciting topic in the future IoV studies. Next we look 
into their evaluation approaches, i.e., computer 
simulation and real-world experiments. Simulation is 
widelyaccepted owing to both technological and 
financial difficulties in obtaining real-world testbeds. 
Tightly integrated simulation frameworks are the 
most promising tools to examine proposed ideas for 
IoV. Yet, researchers never give up real world 
experiments that are conducted to verify and optimize 
the simulation tools. Some technologies have been 
proposed to make them possible with only a few real 
vehicles with all needed IoV communication 
capabilities. IoV includes not only the traditional 
VANET but also a much sizable and heterogeneous 
network structure. In order to make IoV work in the 
real world, we suggest researchers to validate their 
studies not only in small-scale homogeneous 
networks but also in such large-scale heterogeneous 
ones in order to make vehicles on roads really 
become the third information space right after homes 
and offices. 
 
 

 

 
Figure 4.1 representing the VANET routing technology which 

has evolved to be the best routing technology meeting the 
current IoV needs 

 
V. GOVERNMENT INVOLVEMENT IN 
ESTABLISHING IOV 
 
Driverless cars have the potential to change all 
aspects of mobility – from driver safety and insurance 
liability to car ownership and how Americans 
commute. It has the potential to disrupt both public 
and private transportation as we know it. As Google, 
Uber, the automobile industry, and other 
organizations continue to make rapid technological 
advances, it is vital that federal, state, and local 
governments establish policies, laws and regulations 
that account for these disruptions.  Of utmost 
importance is finding a balance between guarding 
public safety while regulating insurance/liability and 
still encouraging investment in research and 
development of driverless cars. 
 
Driverless cars, also referred to as autonomous 
vehicles, are capable of sensing their environment 
and navigating roads without human input.  They rely 
on technologies like GPS, LIDAR, and radar to read 
their surroundings and make intelligent decisions 
about the car’s direction and speed.  Google, Uber, 
every major auto maker, and other organizations are 
investing significantly in the advancement of 
autonomous technology. Autonomous cars have 
control systems that are capable of analyzing sensory 
data to distinguish between different cars on the road, 
which is very useful in planning a path to the desired 
destination. 

 
Figure 5.1 represents Junior, a robotic Volkswagen Passat, 

at Stanford University in October 2009 
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VI. IMPACTS OF IOV 
 
The potential impact of autonomous vehicles on 
society is vast, with both positive and negative 
implications.  Generally, public safety is the 
largest positive impact cited – with the potential 
elimination of 90 percent of automobile accidents that 
are caused by human error. Other potential positive 
impacts include: more efficient land use, reduced 
parking requirements, and improved mobility for the 
elderly, disabled, and youth.  Potential negative 
impacts include: increased vehicle miles travelled 
(VMT) (which could increase road congestion and 
travel times), increased urban sprawl, and job loss in 
certain sectors. 
 

 
Figure 5.1 represents Google’s patent driverless car named 
Waymo which will eradicate all the fatal errors caused by 
humans but still it’s in research and development phase. 

 
A. PROS OF INTERNET OF VEHICLES 
 Marketing automation – mobile customer 

engagement, geo-location, Apple’s iBeacon, etc. 
are all creating a network of knowledge about 
customers’ locations, intentions, preferences, and 
buying patterns. Of course, this degree of 
location-based knowledge needs to strike the 
right balance between user privacy and the 
timely delivery of useful products and services to 
that user. 

 Inventories are easier to track- Many 
businesses use the Internet of Things to 
determine what their current inventories happen 
to be. Instead of manual checks that cost time 
and money, tagging allows for instant updates so 
that a business can know when new products 
need to be ordered. This saves time, and in the 
business world, time is definitely money. 

 Several big data platforms are beginning to 
investigate the data challenges, communication 
standards, analytics requirements, and 
technology responses that the Internet of Things 
will bring to operational analytics and supply 
chain environments, but very few are architected 
to handle IoT. The data challenges include: high 
input rate, streaming (time-series) data, many 

small files, and the need for fast micro-
adjustments in the operational environment. The 
biggest technology challenge will be 
the integration of everything: big data, cloud, 
billions of devices (IoT and M2M), and the 
network fabric. 

 
B. CONS OF INTERNET OF VEHICLES 
 It creates safety and privacy concerns. If your 

personal life is being communicated machine-to-
machine on a regular basis, what is going to 
happen if a hacker is able to gain access to this 
data? They’ll know what your regular habits 
happen to be, what prescription drugs you take, 
and potentially be able to access all of your 
finances. Hackers could also change your orders 
without your knowledge, creating a whole other 
set of safety and privacy issues. Even with IoT, it 
is necessary to always verify every order. 

 It has the potential to eliminate jobs. 
Automation can be a good thing, unless that 
automation happens to eliminate your job. For 
workers to gain needed skills, they often need 
access to entry-level jobs like inventory tracking 
or purchasing so they can gain a better 
understanding of the industry as a whole. When 
technology can eliminate the human need for 
involvement, then a company saves money, but 
entry-level workers lose opportunities and 
paychecks as a result. 

 
VII. FUTURE ASPECTS 
 
Impacts of information technology on personal travel 
and commercial vehicle operations: research 
challenges and opportunities. Travel, like many other 
aspects of daily life is being transformed by the 
information technology (IT) revolution. Accessibility 
can no longer be measured only in terms of travel 
time, distance or generalized travel cost. IT gives 
people virtual accessibility to a rapidly growing range 
of activities. E-commerce has become a catalyst for 
structural changes in the freight transportation 
industry and is changing where freight moves, the 
size of typical shipments and the time within which 
goods must be delivered. Also new routing 
technology needs to be updated depending on the 
current trend. 
 
CONCLUSION 
 
Driverless cars are coming, with or without 
government involvement.  Government (at all levels) 
has the opportunity to proactively establish for 
governments around the world. Many research 
institutions are partnering with automakers to provide 
support and regulations, policies, and plans that can 
continue to support research the driverless car 
revolution while keeping the traveling public safe and 
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providing a positive example testing sites, among 
other things. 
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