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Abstract— In this paper, we will make a survey the issues and security challenges related to the usage of a third party 
system to communicate, then we will analyze  at the security concerns related to the storage of this transformed computer 
information – from a few seconds  (buffer), to massive storage (big data, cloud storage). Finally we will be finalizing how us 
as humans could be manipulated via those transmitted and stored data and those who control them to feed-back loop our 
social media communication desires. 
 

 
I. INTRODUCTION 
 
Internet is ubiquitous. It’s here and everywhere, ready 
to be used, and available as a service for many 
functions of our lives. But, did we know that Internet 
uses the standard internet protocol suite as a language 
to interconnect the computer systems that will allow 
us as humans to benefit from those services.  So the 
language used over social media or even to 
communicate with another human over internet is 
interpreted by those communication systems to be 
able to transmit information. 
 
II. EXTENDED ANALYSIS 
 
From a usage perspective nowadays, the way 
computers communicate are totally transparent to us. 
Just like we give a phone call to another human, we 
do not care about the machinery or the systems, 
which are at each end. But should we compare an 
email exchange experience to a phone call experience 
when it comes to the way the information is 
transmitted? In other words, could what we hear and 
what we see be different than what we read because 
of the way the information has been transmitted? In 
order to give some areas of answers, we need to step 
back and review some basics of  inter-networking. 
Today most of the transmissions are numerical. 
Analogical transmissions are mostly gone. In a 
numerical world, information from point A to B will 
be transformed into small packets and delivered at 
point B  - and vice versa- at a very high speed with 
nearly no delay. Voice channels, as well as data will 
also be multiplexed, into trunks at various aggregated 
speed and meshed topologies will create geographical 
redundancy worldwide, but also in some cases single 
point of failures as well as tapping opportunities for 
governments. The laws of exchange of those packets 
also called packet exchange are described in various 
documents like “RFC’s that stands for request for 
change, and are declarative statements” and standards 
like the ones provided by the Institute of Electrical 
and Electronics Engineers (IEEE).  
So, when Paul  receives (or sends) an email to Alice, 
or has a chat over skype with her, from his computer, 
laptop, or smart-phone, the data will pass all over 

from  his layer 7 to 6, 5,4,3,2,1,and reversely to layer 
7 (presentation layer) between those 2 devices.  The 
information exchanged, now called packet exchange - 
or data or frames - will be encapsulated at each level, 
crunched in very tiny packets to be disassembled, 
stamped and sent on the network, and reassembled on 
the other side using some of the mechanism explained 
before. 
Those mechanisms have been described, agreed, 
standardized, and then coded by human, persons into 
software and hardware solutions to work. However, 
humans make errors, and in computer security 
vocabulary, those errors are called bugs.   Bugs are 
error, flaw, failure, or fault in a computer program or 
system that produce an incorrect or unexpected result 
or causes it to behave in unintended ways. Most bugs 
arise from mistakes and errors made by people in 
either a program's source code or its design, or in 
frameworks and operating systems used by such 
program.  
Bugs left unintentionally (because the systems was 
not patched against those bugs) may be exploited by 
malicious programs (called malware, virus, Trojans 
etc…)  to jeopardize the integrity of  a transmission, 
its confidentiality or  its authenticity (CIA-
confidentiality, integrity and availability) 
To take back the previous example, when it comes to 
the integrity of the data that Paul exchanged with 
Alice, if the data has been tampered in the 
communication, it may end-up as a different result 
than its purpose. For example, an email from Alice 
may not actually come from her, because the sender 
email address was  forged, intercepted, impersonated 
etc… by a third person, that used an exploitation 
technique from a bug or a device connected to the 
network (man in the middle attack for example)From 
a social media standpoint the approach is instead to 
broadcast as much as possible of information, and 
leave to the  end users self-arbitrage  of its content. 
Broadcasters rely on our analysis capacity to make 
our own judgment. So the way an information is 
presented is very important, and applied to social 
media, we end-up in a  paradox situation between the  
need to  share immediate information (instantaneity 
state)  and its authenticity seen from a transmission 
and security point of view (confidentiality and 
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integrity). Encrypting data does  not fully  guarantee a  
CIA status, and  incidentally  would add considerable  
CPU cycle overhead, (slowering down transmission 
process).  
So this paradox is a trade-off between instantaneity 
and control need. Many example of this tradeoff 
situation resulting of a manipulated situation exist.  In 
our everyday life, for example we may react to a 
facebook post immediately without necessarily cross-
checking the reality, or the integrity of the 
information. It may be re-tweet information the same 
way.   
Strong  social events such as what happened in 
Istanbul starting 28.05.2013 in Taksim square, 
Istanbul, Turkey where the urging necessity to share 
pictures, comments, information to relay over social 
medias the events occurring unleashed auto-censure .  
Crowdsourcing is the practice of obtaining needed 
services, ideas, or content by soliciting contributions 
from a large group of people, and especially from an 
online community, rather than from traditional 
employees or suppliers. Crowdsourcing although we 
understand the benefice of crowdsourcing to relay 
such events, let’s look at its sinister counterpart called 
crowdturfing. Crowdturfing leverage human 
power”crowd sourcing“ platforms to spread 
malicious URL in social media, and manipulate 
search engine ultimately degrading the quality of on-
line information. (1) For example Vietnamese 
propaganda officials would deploy 1000 crowdturfers 
to engage in online discussion and post comments 
supporting the Communist party’s policies.  
Similarly, the Chinese “internet water army” would 
be hired to post positive comments for the 
government or commercial products, as well as 
disparage rivals (2) 
 

 
Figure 1. Two  examples of crowdturfing social structure 

 
Mass organized crowdturfers are also attracting the 
attention of US intelligence operations, in particular 
in action that it will be called as social cyber-attacks. 
So there is a so called “ ecosystem “around those 
crowdturfers, and the vast majority will target social 
medias.  Example campaigns request workers to 
spread a meme through social media sites such as 
tweeter, click the “like” button of a specific facebook 
profile or product page for example.  Note that in 
facebook likes counters can be purchased although 
this practice is a violationof Facebook’s Statement of 
Rights and Responsibilities. (3) 
Those posts and information will flow through the 
root mechanisms of transmission, computer and 

internetwork system that I have briefly explained 
before, with the risk level associated with security 
threats and technical manipulation. 
It can be divided generally memory onto 2 categories, 
that is volatile and non-volatile type memories.  
Volatile memory is a computer memory that requires 
power to maintain the stored information unlike non-
volatile memory which does not require a maintained 
power supply. Non-volatile memory such as flash 
memory are used in most devices (smart phones, PC, 
laptops etc…, including smart TV’s) that we use 
daily. 
For example, Let’s take the following example of 
mass consumerism. Smart TV’s sold over 80,000,000 
units around the world in 2012. This next generation 
called "smart" platform is becoming more and more 
popular and contains as well…security vulnerabilities 
…that is it is possible to make Smart TVs monitor 
you 24/7 even though users turn off their TV. 
Meaning #1984 could be done. (4) Those 
vulnerabilities rely on exploits of the on-board 
memory systems for example.   
A proof of concept has demonstrated that it was 
possible to create spoofed news story on a hacked 
Smart TV.  TVshing (Smart TV edition of a  remote 
surveillance cam or remote activation of the 
embedded camera – if present - )  is  possible as  well 
(5) Similarly, our home  xDLS modems transmit 
information which are buffered  within their stack 
memory.  
Advanced in-house systems and home users that use 
smart TV’s for example   will try to benefit from 
UPnP (Universal Plug and Play) technology via their 
IGD (Internet Gateway Devices), but their again 
various exploits should make home users precautious 
as to the default settings of their environment’s.  Best 
practice, or risk mitigation recommend to turn off 
UPnP if it is exposed on the WAN, as it is the most 
dangerous side of attacks, although some devices 
don't allow turning off UPnP (Universal Plug and 
Play)  
 

Figure 2. Ethernet cable data flow 
 
Mass storage of information is on the other side of the  
data storage spectrum a very big concern for home-
users. There are different area of topic that range 
from privacy, and ownership of the data shared to the 
storage and its distribution throughout the World 
Wide Web. Let’s focus on two themes which are the 
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privacy and security concerns and dissemination of 
information or big-data concept.  Big data is the term 
for a collection of data sets so large and complex that 
it becomes difficult to process using on-hand 
database management tools or traditional data 
processing applications.  
When it is uploaded a picture on Facebook, and share 
information do you still own them? Then, let’s have a 
closer look at Facebook’s statement of right and 
policy’s. (6) It states that “you grant us a non-
exclusive, transferable, sub-licensable, royalty-free, 
worldwide license to use any IP (Intellectual 
Property) content that you post on or in connection 
with Facebook (IP License). This IP License ends 
when you delete your IP content or your account 
unless your content has been shared with others, and 
they have not deleted it.”…so once the data is 
uploaded and started to be shared that is copied and 
stored on other systems, you don’t really own it 
anymore. 
Later on, it can be had a look at instagram. Their 
newly published Privacy Settings (7) says that If you 
setyour photos to private, Instagram only shares your 
photos with the people you’ve approved to follow 
you. However the interpretation of those rules and 
statement may differ largely upon analysts. (8)  What 
really matter is where the data sits and what may be 
done with it.  
In that perspective we can question the push on social 
media usage and incentivize of such networks, 
relayed by commercial products and day to day usage 
promotion   (smartphones, smart TV etc..) 
Open source tools like Maltego which is an open 
source intelligence and forensics application will for 
example modelize interaction of social media 
members to have even a better picture and 
understanding of who’s who, and where. The Internet 
has become a place where massive amounts of 
information and data are being generated every day.  
Big data isn’t just some abstract concept but a 
continually growing stream of digital activity that 
never sleeps: every minute giant amounts of it are 
being generated from every phone, website and 
application across the Internet.  
 

 
Figure 3. Maltego System 

Today, every minute YouTube users upload 48 hours 
of video, Facebook users share 684,478 pieces of 

content, Instagram users share 3,600 new photos. (8) 
The total email traffic per day worldwide is in 2013 
about 144 billion. The global Internet population now 
represents 2.1 billion people, leaving  a digital trail 
also called big data in the cyberspace, aka now cloud 
storage.    Cloud storage is a model of networked 
enterprise storage where data is stored in virtualized 
pools of storage which are generally hosted by third 
parties.  Cloud storage is based on highly virtualized 
infrastructure and has the same characteristics as 
cloud computing in terms of agility or scalability. 
Those systems are available both off-premises like 
for Amazon or  on-premises (within the company)  
  

 
Figure 4. Hard Disk Drive 

 
When data is distributed it is stored at more locations 
increasing the risk of unauthorized physical access to 
the data. For example, data is replicated and moved 
frequently so the risk of unauthorized data recovery 
increases dramatically. This risk can be mitigated 
through the use of encryption, as we already 
explained before. In cloud storage the number of 
people with access to the data who could be 
compromised (i.e. bribed or coerced) increases 
dramatically. A single company might have a small 
team of administrators, network engineers and 
technicians, but a cloud storage company will have 
many customers and thousands of servers and 
therefore a much larger team of technical staff with 
physical and electronic access to almost all of the 
data at the entire facility or perhaps the entire trans-
national company. 
Risk of interception increaseswith the number of 
networks over which the data travels. Instead of just a 
local area network (LAN) or storage area network 
(SAN) , data stored on a cloud requires a WAN (wide 
area network) to connect them both. We already 
explained some of those risks. Finally, storage may 
end-up pervasive by sharing storage space, systems 
and networks with many other users/customers. 
Sometimes because of erroneous actions, faulty 
equipment, a bug  or because of criminal intent.  
Opponents to those considerations will say simply 
that the risk isn’t with the cloud but it’s with YOU, 
example like the Honan and dropbox cases show.  
There is another important aspect of storage security 
within the context of social media which is digital 
forensic. If a fraudulent event or more serious act 
happens, digitally stored information evidences can 
be detected using various techniques. A digital 
forensic investigation commonly consists of 3 stages: 
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acquisition or imaging of exhibits, analysis, and 
reporting. Ideally acquisition involves creating an 
exact sector level duplicate (or "forensic duplicate") 
of the media, often using a write blocking device to 
prevent modification of the original and Preserve the 
digital chain of custody. For example,in 2007, US 
prosecutors used a spreadsheet recovered from the 
computer of serial killer Joseph E. Duncan to show 
premeditation and secure the death penalty.  As 
another example, Sharon Lopatka's killer was 
identified in 2006 after email messages from him 
detailing torture and death fantasies were found on 
her computer. Also in telephony wold SMS data from 
a mobile device investigation helped to exonerate 
Patrick Lumumba in the murder of Meredith Kercher 
who a  
British University exchange student from Coulsdon, 
Surrey in 2007  Forensic software tools are used  in 
social network  for supporting evidence in case of 
trial, homicides or even terrorists activities. Incepted 
tools likegraph search in facebook may help as well. 
We mentioned before a trade-of paradox between 
instantaneity and control of social media posting and 
we may add now another borderline between the 
volatility of digital data in memory, and its presence 
in cloud storage for forensic purpose. 
A last interesting situation derives from malicious 
behavior as explained in  crowd-sourcing  into so 
called sock puppet which is an online identity used 
for purposes of deception. This technique consist of 
one user to control multiple online identities 
commenting in social media spaces, thus giving the 
appearance of mass support, where in reality  it is not.  
Forums are also a great place for those actionswhere 
contractors – workers - may put biased comments for 
example (similar to the sock puppet technique). 

 
CONCLUSION 
 
As a conclusion, it has been seen that  from the 
telecommunication to the storage of information and 
its interpretation,  social media usage should be taken 
with care. Social network worm exist (9): just like 
computer viruses, we as human consumer of those 
technology must pay attention to our beahviours, as 
no more than ever in those days, we are   under 
scrutiny and could be targeted. It can be found 
clicking on   http://socialmediasecurity.com/  for 
more information. 
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