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Abstract- Wireless sensor networks came into prominence around the start of this millennium motivated by the omnipresent 
scenario of small-sized sensors with limited power deployed in large numbers over an area to monitor different phenomenon. 
The sole motivation of a large portion of research efforts has been to maximize the lifetime of the network, where network 
lifetime is typically measured from the instant of deployment to the point when one of the nodes has expanded its limited 
power source and becomes in-operational and commonly referred as first node failure. Over the years, research has 
increasingly adopted ideas from wireless communications. In this paper we consider how routing protocols affect from attack 
even those designed to be secure, lack protection from these attacks, it is called Vampire attacks, which permanently disable 
networks by quickly draining nodes battery power. These Vampire attacks are not specific to any specific protocol which are 
devastating, difficult to detect, and are easy to carry out using as few as one malicious insider sending only protocol complaint 
message. In this paper proposed Depletion Attack Detection Algorithm to bound the damage caused by these Vampire types 
of attacks during the packet forwarding phase.  
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I. INTRODUCTION 
 
Ad hoc wireless networks provides new applications 
in the different fields like ubiquitous on-demand 
computing  power, continuous connectivity, and 
instantly deployable communications for military 
responders. Due to their Ad hoc organization, wireless 
Ad hoc networks are particularly vulnerable to denial 
of service attack, and a great deal of research has been 
due to enhance survivability. 
 
While these schemes can prevent attacks on the short 
term availability of a network, and they do not address 
attacks that affect long- term availability-and the 
denial of service attack is to entirely deplete nodes 
batteries. This is an example of resource depletion 
attack. We consider how routing protocols, is secure 
from the different forms of attacks and this is called as 
the Vampire attacks, because it drains the life from the 
networks nodes. And these attacks are entirely change 
from the previously studied denial of service. And 
some of the individual attacks are simple and draining 
their power resource exhaustion attacks is discussed. 
 
Vampire attacks are not specific to any specific 
protocol but they depend up on the properties of the 
protocol like link state, distance vector, source routing 
and geographic and beacon routing. And these attacks 
relay on flooding the network with large amount of 
data, but they try to transmit as small data as possible 
to achieve the huge energy drain. And Vampires uses 
Protocol-Complaint messages and it is very difficult to 
detect and prevent. And it introduces Clean-Slate 
Sensor Network Routing (PLGP) to avoid the 

backtracking, but it consumes long time, to avoid 
these paper introduces Depletion Attack Detection 
Algorithm. 
 

A. Different Protocols 
Here we consider the effect of Vampire attacks on, 
Source routing, distance vector, link-state, geographic 
and beacon routing protocols. And here the topology is 
discovered in the beginning phase, with periodic 
rediscovery to handle rare topology changes. And the 
adversaries are malicious insider and have the same 
resources and level of network access as honest nodes. 
And the adversary present in the network is assumed 
to be fixed and random, and the adversary is possible 
to corrupts a number of honest nodes before the 
network was deployed and it is not possible to change 
their final positions. And it assumes that a node is 
permanently disabled once it’s battery power is lost. 
And consider nodes that recharge their batteries in the 
field, using Switching between active and recharge 
cycles or by using continuous charging. In the case of 
continuous charging, power draining attacks would be 
effective only if the adversary is able to consume 
power at least as fast as nodes can recharge. And in 
case of automatic packet amplification, Vampire can 
attack many honest nodes. Networks having 
dual-cycles are equally vulnerable to Vampire’s cycle 
switching is in sync with other nodes. It is possible to 
weaken the Vampire attacks by using groups of nodes 
with staggered cycles. In case of active duty nodes are 
vulnerable while the Vampire is active, and the nodes 
are safe while the Vampire sleeps.        
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B. Overview   
And thus increasing network-wide energy 
expenditure. And we show how an adversary can 
target not only packet forwarding but also route and 
topology discovery phase, an adversary can, for the 
cost of a single packet consume energy at energy node 
in the network. In the first attack called it as Carousel 
attack, the adversary composes packets with purposely 
introduced routing loops. Brief explanation of these 
attack can be found in other literature. In the second 
attack called it as Stretch attack, here the adversary 
constructs artificially long routes. A single attacker 
can use a Carousel attack to increase energy 
consumption, and Stretch attacks increase energy 
usage by up to an order of magnitude, depending on 
the position of the malicious node.  
 

 
 

 
 
We assume that only messages originated by 
adversaries may have maliciously composed routes. 
And here introduce mitigation methods to bound the 
damage from Vampire attacks, Carousel attack is 
simple to prevent with negligible over head, and 
Stretch attack is far more challenging, the first 
mechanism given is loose source routing, here any 
forwarding node can reroute the packet, it is short path 
to the destination, and it is less efficient. Second we 
introduce no-backtracking property, science it holds if 
and only if a packet is moving strictly closer to it’s 
destination with every hop. And this paper introduces 
Depletion Attack Detection Algorithm methods to 
avoid the loops and it is more efficient when compare 
to others. 
 

C. Clean-Slate Sensor Network Routing 
Here it present a clean-slate secure sensor network 
routing protocol by Parno et al. It is modified to resist 
Vampire attacks during the packet forwarding phase. 
The present version of the protocol, it is designed for 
security, is vulnerable to Vampire attack. PLGP 

consists of a topology discovery phase, followed by a 
packet forwarding phase. When discovery starts, every 
node has a limited view of network-every node knows 
only itself. By using local broadcast every node 
discovers their neighbors, and form ever expanding 
“neighborhoods,” stopping when the entire network is 
a single group.  
 

D. Topology Discovery 
Discovery starts with a time limited period during 
every node must announce its presence by 
broadcasting a certificate of identity, including its 
public key. Each node begins with its own group of 
size one, with a virtual address zero. And node 
broadcast from group with their neighbor, By the end 
of the topology discovery phase, each and every nodes 
learns virtual address, public key and certificate of the 
other nodes. And it is necessary to each and every 
group members knows the identities of all other group 
members and finally network form a single group. 
 

E. Packet Forwarding 
During the packet forwarding phase, each and every 
node take their independent decisions. By using most 
significant bit a node determines the next hop. 
 

F. Vampire attacks PLGP 
In PLGP, each and every packet took their own path, 
and these allow the adversaries to divert packets to any 
part of the network, even if that area is logically 
further away from the destination than the malicious 
node. This shows that PLGP is vulnerable to Vampire 
attacks. The packet returns to the Vampire then the 
situation become worst in the process of being 
forwarded. It is possible to rerouted something similar 
to the Carousel attack. 
 

G. Security against Vampire attack 
Here, it modifies the forwarding phase of PLGP to 
provably avoid the Carousel attacks and Stretch 
attacks. For that purpose it introduces 
no-backtracking property, satisfied for a given packet 
if and only if consistently makes progress toward its 
destination in the logical network address space. If we 
think of this in terms of protocol execution trace, 
no-backtracking implies that for each packet in the 
trace, the number of intermediate honest nodes 
traversed by the packet between the source and 
destination in independent of the actions of malicious 
nodes. Intermediate nodes in a source rout cannot 
check whether the source-defined route is optimal, or 
even that it makes progress toward the destination. 
When nodes make independent routing decisions such 
as link-state, distance-vector, coordinate-based, or 
beacon-based protocols, packets cannot contain 
maliciously composed routes. 
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II. PLGP DOES NOT SATISFYING 
NO-BACKTRACKING 

 
In non source routing protocol, by using forwarding 
decision of the independent routing protocol they 
build their own route. PLGP differs from the other 
protocols in that packet paths are further bounded by a 
tree, forwarding packets along the shortest route 
through the tree that is allowed by the physical 
topology. Science the tree implicitly mirrors the 
topology, and science every node holds an identical 
copy of the address tree, every node can verify the 
optimal next logical hop. However, this is not 
sufficient for no-backtracking to hold, science node 
cannot be certain of the path previously traversed by a 
packet. Communicating a local view of route cost is 
not as easy as it seems, science adversaries can always 
lie about their local metric, and so PLGP is still 
vulnerable to Vampire attack, which allow adversaries 
to divert packet to any part of the network. 
 
To prevent no-backtracking, it add a verifiable path 
history to every PLGP packet, similar to route 
authentications in Ariadne and path-vector signatures 
in. The resulting protocol PLGP with attestations 
(PLGPa) uses this packet history together with 
PLGP’s tree routing structure so every node can 
securely verify progress, preventing any significant 
adversarial influence on the path taken by any packet 
which traverses at least one honest node. Whenever 
node n forwards packet p, it this by attaching a non 
replay able attestation. This signatures form a chain 
attached to every packet, allowing any node receiving 
it to validates its path. Every forwarding node verifies 
the attestation chain to ensure that the packet has 
never travelled away from its destination in the logical 
address space. 
 
III. PLGPA SATISFIES 

NO-BACKTRACKING UNITS 
 
To present the modified protocol preserves the 
no-backtracking property, it defines a network as a 
collection of nodes, a topology, connectivity 
properties, and node identities, and this model is used 
by Poturalski et al. in. Honest node can broadcast and 
receive messages, while malicious nodes can also use 
directional antennas to transmit to any node in the 
network without being overheard by any remaining 
node. Honest nodes can compose, forward, accept, or 
drop messages, and malicious node can also arbitrarily 
transform them. Our adversary is assumed to control 
m nodes in an N-node network and has perfect 
knowledge of the network topology. Finally the 
adversary can not affect connectivity between any two 
honest nodes.  
Science all messages are signed by their originator, 
messages comes from the honest nodes can not be 

modified by malicious nodes wishing to remain 
undetected. Rather the adversary can only alter packet 
fields that are changed en route, so only the route 
attestation field can be altered, shortened, or removed 
entirely. To prevent truncation, which would allow 
Vampires to hide the fact that they are moving a 
packet away from its destination, It use Saxena and 
Soh’s one-way signature chain construction, which 
allow nodes to add links to an existing signature 
chain, but not remove links, making attestation 
append only. And PLGPa method consumes more 
time and data, to overcome the above problem this 
paper introduces one algorithm called as Depletion 
Attack Detection Algorithm.  
 
IV. DEPLETION ATTACK DETECTION 

ALGORITHM 
 

H. Assumption 
 

 
Source node is a malicious node, and it will decide the 
path how its packet travels in the network. 
 
Science source node is malicious node, it will make its 
packet to travel on the same sets of node more time 
unnecessarily, which will consumes more energy and 
the set of nodes become dead or depleted quickly. 
 
To avoid this attack, Depletion Attack Detection 
Algorithm is used in routing node. Whenever a packet 
received in a routing node it has to create the signature 
of the packet and check in the list, if the signature of 
the packet is not matched then it will store in the list, if 
the signature of the packet is exist, then it means this 
packet is already passed on this node, so the routing 
node has to drop the packet, shown in above fig. 
 

I. Algorithm Steps 
Step 1: Source Node (SN) is creating a Packet with 
Travel path and sent it to the Next Hop Node. 
Step 2: Next Hop Node Receives the Packet. 
Step 3: Create a signature of the Packet for Received 
Packet. 
 
Step 4: Check the Signature of the Packet is present in 
the list of the Node. 
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Step 5: If not present then insert a record in the list of 
the Node, and find the Next Hop Node and send it to 
the Next Hop Node. If Next Hop Node is destination 
Go to Step 7 else Go to Step 2. 
Step 6: If it is present in the list then drop the packet. 
Go to Step 8. 
Step 7: Destination node Receives the Packet. 
Step 8: Stop. 

J. Observations 
 The proposed scheme addresses how to 

overcome the Carousal attack, which may 
happens in the ad hoc networks. 

 The proposed scheme takes less time to 
identify the Carousel attack when 
compared to other schemes. 

  With the identification of Carousal attack, 
the proposed scheme helps to retain the 
battery power of wireless nodes. 

 
CONCLUSIONS 
 
In this paper, We define Vampire attacks, a new class 
of resource consumption attacks that use routing 
protocols to permanently disable ad hoc wireless 
sensor networks by depleting nodes battery power. 
These attacks do not depend on particular protocols or 
implementations, but rather expose vulnerabilities in a 
number of popular protocol classes. We showed a 
number of proof-of-concept attacks against 
representative examples of existing routing protocols 
using a small number of week adversaries, and 
measured their attack success on a randomly 
generated topology of 30 nodes. Theoretical worst case 
energy usage can increase by as much as factor of O 
(N) per adversary per packet, where N is the network 
size. The sensor network routing protocol that 
provably bounds damage from Vampire attacks by 
verifying that packets consistently make progress 
toward their destinations. We have not offered a fully 
satisfactory solution for Vampire attacks during the 
topology discovery phase, but suggested some 
intuition about damage limitations possible. 
Derivation of damage bounds and defenses for 
topology discovery, as well as handling mobile 
networks, is left for future work.   
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