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Abstract— The rapid growth of sensor technologies, low-power integrated circuits, and wireless communication has enabled 
a new generation of wireless body area networks (BANs). BAN is used normaly for health monitoring with real-time updates 
of medical records over Internet. In addition, vehicle area networks (VANs) support communication between smart vehicles 
also including BANs. However, the most important issue on VANs and BANs is to provide security and privacy of the 
transmitted data. To solve the problem,Wang et al. proposed a new security scheme for BANs compatible with VANs, which 
enhances authentication and encryption solutions used in VANs. They argued that their scheme has the advantages of low 
power consumption, low latency and low resource utilization. However, this paper points some performance remarks on Wang 
et al.'s scheme and proposes an abstracted future research directions, which is focused two problems in each of authentication 
and encryption, respectively.  
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I. INTRODUCTION 
 
Wireless body area networks (BANs) allows sensors 
to collect body data in, on and around the human body 
and transfer it from a source to a destination via low 
energy communication[1-2]. IEEE 802.15.6 was 
created to meet requirements related to reliability, 
quality of service (QoS), low power, data rate and 
noninterference.  
Vehicular area networks (VANs) is a technology that 
has been recently emerged and bring a lot of interests 
[3-4]. VANs can be used to improve road safety 
reduce road traffic, serve interests of its users and 
provide emergency services. The security is one of the 
most important issues not only in VANs but also in 
BANs [5-7]. An intelligent VAN consists of four types 
of communications, which are intra VAN 
communication that collects data from the sensors 
attached to the passengers or vehicle, 
vehicle-to-vehicle communication, 
vehicle-to-broadband communication and 
vehicle-to-road infrastructure communication [8]. We 
focus on interfacing the intra VAN communication, 
which is to collect data by sensors. In terms of security 
solutions of intra VAN, a set of research was 
preformed already [9-13]. Koscher et al. showed 
potential security issues in the communication of 
VANs [9]. Groll and Ruland proposed a security 
solution, which divides the communication among 
electronic control unit (ECU) and sensors into secured 
and unsecured groups [10]. However, Schulze et al. 
shown that data between each node in Groll and 
Ruland’s solution may cause information leakage in 
the network in order to preserve the privacy of vital 
data [11]. Furthermore, they suggested a solution by 
applying data management system for data storage in 
the intra VAN, which only allows data exchange 
between a specific node that stores all the data and 
normal nodes. Recently, Wang et al. proposed a 

security scheme for BANs compatible with VANs, 
which is for authentication and encryption [13]. Their 
authentication is based on certificate and 
challenge-response and encryption uses elliptic curve 
cryptosystem (ECC). 
The purpose of this paper is to show some 
performance problems in Wang et al.’s security 
scheme and provide abstracted solutions on them. 
Especially, we will focus on public key infrastructure 
(PKI) and certificate revocation lists (CRLs) 
overheads in the authentication module of Wang et 
al.’s scheme. Addition to that, the overhead of ECC 
will be considered for the encryption module. 
Furthermore, we will provide future research 
directions to solve them, which are certificateless 
public key cryptosystem and authenticated key 
agreement (AKA) protocol. 
 
II. WANG ET AL.’S SECURITY SCHEME  
 
According to the specifications of IEEE 802.15.6 
standard, authenticationneeds to be done by the 
validation of the certificate, while the method of 
encryption for the communications isECC [1-2]. 
However, the detailed implementation methods such 
as themethod of validation procedure are not clarified 
in the standard. To solve this problem, Wang et al. 
proposed a security scheme for BANs compatible with 
VANs [13]. The scheme is consisted of authentication 
and encryption solutions. This section reviews on 
them, which are focus of this paper. 

A. Authentication Module  
The procedure of authentication can bebroken down 
into two steps: i) validation of a certificate and 
ii)validation of the challenge-response exchange 

[Validation of certificate] As mentioned 
previously, the certificate validation is a procedurethat 
has been specified in the standard IEEE 802.15.6. 
However,there are multiple methods for achieving the 
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requirements ofthe standard. In Wang et al.’s design, 
validation of certificate involvesan X.509 certificate 
and two tasks are performed [14].Firstly, the 
certificate, found in the unknown node being 
authenticated,is sent to the ECU. Secondly, the 
certificate is validated bythe ECU. The certificate 
obeys the X.509v3 standard and a certificate chain can 
be found here, with the node certificate 
signatureverified using the public key of the next 
certificate, found in theECU. Validity is accomplished 
by followingthe certification path validation 
algorithm, as specified by RFC5280[14]. Once the 
certificate is validated, the certificate-holdingnode is 
genuine. Thechallenge-response authenticationis next. 

[Validation of challenge-response]Validation of 
the challenge-response exchange is an 
additionalsecurity procedure that is not specified in the 
standard IEEE802.15.6. It is broken down into three 
steps. Initially, a challengewhich is 64 bits long is 
generated by the trusted hub. The challengecan be 
seen as a random sequence of bits, and can 
potentiallybe generated using biometric data collected 
by connectednodes such as electrocardiography 
(ECG), temperature, or blood pressure. The 
challengeis sent to the unknown node, where it is 
processed, and a 256-bit response is computed using a 
256-bit secret key only knownto the trusted hub and 
trusted nodes. The response is then sentback to the 
hub, which will compute the response using the 
sameprocedure and compare it with the received 
one.To compute the response, the hash-based message 
authenticationcode (HMAC) is involved. The HMAC 
is a secure procedure,based on a cryptographic hash 
function. In this case, the hash functionutilized is 
secure hash algorithm-256 (SHA-256), while canbe 
updated to any other hash function. 

B. Encryption Module  
ECC has been utilized as the cryptography method 

for Wang et al.’s encryption module.ECC was 
proposed as an alternative public-key system to 
provide stronger security compared to the established 
Rivest, Shamir, and Adelman (RSA) and digital 
signature algorithm (DSA) system [15-17]. The 
security of ECC is mainly based on the apparent 
intractability of elliptic curve discrete logarithm 
problem (ECDLP); given an elliptic curve E(Fq), a 
base point P  E(Fq), and an order k, it is easy to 
calculate another point on the elliptic curve with the 
point-multiplication defined on the finite field Fq. 

 
Q = k ꞏ P = P + P + ꞏꞏꞏ + P  E(Fq )(1) 
 

wherek could be used as the private key, and Q could 
be used as the public key.It is proven that the ECC 
public-key systems with 160-bit keys provide an 
equivalent level of security to the existing RSA and 
DSA systems with 1024-bit keys [18].  
Meanwhile, advanced encryption standard (AES) is a 
stronger symmetric-key algorithm compared to the 
previous data encryption standard (DES) scheme, 

which is selected by NIST [19]. In Wang et al.’s 
scheme, the ECC and AES techniques are combined to 
achieve a strong and efficient encryption scheme. In 
the scheme, the ECC module generates and exchanges 
the public key based on the elliptic-curve 
Diffie–Hellman (ECDH) key agreement protocol [20]. 
Using the secured channel, a shared key is generated 
and exchanged between both communication ends, 
and faster symmetric encryption ensues, as performed 
by the AES module. The encryption procedure of the 
module is illustrated as follows: At the very first, the 
random private keys are generated on both 
communication ends, which are marked as k1 and k2, 
respectively. Using the ECC module, both sides 
calculate the public key as 

 
Q1 = k1 * P                             

(2) 
Q2 = k2 * P(3) 
 

whereP is a base point pre-defined on the elliptic curve. 
The multiplication operator is a point multiplication 
defined on the elliptic curve. According to the ECDH 
protocol, the public keys Q1 and Q2 can be shared 
between both sides. 

 
K=  k1* Q2 
    = k1 * (k2 * P) 
    = k1 * k2 * P 
    = k2 * (k1 * P) 
    = k2 * Q1(4) 
 
Finally, the symmetric key is generated as shown in 

the equation 4, which can be used in AES to encrypt 
and decrypt the plain text. The ECDH based key 
agreement is only processed once before the whole 
authentication procedure. 
 
III. PERFORMANCE REMARKS AND FUTURE 

RESEARCH DIRECTION 
 
This section privides performance remarks on Wang et 
al.'s scheme focused on the overheads on PKI and 
ECC for authentication and encryption, respectively. 
After that, we proposes future research direction.  

C. Performance Remarks  
There are two security modules in Wang et al.'s 
scheme, which are authentication and encryption. This 
subsection points out two performance remarks on 
Wang et al.'s scheme, which are PKI overhead and 
ECC overhead. 

[PKI overhead] Authentication module requires 
validation of certificate and validation of 
challenge-response. It needs PKI to know that a public 
key belongs to the individual it specifies, which means 
that user will have to verify that his (or her) public key 
truly belong to him (or her) and it is revoked one. The 
certificate validation step requires PKI, which is an 
arrangement that binds public keys with respective 
identities of entities. The binding is established 
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through a process of registration and issuance of 
certificates at and by a certificate authority (CA). The 
PKI role that assures valid and correct registraion is 
called a registration authority (RA). An RA is 
responsible for accepting requests for digital 
certificaes and authenticating the entity making the 
request [21]  
What is typically referred to as PKI’s major 
disadvantage is network overhead. The network 
overhead involved with PKI is considerable when 
compared to other security solutions [22]. PKI also 
involves much more than simply exchanging public 
and private keys. CRLs must be maintained in order to 
properly keep track of valid and invalid certificates. In 
a typical enterprise environment, a certain amount of 
personnel turnover is a fact of life, and security 
administrators must have a way to stay current with 
who is and who is not authorized to access the network. 
But these CRLs must be stored and maintained 
somewhere, which means more network resources are 
consumed. PKI’s complexity, coupled with its initial 
cost, has discouraged several organizations from 
taking on the effort.  

[ECC overhead]Encryption module requires ECC 
as the cryptography method in Wang et al.’s scheme, 
which is an asymmetric key cryptography. To 
determine whether or not asymmetric encryption is 
suitable to use, we need to look at its disadvantages 
against the symmetric one [23-24]. 

 
- It is a slow process: Public key encryption is slow 
compared with the symmetric encryption, which 
means that it is not suitable for decrypting bulk 
messages 

- Its public keys are not authenticated: Basically, no 
one absolutely knows that a public key belongs to 
the individual it specifies, which means that users 
will have to verify that their public keys truly 
belong to them 

 
Especially, we would like to emphasize the slow 
process of the operation of encryption compared to 
symmetric one. Thereby, it is not recommendable to 
use ECC for encryption module. It would be 
recommendable to use symmetric operation even if it 
is only used to establish a shared key between two 
entities in the network. 

D. Future Research Direction  
This subsection would like to give two future research 
directions. They are also focused on authentication 
and encryption modules. The problem of 
authentication is that it is depending on certificate 
based authentication and thereby certificateless PKC 
is the direction of our solution. The other is the 
problem of using ECC for encryption. So, we would 
like to suggest to use symmetric cryptography for 
encryption. However, we also would like to suggest to 
use AKA to combine authentication and key 
agreement at the same time, which also needs to use 
challenge-response to provide freshness. 

Certificateless PKC is one of solution to reduce the 
overhead of PKI and CRLs, which is a variant of 
identity (ID)-based cryptography intended to prevent 
the key escrow problem [25-26]. It does not require 
certificates to guarantee the authenticity of public keys, 
which could remove PKI and CRLs [27].   
Combination of AKA protocol with AES based 
encryption is another solution against Wang et al.’s 
scheme [28-30]. AKA protocol combines 
authentication and key agreement, which are the basic 
two security operations for any systems. Furthermore, 
we can consider two AKA models, which are based on 
hash function only and symmetric key encryption with 
hash function.  
 
IV. CONCLUSION 
 
This paper has been reviewed Wang et al.’s security 
scheme for BANs compatible with VANs. After that, 
we pointed out two performance problems in 
authentication module and encryption module of 
Wang et al.’s scheme. They are the network and 
storage overhead of PKI and CRLs for authentication 
module and the performance overhead of ECC for 
encryption module. Furthermore, we provided some 
future research directions on using ID-based 
cryptography and AKA protocol with symmetric 
encryption. There should be more better direction for 
Wang et al.’s scheme.  
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