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Abstract - In this paper, we propose a recovery scheme for deleted video files with the AVI format. The proposed scheme 
utilizes the behaviors of files systems while the previous methods did not consider them. First the scheme searches for 
fragments of a deleted video file from unallocated storage space based on the start indicator of each frame or the file header 
signature. Next the scheme connects the found fragments into a video file based on both the file allocation patterns of FAT32 
file system and the frame size information. 
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I. INTRODUCTION 

 

Recently surveillance cameras such as CCTV and in-

car dashboard video recorder have been increasingly 

popular. In criminal investigation or accident site 

examinations, video contents stored in storage media 
of surveillance cameras frequently include critical 

scenes and can provide crucial evidence. However, 

old video files are systematically deleted due to their 

limited storage space. The deleted video files remains 

in unallocated area until they are overwritten with 

new video files. Therefore we need to recover the 

deleted video files. Traditional methods recovers 

deleted files based on the meta-information stored in 

the file system [1, 2]. For example, meta-information 

of the FAT32 file system contains the file name and 

location offset for recently deleted files. With the 

meta-information of the file system, it is possible to 
find and recover the deleted files in the storage 

media. Unfortunately, however, file systems do not 

include any meta-information for deleted files in most 

cases. So most of previous methods employed the 

carving technique that searches exhaustedly artifacts 

of deleted files upon unallocated space without help 

of the meta-information of file systems [3].These 

methods utilized the unique header and the footer 

signature of deleted files [4, 5, 6]. These signature-

based approach searches for the unique signature of 

video files and extracts the data between the 
signatures. Especially when a deleted video file is 

split into multiple fragments and the fragments are 

spread in non-continuous locations, some recent 

methods searches for fragments of a deleted video file 

and combines them into a single file based on the 

information of fragment size and fragment location in 

the video file. All of these previous methods did not 

consider the file allocation patterns of file systems. 

Thus they have a drawback that the found fragments 

of a deleted video file are connected possibly with a 

wrong sequence.  In this paper, we propose a 

recovery scheme that finds fragments of video files 

with the information of the fragment size and 

connects them based on the behaviors of file systems. 

The scheme is designed for the AVI video file and the 

FAT32 file system. In the first phase, the scheme 

searches for fragments including the file header 

signature or the start indicator of the minimum 
multimedia data unit, called frames. In the second 

phase, the scheme connects the found fragments into 

the form of a single video file based on the file 

allocation patterns of FAT32 file system.  

The rest of this paper is organized as follows; In 

Section 2, we explain the background knowledge 

required to understand the proposed scheme. In 

Section 3, we describe the proposed scheme in detail. 

In Section 3, we provide the concluding remarks. 

 

II. PRELIMINARY KNOWLEDGE 

 

2.1. FAT32 File System 

The FAT32 file system [1] is widely deployed in 

commercial storage device and popularly used for 

removable SD memory cards of surveillance cameras.  

 

 
Fig.1. Structure of FAT32 File System 

 

Fig. 1 shows the structure of FAT32 file system. The 

storage device managed with the FAT32 file system 

consists of threeparts: reserved area, FAT area and 

data area. Reserved area contains file system 
information such as boot code, partition information, 

sector size,number of sectors per cluster, etc. The 

minimum unit of data area logicallyaddressable is 

called cluster. FAT area contains a linked list of 

cluster offsetsallocated to each file. Data area 

contains a lot of clusters. Content of each file is 

recordedin one or more clusters and a cluster is 
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assigned to recording of at most one file.It is the 

allocator of file system in a kernel’s deriver that 
determines which of clusters in the data area each file 

is allocated to.The start reference to the cluster,from 

which the FAT32 file allocator searches for available 

allocation space, is the FSI_Nxt_Freefield of the 

FSINFO structure in the reserved area. 

 

 
Fig.2. Structure of Directory Entry 

 

The meta-information of each file is recorded in the 

corresponding directory entry in the FAT32 file 

system. Fig. 2 shows the structure of a directory 

entry. The directory entry contains the file creation 

time andthe offset of clusters assigned to storing of 

file content. Thedirectory entry of a deleted file 

remains with a deletion mark `0xE5' in thefirst byte, 

until it is overwritten for recording metadata of 

another new file.The size of a directory entry for a 
file name with 8 bytes or less is 32 bytes.The size of a 

directory entry for a long file name is multiple of 32 

bytes,depending on the size of file name. 

 

2.2. AVI File Format 

The AVI video format [7] developed by Microsoft 

has been used popularly for video applications. In this 

format, multimedia data is divided into multiple of 

the minimum multimedia data unit, called frame, and 

managed individually. The corresponding frames for 

video is called video stream, those for audio is called 
audio stream, and those for subtitle is called text 

stream.  

 
Fig.3. Format of AVI file 

 
Fig. 1 shows the specific format of AVI file, 

whereboxes with the solid line are mandatory and 

those with the broken line are optional. The AVI 

format consists of three parts: header part, frame part 

and index part.The header part contains metadata of 

multimedia data such as codec settings and amount of 

multimedia data. The boxes for the header part in Fig. 

3 are the boxes except “movi List”, “indx” and “idx1” 

(“AVI RIFF”, “hdlr List”, “avih”, “strl List”, “strh”, 

“strf”, “JUNK”, and so on). The header part starts 
with the 4-bytes identifier, i.e., “RIFF” in ASCII 

code, and the 4-bytes size of this entire file. “AVIX 

RIFF” is used for big files larger than 1G bytes. 

The frame part contains the multimedia data, where 

the multimedia data is divided into multiple of 

frames. The box for the header part in Fig. 3 is “movi 

List”. The frame part starts with the 4-bytes size of 

this partand the 4-bytes identifier, i.e., “movi” in 

ASCII code. The followings are arbitrarily combined 

frames of multiple streams. At the front of each 

frame, there are the 4-bytes stream identifier and the 

4-bytes frame size. In the stream identifier, the last 
two bytes of video streams are “dc” or “db” in ASCII 

code, those for audio streams are “wb” in ASCII 

code, and those for text streams are “tx” in ASCII 

code. Table 1 shows the meanings of these identifiers. 

 
Table1: Meanings of Stream Identifiers 

 
 

The index part contains the metadata of each frame 

such as the start offset in the frame part and the frame 

size. The boxes for the header part in Fig. 3 are 

“indx” and “idx1”. The index part starts with the 4-

bytes identifier, i.e., “idx1” in ASCII code, and the 4-

bytes size of this part. The followings are 16-bytes 

metadata of each frame such as 4-bytes stream 

identifier, 4-bytes flag value, 4-bytes start offset in 

the frame part, and 4-bytes frame size. 

 

III. PROPOSED SCHEME 

 

3.1. Behaviors of the FAT32 File System 

In the Minnaard's study [9] and our previous study 

[10], the file allocation patterns of the FAT32 file 

system are well investigated.On the Linux operating 

system, the FAT32 file allocator finds available 

clusters according to thenext available algorithm, 

whenever needing space for a new file. In the next 

available algorithm, available clusters arelinearly 

scanned from the cluster lastly allocated. The file 
deletion operationdoes not change the value of the 

FSI_Nxt_Free field.If the search of the file allocator 

reaches the end of data area, the searchis wrapped 

around and restarted at the beginning of data area. 

Fig. 4 shows an example of the FAT32 file allocator 

for a storage space with 20 clusters on the Linux 

operating system.  InFig. 4(a), file A, file B, file C, 

file D, file E and file F are allocated 

sequentially.Next,file B and file D are deleted. Then 

the FSI_Nxt_Free pointer is19, where 19 is the 

cluster index behind the lastly allocatedcluster. In 

Fig. 4(b),another file G with a size of four clusters is 
additionallyallocated. After allocating clusters 19 and 
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20, the file allocator allocates clusters 4 and 9 to file 

G. Then the deleted file B is fully overwritten and the 
deleted file D is partially overwritten. 

 

 
Fig.4. Example of File Allocator on Windows 

 

In contrast, on the Windows operating system, the 

FAT32 file allocator searchesaccording to the next fit 

algorithm that skips availablespaces smaller than the 

size of a file being stored.The deletion operation on 
Windows changes the value of the 

FSI_Nxt_Freefield, whereas that on Linux does not 

change. If some files located before the 

FSI_Nxt_Free reference are deleted, the value of the 

FSI_Nxt_Freefield is updated with thelowest index 

among clusters allocated to the deleted files. 

 

 
Fig.5. Example of File Allocator on Linux 

 

Fig. 5 shows an example of the FAT32 file allocator 

on the Windows operating system.  InFig. 5(a), file 

A, file B, file C, file D, file E and file F are allocated 

sequentially.Next file B and file D are deleted. Then 

the FSI_Nxt_Free pointer ischanged from 19 to 4, 

where 19 is the cluster index behind the lastly 

allocatedcluster and 4 is the lowest index among 

clusters of deleted files. In Fig. 5(b),another file G 

with a size of four clusters is additionallyallocated. 

The file allocator allocates clusters 9, 10, 11 and 12 to 

file G. Cluster 4 is skipped because its continuously 
available space is smaller than the size of file G.Then 

the deleted file B is fully overwritten and the deleted 

file D is partially overwritten. 

 
Fig.6. Wrap-around Sequential Search 

Both on Linux and on Windows, the FAT32 file 

allocator searchesfor available space linearly from the 
FSI_Nxt_Freepointer, as shown in Fig. 6. If the 

search of the file allocator reaches the end of data 

area, the searchis wrapped around and restarted at the 

beginning of data area. File fragmentations occur 

even before after the file allocator reaches the end of 

data area, while file fragmentations occur only after 

the file allocator reaches the end of data area. 

 

3.2. Frame Recovery and Connection 

The proposed scheme searches for unallocated 

clusters sequentially from the beginning of data area 

and to the end of data area. For the found unallocated 
cluster, the scheme checks whether the clusterstarts 

withthe AVI file indicator “RIFF”. If it does, the 

cluster includes the uncorrupted file header of a 

deleted AVI video. If it does not, the scheme searches 

for the start indicator of frame such as “dc”, “db”, 

“wb” and “tx” explained in Table 1. In the case that 

the cluster does not start with “RIFF” and contains 

the start indicator of frame, its corresponding file 

header is overwritten and corrupted.  

 
Fig.7. Connection of Fragmented Clusters 

 

Whenever the frame part is not ended in the found 

unallocated cluster, the scheme checks whether the 

frame part is connected to the following unallocated 

cluster or not, as shown in Fig. 7. Each frame has 4-
bytes size after its 4-bytes start indicator. With this 

size information, the scheme can check which 

following unallocated cluster the frame part is 

connected to. The scheme calculates the start offset of 

the following frame. If there is a start indicator of 

another frame in the following unallocated cluster, 

the scheme connects this followingcluster. If there is 

no start indicator of another frame, the scheme skips 

this unallocated cluster and tries to find the start 

indicator of frame in the next following cluster. This 

procedure is repeated until the frame part is ended 

with the indicator of the index part, “idx1” in ASCII 
code. All connected unallocated clusters are stored 

sequentially in a single file.If the scheme reaches the 

end of the data area, it tries to connect unallocated 

clusters from the beginning of the data area.  

 

CONCLUSIONS 

 

In this paper, we propose a recovery scheme for 

deleted video files with the AVI format. The 
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proposed scheme utilizes the behaviors of files 

systems, while the previous methods did not consider 
them. The scheme finds fragmented clusters of a 

deleted video file based on the file header signature 

or the start indicator of each frame. Based on the 

wrap-around sequential allocation pattern of FAT32 

file system, the scheme tries to match the found 

fragmented clusters only in the sequential order. The 

scheme connects the current cluster with the 

following clusteronly whenthere is a start indicator of 

another frame in the offset calculated with the size of 

the frame found in the current cluster. 
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