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Abstract: As the Internet, social media, and smart phones evolve, the number of unstructured data, such as photos, images, 
and videos, and the number of existing structured data are rapidly increasing, However, it is not easy to obtain only the 
information necessary for the user in a myriad of data. Therefore, there is a need for technology to utilize it, the technology 
at the center is the BigData. There are various security threats that are unavoidable due to explosive increase of such data. It 
is a representative example of personal information protection, data protection and resource management. Especially in the 
BigData environment, intelligent security threats are increasing, and these threats can lead to serious harm such as causing 
personal information or disruption of personal or business. Accordingly in this paper, we study various security techniques in 
BigData environment and analyze various data of users. We propose a security framework that can easily identify situations 
in which security risks are exposed and reduce. 
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I. INTRODUCTION 
 
Now that we are living, as the Internet, social media, 
and smartphones evolve, the number of unstructured 
data, such as photos, images, and videos, and the 
number of existing formal data are rapidly increasing. 
However, it is not easy to obtain only the information 
necessary for the user in a myriad of data. Therefore, 
there is a need for technology to utilize it, and the 
technology at the center of it is BigData. Although 
BigData can’t be precisely defined, Mackinsey 
reports that data beyond the scope of data collection, 
storage, management, and analysis of existing 
database management tools.  
 
There are various security threats that are 
unavoidable due to the explosion of such data, which 
can be seen as protection of personal information, 
data protection and management of resources. 
Especially in the BigData environment, intelligent 
security threats are increasing, and these threats can 
lead to serious harm such as personal information of 
the individual or enterprise and disorder. As a result, 
security threats in the BigData environment can’t be 
excluded. Therefore, in this paper, we propose 
various security techniques in the BigData 
environment and identify the situations where the 
security risks can be easily exposed through various 
data analysis of users and reduce the risk to them. 

 
II. DETAILS EXPERIMENTAL  
 
2.1. BigData Analysis 
BigData analysis technology is used in various IT 
fields and it is at the center of change by analyzing 
large amount of data which can’t be processed in the 
past and discovering new meaningful data.There are 
many attempts to combine BigData technology with 
existing security techniques in cyber security. 

 
2.2BigData Analysis Platform [Hadoop/Hive]  
The Apache Hadoop used for BigData analysis is the 
most widely used tool in BigData analysis as a 
framework to enable rapid processing of large data 
through parallel processing. Hive is an application 
that runs on top of Hadoop. It is a tool that enables 
users to analyze BigData using familiar SQL QUERY. 
The most basic tools of BigData Analysis can be used 
to elaborate detailed characteristics of data to derive 
relatively easily identified feature points from large 
data sets and to screen for fields requiring further 
analysis. 

 
2.3. Apache Sqoop 
It is a data loading program based on Apache 
MapReduce.It is widely used in many projects 
because it can load data between RDB and HFS.It 
automates all loading processes, works in parallel, 
and supports good fault tolerance.The scan reads the 
tables stored in the RDB in a row-by-row manner and 
stores them in HDFS. one table read from the RDB is 
saved as a fileset in HDFS.Because it is loaded in 
parallel, it will be stored in HDFS as multiple files 
after loading. The file set stored in the HDFS is read 
by the parallel processing method into a record form 
and inserted into the corresponding table of the RDB. 
The procedure for loading the data of the scan RDB 
into HDFS is shown in Fig.1. 

 
Fig.1. Data loading process of Apache Sqoop 
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2.4.Flume 
The Apache platform, which is one of the Hadoop 
eco-systems, has been developed to solve the problem 
of reliability, whether it can be transmitted without 
data loss even if data is generated, and the scalability 
of the system that can respond flexibly in a 
distributed system environment. It is becoming a 
good.Flume is structured such that data is input 
through an external source such as a web server, and 
the data is synchronized through a channel. The 
following Fig.2 shows the architecture of the Apache 

Flume. 
Fig.2. Apache Flume Architecture 

 
Flume is a system that can distribute large amount of 
data in a stable and efficient manner and can be 
extended to a distributed structure, so that even if the 
amount of data increases, it can be easily expanded 
without changing the configuration or structure of the 
existing server. These Flumes are mainly used for 
logging systems and are responsible for moving data 
so that various types of data stored in various devices 
can be stored in repositories such as Hadoop. In 
particular, the Flume can be configured for a variety 
of data flows, provides a web page that can be 
managed centrally on the master node, and is well 
integrated with Hadoop, making it very efficient for 
real-time data collection. 

 
2.5.RHadoop 
 
RHadoop is an open source project that provides an 
integrated environment between R and Hadoop. 
RHadoop consists of three R packages, rmr, rhdfs and 
rhbase, as shown in Fig.3.Rmr is a package that 
provides Mapreduce functionality in R, rhdfs is a 
package that provides HDFS file management in R, 
and rhbase is a package that provides HBase database 
management in R. The rmr package is installed on all 
task tracker nodes as well as the R client, and rhbase 
accesses Hbase through the Thrift server. 

 
Fig.3. RHadoop architecture 

2.6. Intelligent security 
Advanced Persistent Threat (APT) in the BigData 
environment represents a security threat that is 
constantly targeted to an object in an intelligent way. 
In particular, unlike the past security threats, which 
were aimed at an unspecified number of people, they 
set one target and attacked continuely until they 
succeeded. It is a serious security threat that is very 
difficult to defend because it occurs by bypassing 
various existing security measures thoroughly. 
Intelligent security threat attacks are very difficult to 
defend because most of them use normal traffic 
routes without using the network such as USB and 
external hard, and it is possible to distribute malicious 
code through normal mail or websites. It is difficult to 
completely detect the attack on. Commonly used 
techniques include spear phishing e-mails attacking a 
particular person, and conceal command and control 
(C & C) communications using a number of proxy 
computers pre.  
 
2.7. Security Technology in BigData Environment 
 
2.7.1 Hadoop Security 
Early versions of the Hadoop system created for 
BigData management did not provide security for 
user authentication. Known Hadoop security 
vulnerabilities include the use of one symmetric key 
cryptographic key, and objects that do not support 
Hadoop security among the Hadoop ecosystem. 
2.7.2. SIEM 
Security Information and Event Management (SIEM), 
which can respond to security threats such as 
intelligent security threat attacks by performing 
association analysis on security events based on 
massive amount of log information collected from 
various security devices for several months, it is a 
case of data technology and plays a key role in log 
information analysis. 
2.8 Create Big Data Secondary Data 
It is necessary to generate and use the secondary data 
in order to extract the data desired by the user. Since 
there is a risk of privacy violation and data 
confidentiality in the generation of secondary data, 
anonymizing and encryption techniques must be 
introduced to protect privacy. Recently, a keyword 
based search method that can search through 
keywords in the encrypted state and a Privacy 
Preserving Data Mining(PPDM) method that 
analyzes the data while protecting privacy have been 
studied. PPDM is a method of performing data 
mining and retrieving the results by using methods 
that can protect or transform the data to protect 
personal information. 
 
SECURITY FRAMEWORK 
 
3.1. BigData Security Framework 
Currently, the unit security system and the integrated 
security management system detect IP and pro-based 
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network layer, perform attack-based detection 
analysis and response based on known attacks, and 
analyze data within a short time. Therefore, it is 
impossible to detect unknown attacks, and it is 
impossible to analyze user and application unit 
association.In order to detect intelligent security 
threats, intrusion detection logs, DNS information, 
etc. should be collected.Because the amount of this 
information is vast, BigData techniques are needed to 
collect and analyze.Therefore, we propose Hadoop-
based security framework as shown in Fig.4.The 
system consists basically of four elements.The first 
element causes the agent that generates the log to use 
the log collector Flume to be sent to the log collection 
server. At this time, Flume is structured as Agent and 
Collector, and when it receives log data, it uses pre-
processing process to store it in HBase in cooperation 
with HBase. The second factor is the implementation 
of HBase, a distributed database, which allows large 
amounts of data to be stored on multiple Region 
servers using.The third factor is to create a table 
linked to HBase to effectively retrieve HBase data 
using Hive, to provide an analysis base through SQL 
query language, and to analyze data through 
MapReduce.In particular, HBase has a short 
downtime in the event of an error and has integrity 
for data recovery, so that it can be constantly 
monitored for security threats.Lastly, it is designed to 
show log statistical report visually using Rhive 
through the analyzed data and to set up threat 
detection information according to policy, so that it 
can monitor statistical information at a glance by 
monitoring information about threat detection. 

 
Fig.4. Security Technology Framework 

 
CONCLUSIONS 
 
Due to the popularization of smartphones and social 
network services (SNS), we are living in a BigData 

era where the amount of data flow exponentially.As a 
result, security threats are increasing.Due to this 
environment, the tendency of security threat has also 
changed for the purpose of causing long-term, 
intelligent, and social disorder.In addition, BigData 
security concerns have been growing along with the 
activation of BigData, and security information and 
event management solutions are emerging as IT and 
security environments become more 
complex.Therefore, existing security technologies are 
not able to detect current security threats.In this paper, 
we propose that the security technology framework in 
the BigData environment will improve the 
performance in terms of analysis rather than the 
existing security technology by real – time or batch 
analysis. In addition, it predicts that existing security 
threats and security threats that have occurred can be 
compared and analyzed with visual statistical data at 
on glance and effectively responded.Future research 
should continue to compare performance against 
security technologies and countermeasure against 
increasing security threats through implementation of 
security framework. 
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