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Abstract - In this paper, machine learning approach is used to classify software by learning from previously labeled data. To 
make and learn machine learning model, we present a procedure for making classification models of software. In the 
procedure, support vector machine is applied to generate a model for analyzing similar software and classifying software. In 
the experiments of the proposed method, the classification model is trained with a training set of labeled classified software 
sets extracted from training set of software. In the experimental results, we evaluated the machine learning approach with 
two real world Java applications. In the result, machine learning approach can be effectively applied to analyze and 
automatically classify software. 
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I. INTRODUCTION 
 
Nowadays, there are various kinds of complex 
problems that cannot be effectively solved by 
traditional computational approaches. With the 
popular applications of machine learning approaches, 
machine learning is applied in various such areas 
where problems cannot be effectively solved by 
traditional computations. Machine learning is an 
approach to training a model for solving specific 
decision problems by using previously known sets of 
training data for the problems. The model generated 
from the sets of training data can be used to find 
predictions of unknown data. Machine learning 
approach is progressed in various ways, such as 
decision tree learning, genetic algorithm, neural 
network, deep learning, and support vector machine. 
In this paper, we propose a method for classifying 
software through machine learning with support 
vector machine.  
 
This paper is organized as follows: Section II 
describes the concepts of support machine, and 
Section III presents the idea of machine learning and 
shows the experimental results for applying machine 
learning to classify similar software, and conclusion 
summarizes the paper. 

 
II. DETAILS EXPERIMENTAL  
 
Support vector machine is a popular machine learning 
approach for various areas, such as classification, 
regression, and pattern recognition problems [3, 5]. 
Given a training set of points 푥 ∈ 푅    for i = 1, 2, 
…, n, each point푥  belongs to either of two classes, so 
the points are labeled with the value 1 or -1 according 
to the classes. The goal of support vector machine is 
to find an equation for dividing the points in the 
training set into the classes according to their labels 
[1, 2, 6]. So, the machine calculates the equation of a 
hyperplane that divides the points in the training set 

into classes with a maximum margin for separating 
the two classes. Figure 1 shows an example of 
applying support vector machine for two classes of 
points labeled with white and black. The objective of 
the support vector machine is to find a line with the 
maximum margins to the training data. 

 

 
Figure 1. Support vector machine for Classification. 
 

In this paper, we applied support vector machine to 
classify similar software from training data analyzed 
from a set of learning software. Support vector 
machine generates a model for classifying similar 
software by learning from a training set of software, 
and the model is used to evaluate the efficacy of the 
classification results for a test set. 

 
III. MACHINE LEARNING APPROACH 

 
Software consists of binary codes for performing 
tasks in its individual architecture. So, binary code 
can represents the characteristics that can be used to 
identify the originality of software. For the purpose, 
to present the features of software, the characteristics 
of binary code can be used. To learn the classification 
model of software, we analyzed the binary code of 
software, and used the analyzed data as a set of test 
data. 
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In this section, we show experimental results for 
evaluating machine learning approach to classifying 
software through support vector machine. We used 
training sets of data from two Java applications, 
aelfred XML parser and AcornDB. To generate a 
training set of similar software, we used Smokescreen 
obfuscator, which is an application for modifying 
original software to hide the original characteristics 
of software. So, obfuscated versions of software is 
used for evaluating the classification of similar 
software in the evaluation. LIBSVM [4] was used to 
generate the support vector machine classification 
model for this experiment. 
 

 
Figure 2. Machine learning approach. 

 
Figure 2 shows the procedure for machine learning 
with analyzed set of learning data for classification. 
At first, the learning of support vector machine 
generates a model for classifying similar software. In 
the learning procedure, a number of difference data in 
learning set is used to generate a model for 
classification. Secondly, the generated model is 
evaluated with other test data to verify the accuracy 
of the proposed machine learning approach for 
software classification. 
 
Table 1 shows the experimental results for evaluating 
support vector machine for classifying similar 
software. The number of software generated from 
AcornDB application was 218. We trained support 
vector machine with the training set, and generated a 
support vector model for classifying similar software 
with respect to the training data. The number of data 
in the test set was 49. To evaluate the accuracy of the 
generated model, we experimented the model with 
the test data set. 
 

From the evaluation results, 42 classifications were 
correct results among the total number of 49 
classifications, and the overall test accuracy was 
85.7%. 

Table 1. Experimental results. 
# of software in learning data 218 
# of test data 49 
Test accuracy 85.7% 

 
Automatic software classification can be used in 
various automatic analysis system for software. 
However, it was difficult problem, because software 
has complex structure and analysis of software is hard 
to be automated. In this paper, we present an 
approach to machine learning for classifying similar 
software, and show the efficacy of machine learning 
approach to analyze the structures of software. 
Therefore, machine learning can be an effective 
approach for analyzing and classifying software in 
various ways. 
 
CONCLUSIONS 
 
In this paper, we present an approach to classifying 
software through machine learning for software with 
support vector machine. The proposed support vector 
machine is trained with a training set ofsoftware. We 
evaluated the machine learning approach with two 
real world Java applications. The evaluation results 
show that the classification accuracy was 85.7% after 
training the proposed support vector machine. From 
the result, machine learning approach can be 
effectively applied in areas of software classification. 
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