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Abstract- In this proposed scheme a new method is introduced for password authentication. Various methods for 
authentication are proposed in the past years but many of them are vulnerable to shoulder surfing attacks. Most users are 
more familiar with textual password than graphical password. But in that many security problem is created. So some year 
ago many text based graphical password scheme has been proposed .but unfortunately none of exiting password schemes is 
both secure and efficient enough. In proposed scheme a new hybrid approach is used for authentication .this method 
promises to provide better security and prevents shoulder surfing attacks. The proposed system uses a grid in which user has 
to click on the selected grid to authenticate to the system. For every login, a grid will change with the help of directional 
arrows. During each login the grid will appear in different way. 
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I. INTRODUCTION 
 
A security domain is a collection of systems (servers, 
devices, and so on) that offer a typical arrangement of 
cryptographic keys and are appended to a controlled 
system. The most essential part of security is 
authentication. A security domain is considered to be 
an application or collection of applications that all 
trust a common security token for validation and 
session administration. In the world of Internet, a 
major problem of every online user is information 
protection. To ensure the data the most well-known 
and generally utilized security system is passwords. 
Unfortunately, the password system in its simplest 
form, as is implemented on most websites, is very 
weak, and can be compromised to shoulder surfing 
attack.in  which an attacker can record the login 
procedure of a user for an whole session and can 
recover the client unique PIN. The most normal 
technique utilized for authentication is textual 
password but they are vulnerable to shoulder surfing, 
eavesdropping attack further graphical and biometric 
authentication techniques were used but they are 
having some of their disadvantages as more space is 
required and identification process is slow. There are 
various schemes that are proposed in the most recent 
decade. However, a large portion of them experience 
the ill effects of shoulder surfing which is winding up 
a significant enormous issue. This paper is arrange in 
the following section, the section 2 gives a brief 
overview of existing methods of authentication and 
different kinds of attacks. Section 3 presents the 
proposed system and section 4 concludes the paper. 
 
II. EXISTING METHODS 
 
There are some existing methods for resisting 
shoulder- surfing attack but they do not fulfil all the 
aspects of security. There are some existing methods 
available today that do not offer complete security to  

 
the passwords from shoulder surfing attack. Here are 
some methods mentioned below: 
 
Authentication Schemes for session password using 
Color and Images[1].In this paper they have proposed 
two techniques to create session password using text 
and color which are impervious to shoulder surfing. 
Depending on the rating given to colors, user get the 
session password. But the drawback of these system 
is that the password should be of ‘even’ length it does 
not work for the password of odd length. Defense 
against Shoulder Surfing Attack for Recognition 
based Graphical Password[2]. In this paper a 
technique is proposed for recognition based graphical 
password which is based on grid of images, the user 
is asked to select a number of images from an 
arrangement of pictures and in the authentication 
process user is required to distinguish the preselected 
images. It requires much storage space, thousands of 
pictures must be kept up in an incorporated database. 
Graphical password authentication using Pass 
Faces[3]. This paper uses passface system. Due to 
unique image and text, memory size increases and 
more time is consumed to login. 
 
III. PROBLEM MOTIVATION 
 
Considering the limitations of the existing methods, 
we have designed a new hybrid approach. Our main 
target research is to resist the shoulder surfing attack 
and provide a secure authentication to user. To do 
this, we need to develop a new authentication 
technique. This paper's aim is to describe our 
knowledge and experiences with developing a 
shoulder surfing resistance authentication system. 
 
IV. PROPOSED SYSTEM 
 
The system proposed is basically a grid based 
password authentication system. The system consists 
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of a grid which will consist of 9 slots i.e. it will be a 
3*3 grid and this 9 slots will be initially empty. This 
empty grid is to be filled by user with numbers 
between 0 to 9 during registration phase. These 
numbers will be hidden behind geometric shapes. 
Geometric shapes will consist of different types of 
shapes like circle, triangle, square etc. Every time for 
new login the shapes will be placed randomly. These 
shapes will be visible to the user or any other person. 
Numbers which were filled during registration will be 
on the back end. At the time of login, only the shapes 
will be visible and the actual place of the numbers 
placed at back end will be known by the user. 

 
For example: 
Registration phase: 
User sets his password as 1234. After setting the 
password, the user will be given a 3*3 grid in which 
he/she has to enter numbers (0-9). After entering the 
numbers some information about the four options 
(directional arrows) will be displayed. 

 
Login phase: 
At the time of login after entering username, four 
options will be given from which user has to select 
one option. After selecting one of the option, the grid 
will be displayed. The grid will be shifted by one row 
or one column as per the user’s selection from the 
four options. After that the user has to click on the 4 
digit password and he will be given access if the 
password is correct. 

 
Figure 1: System Flow Diagram 

 
REGISTRATION: 
Step1: Name, Email-id, Mobile No. 
Step2: Set a 4 digit password. 

Step3: Grid of 9 slots. Set it in default sequence or 
user can customize it by placing the number wherever 
he/she wants. 
Step4: Info of four options displayed. Select any one 
at the time of login. 
 
The four options are as follows:- 

• Up direction: Row of the grid will be moved 
up by one position. 

• Down direction: Row of the grid will be 
moved down by one position. 

• Left direction: Column of the grid will be 
moved to left by one position. 

• Right direction: Column of the grid will be 
moved to right by one position. 

 
LOGIN: 
Step1: User has to enter his valid email id. 
Step2: The user will get 4 options to select. He/She 
has to select any one of the option given, to shuffle 
the grid (i.e. up/down/left/right). 
Step3: The user will be given 3*3 grid in which the 
numbers are placed default or as per his customized 
grid during registration and he/she has to select any 
one of the option to shift the rows or columns of the 
matrix. 
Step4: User has to click on correct numbers in 
correct sequence. 

(When the user will login again after same 
time, he will get only 3 options. The option which he 
had chosen earlier will get eradicate and only 3 
options will be left) 

 
V. EXPECTED RESULTS 
 
The goal of the project is to give security for sensitive 
data. The system will provide three level of security 
for authentication. It is a text based authentication so 
it is low on memory usage as compared to graphical 
and biometric authentication. The proposed system 
will be resistant to shoulder surfing, hidden camera. It 
will increase security and it will also assure users that 
their information is safe. As most of the user know 
about textual password as well as traditional textual 
password the verification schemes have no protection 
from bear surfing assault. But the propose system will 
overcome this drawback by increasing the level of 
security. Though the system is complex it can be used 
in military to store confidential data with high 
security. 

 
CONCLUSION 
 
Passwords provide security mechanism for 
authentication and protection services against 
undesirable access to assets. But passwords are more 
prone to shoulder surfing attack. In the proposed 
system, the system will consist of geometric shapes 
which will change every login time. This hybrid 
scheme gives an intelligent interface for users to login 
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into system in a public place or in open space. In this 
scheme, the user has to remember the sequence the 
shoulder surfer will not be able to guess the 
password. Thus it will make the proposed system 
strong enough to resist shoulder surfing. The scheme 
will be quite robust against shoulder surfing. From 
usability point of view the scheme will be user 
friendly and will take less time for login.  
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