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Abstract- IoT is slowly becoming a common and unavoidable necessity in the society both at home and outside. This means 
that products like appliances and other systems (Washing Machines, Home Automation systems) in the home and systems 
outside (Smart farming, Smart Devices, Smart Vehicles etc.) are evolving rapidly. In the process of this evolution, 
companies need to keep pace by providing more feature functions, improving the way these products perform and increasing 
their efficiency all the while reducing costs and time to market. But this means a lot of companies are not giving enough 
importance to security, which may lead to easier hacks in to these IoT appliances and systems. 
This paper proposes a CMM like Model, with which any stakeholder can evaluate the security level of the IoT device or 
system and can improve it. Five levels of Security are proposed namely, Compromised, Inceptive, Exploratory, Perceptive 
and Enhancing. As the IoT Applications can range from  very small (controlling appliance from a mobile app) to very big 
(collecting data, filtering and sending data to Cloud, analysing the data and taking decisions etc.), the security level 
applicable to these Applications also changes. 
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What is IoT 
The internet of things is the network of physical 
devices, vehicles, home appliances and other items 
embedded with electronics, software, sensors, 
actuators, and network connectivity which enables 
these objects to connect and exchange data. Each 
thing is uniquely identifiable through its embedded 
computing system and is able to interoperate with in 
the existing Internet infrastructure. For example, a 
weight sensor in the refrigerator can detect the 
absence of milk and the refrigerator can automatically 
place an order with the vendor.   
 

 
 
What is IoT security 
Security is mainly defined as the triad of 
Confidentiality, Integrity and Availability (CIA). IoT 
security is concerned with connected devices and 
networks in the Internet of things. It includes the 
traditional security concerns like, Network Security, 
Data security as well as other issues like security of 
the sensor devices, aggregator nodes, Fog nodes etc.  
Security is the top concern for IoT developers to 
protect IoT devices from attacks. Security issues may 
represent the greatest obstacle to growth of the 
Internet of things. As IoT applications collect more 
and more previously unexposed often confidential 

data, and allow access to various control functions 
over the internet, security in IoT becomes a major 
challenge. 
 

 
 
Why IoT security 
The idea of networking appliances and other objects 
is relatively new, security has not always been 
considered in product design.  IoT products are often 
sold with old and unpatched embedded operating 
systems and software. Furthermore, purchasers often 
fail to secure smart devices. To improve security, an 
IoT device that needs to be directly accessible over 
the Internet, should be segmented into its own 
network and have network access restricted. The 
network segment should then be monitored to 
identify potential anomalous traffic, and action 
should be taken if there is a problem. IoT Systems 
should adopt a discipline “security-by-design” 
approach todevelopment for securely managing 
devices, data, and mobile and cloud-based IoT apps 
and services, as well as dealing with threats or issues 
as they arise.  
 
Security features should be configured at their most 
secure settings at all times, including before, during, 
and after development. This approach maintains data 



International Journal of Advances in Electronics and Computer Science, ISSN(p): 2394-2835    Volume-5, Issue-4, Apr.-2018 
http://iraj.in 

Maturity Model for Security in IoT 
 

42 

privacy and integrity, while delivering highly 
available IoT data, apps, and services. 
 
The Security Model 
Level 1-Compromised 
In this level the security is compromised. Focus is on 
the requirements of the user and the working of the 
device. The username and passwords are default, so 
the user can directly interact with the device without 
any permissions. In this level there is no security to 
the data or control which results easy access to a 
hacker.  This level is OK if the entire application 
works in a closed area (e.g. TV and remote in a house 
etc.). But if the same device is controlled by an app in 
the mobile, this becomes dangerous. As IoT enabled 
appliances and Mobile Apps are being integrated in 
Home Automation Systems, there is a need to go to a 
better security level. 
 
Level 2-Inceptive 
This level paves a way for security in IoT.  The User 
Ids and passwords are not default anymore, and are 
required to change the password at regular intervals 
and the device id is also made part of the User 
Identification, i.e. the user can access the services 
only through a designated mobile number. It is 
possible with the role based access management, 
which gives the basic security in IoT, since IoT 
authentication is given special consideration to ensure 
that the supposed sender is the real sender.  But there 
is no proper mechanism to audit security mechanisms 
and detect and correct security breaches. This is 
enough for home automation systems or systems with 
one or few users, where there is no data stored 
anywhere except the state of the devices (like ON or 
OFF) in the entire IoT Application. 
 
At this level, security breaches (if any) are analysed, 
root causes found and corrections are made to the 
systems to avoid these types of breaches in future. 
 
Level 3-Exploratory 
As the integrity of data is not promised in the 
previous level, it can be achieved by Data Encryption 
in this level. Once the devices themselves are 
secured, the next IoT security challenge is to ensure 
that communication across the network between 
devices, cloud services and applications are secured. 
The data from the IoT is transferred from aggregator 
to fog node and thereby to cloud. So there is a need of 
security to the data at the stage of transit. Encryption 
practices brings a higher level of security and 
privacy.  Encrypting data at rest and in transit 
between IoT edge devices and back-end systems, 
helps to maintain data integrity and preventing data 
sniffing by hackers. Moreover, all IoT encryption 
must be accompanied by equivalent full encryption 
key lifecycle management processes, since poor key 
management will reduce overall security. Ensuring 
data integrity, which may involve employing 

checksums or digital signatures to ensure data has not 
been modified.  
At this level, security breaches (if any) are analysed, 
root causes found and corrections are made to the 
systems to avoid these types of breaches in future. 
Till now the paper discussed about the individual 
security as well data security, but what if, in the case 
of device failure, we will see it in the next level 
 
Level 4-Perceptive 
Even with adequate encryption and authentication, 
another threat is feasible, namely, side-channel 
attacks(SCAs) collect operational characteristics, 
execution time, power customers etc. Security is an 
afterthought of many designers, one thing that 
follows the implementation (not design) section.  It is 
important that each hardware and software system to 
be analysed with security in mind. 
Some devices may be enhanced via a mobile app, but 
more importantly, all of them have the characteristic 
of being networked, and typically need to be 
protected because they sit on open Wi-Fi networks, or 
become the point of access on open wi-fi networks. 
For providing some degree of restriction and control 
to the device itself and the broader network is a base 
requirement. Today, Two- factor authentication can 
take different forms, and offers something that’s 
dynamic, can be channel-independent, and can be 
controlled by myriad of control points. In the case of 
device failure, the connected device should be able to 
recognize individual using the technologies like 
digital signature, biometric and other practices.  
Despite best efforts, security vulnerabilities and 
breaches are inevitable. How do you know if your 
IoT system has been compromised? 
 
Level 5-Enhancing 
With the increase of Internet of Things(IoT) devices 
comes an increased risk of cyberattacks. Anything 
connected to the internet could be at risk of an attack, 
so it’s critical to monitorActivity. Applying security 
analytics to IoT devices, similar to how it is applied 
to servers and end-user devices, can help mitigate this 
problem and prevent attacks of this nature. In large 
scale IoT systems, the complexity of the system in 
terms of the number of devices connected, and the 
variety of devices, apps, services, and communication 
protocols involved, can make it difficult to identify 
when an incident has occurred. Strategies for 
detecting vulnerabilities and breaches include 
monitoring network communications and activity 
logs for anomalies, engaging in penetration testing 
and ethical hacking to expose vulnerabilities, and 
applying security intelligence and analytics to 
identify and notify when incidents occur.  
The complexity of IoT systems also makes it 
challenging to assess the repercussions of a 
vulnerability or the extent of a breach in order to 
manage its impact. Challenges include identifying 
which devices were affected, what data or services 
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were accessed or compromised and which users were 
impacted, and then taking actions to resolve the 
situation. 
 

 
 
Web, mobile, and cloud apps and services are used to 
manage, access, and process IoT devices and data, so 
they must also be secured as part of a multi-layered 
approach to IoT security. When developing IoT 
applications, be sure to apply secure engineering 
practices to avoid vulnerabilities such as the Maturity 
model for IoT Security. 
Present Work 
Research work is going on at our college in 
identifying the Key Process Areas, Activities, 
Performance indicators, metrics at each level. 
Checklists are being prepared to assess the security 
level and road maps are being prepared to take the 
security from one level to the other. 
 
CONCLUSION 
 
Many of today’s modern IoT devices and systems are 
complex connected devices charged with performing 

critical functions. Security in these devices is a 
critical design task.    
Adopting a multi-leveled security-by-design approach 
to IoT development is essential for securely 
managing devices, data, and mobile and cloud-based 
IoT apps and services, as well as dealing with threats 
or issues as they arise.  This paper describes the 
maturity model for security in IoT – where security 
features are configured at their most secure settings at 
all times, including before, during, and after 
development enables you to maintain data privacy 
and integrity, while delivering highly available IoT 
data, apps, and services.  
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