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Abstract - Big data is a term for enormous data sets having large, more diverse and complex structure with the difficulties of 
storing, analyzing and visualizing for further processes or results. As big data provides with many benefits for different users 
and also in different sectors, efforts have to be taken in the direction of facing the challenges. This paper is divided into four 
sections viz. Introduction, big data prominence, brief description of challenges and conclusion. 
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I. INTRODUCTION 
 
Big data is the term for data sets so large and 
complicated that it becomes difficult to process using 
traditional data management tools or processing 
applications. With the advent of internet comes data 
which is so huge and not in a single form. It comes in 
structured, semi-structured and unstructured forms.  
 
The different definitions of Big Data as given by 
experts are stated below: 
 

No Definition 
1 Big data refers to environment in which 

data sets have grown too large to be 
handled, managed, stored and retrieved in 
an acceptable timeframe (Slack, 2012). 

2 We define “Big Data” as the amount of data 
just beyond technology’s capability to store, 
manage and process efficiently.(Stephen, 
Armour2013) 

3 Big data is defined as large amount of data 
which requires new technologies and 
architectures so that it becomes possible to 
extract value from it by capturing and 
analysis process(Katal, Wazid ,2013) 

4 Big data is a term for massive data sets 
having large, more varied and complex 
structure with the difficulties of storing, 
analyzing and visualizing for further 
processes or results(Sagirolu, Sinanc, 2013) 

 
Each time a new storage medium was invented, the 
amount of data accessible exploded because it could 
be easily accessed. The original definition focused on 
structured data, but most researchers and practitioners 
have come to realize that most of the world’s 
information resides in massive, unstructured 
information, largely in the form of textand imagery. 
The explosion of data has not been accompanied by a 

corresponding new storage medium.[4]. It is hard to 
conceive the scope and scale of data elements in the 
Big Data World. 
 
According to Floyer (2012) big data has the 
following characteristics: 
 Very huge (petabytes/exabytes of data, 

millions/billions of people, and billions/trillions 
of records); 

 Distributed collections of loosely structured data 
(often incomplete and inaccessible); 

 Flat schemas with few complex 
interrelationships; 

 Often involving time-stamped events and made 
up of incomplete data. Frequent connections 
between data elements must be inferred. 

 
As Philip Russom said, there are three significant 
characteristics of big data ---volume, velocity and 
variety.In the 2011 report by Mr. Larney, he defined 
those three significant characteristics as the important 
growth opportunities and challenges of big data  

 
Volume: The size that data is generated is a key 
measurement that determines the potential values of 
data and decides whether the data is big data or not. 
The amount of big data is usually measured in 
terabytes unit. Security is one of the major challenges 
of big data because of such massive data flow. 
 
Velocity: The speed that data is generated and 
processed. Since people can generate data in any 
place at any time, the data flow is huge and 
continuous. 
 
Variety: Big data include all kinds of data from many 
different sources. There are total three types of data 
that big data is collecting: structured data, semi-
structured data and unstructured data. 
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Veracity: This refers to the ambiguous or imprecise 
data. This pool of data is usually generated from 
online content eg. Social media 
II. BIG DATA IMPORTANCE 
 
In August 2010, the White House, OMB, and OSTP 
proclaimed that Big Data is a national challenge and 
priority along with healthcare and national security 
[1]. The National Science Foundation, the National 
Institutes of Health, the U.S. Geological Survey, the 
Departments of Defense and Energy, and the Defense 
Advanced Research Projects Agency announced a 
joint R&D initiative in March 2012 that will invest 
more than $200 million to develop new bigdata tools 
and techniques. Its goal is to advance our 
“…understanding of the technologies needed to 
manipulate and mine massive amounts of 
information; apply that knowledge to other scientific 
fields “as well as address the national goals in the 
areas of health energy defense, education and 
researcher” [4] 
 
Many citizens around the world look this collection 
of information with deep suspicion, seeing the 
dataoverflow as nothing more than an intrusion of 
their confidentiality. But there is strong evidence that 
big data can play asignificant economic role to the 
benefit not only of private commerce but also of 
national economies and theircitizens. In fact, the data 
can create important value for the world economy, 
enhancing the efficiency andcompetitiveness of 
companies and the public sector and creating 
substantial economic surplus for 
consumers(Lehdonvirta&Ernkvist, 2011). According 
to Manyika et al. (2011) estimate that government 
administration inEurope could save more than €100 
billion in operational efficiency improvements alone 
by using big data.Furthermore, this estimate does not 
include big data levers that could reduce fraud, errors, 
and tax gaps (i.e., thegap between potential and actual 
tax revenue). 
 
III. SOME OF THE ASSORTED CHALLENGES 
IN BIG DATA 
 
Storage and Transport Concerns: The quantity of 
data has detonated each time wehave invented a new 
storage medium. What isdissimilar about the most 
recent detonation – due largelyto social media – is 
that there has been no new storagemedium. 
Moreover, data is being created by everyoneand 
everything (e.g., devices, etc)  
 
Privacy: It is a predominant concern that has a wide 
variety of implications for anyone needing to explore 
the use of big data for development in terms of data 
acquisition, storage, retention, use and 
presentation.[8] 
 

Security: By assembling data into one data 
warehouse, people will get valuable information,but 
this data warehouseis also vulnerable tohacking 
attack. Once the data warehouse has been attacked, a 
massiveamount ofdatawill be open which may 
include much sensitive materialsuch as personal 
information, bank account, etc [9] 
 
Data: Conversion between structured data with well 
defined data definitions (often in tables) as stored in 
relational databases, and unstructured data (e.g., free 
text, graphics, multi-media, etc.) suitable for analytics 
can delay end-to-end processing performance. The 
emergence of non-relational, distributed, analytics 
oriented databases such as NoSQL, MongoDB, 
SciDB and linked data DBs provides dynamic 
flexibility in representing and organizing 
information.[4] 
 
Data Quality: The Web is an open medium in which 
everybody can publish data on the web which can 
contain outdated data, conflicting, or intentionally 
wrong (SPAM). Thus, one of the main challenges that 
Linked Data applications need to handle is to assess 
the quality of Web data and determine the subset of 
the available data that should be treated as 
dependable.[2] 
 
Mappings: Obtaining a mapping may happen by 
finding an existing mapping, by combining multiple 
existing ones into a new one, or by fresh composition. 
The resulting mapping should be made available 
again for future users. Mapping languages are hence 
an important aspect, and user interfaces to compose 
mappings and mapping systems, as well as entity 
resolution algorithms are part of such systems. 
Mappings are not only specifications, but in the end 
will also take the form of new data, new or better 
triples, that add meaning in and between existing 
dataset(s).[2] 
 
CONCLUSION 
 
Many technical and organizational challenges 
described above must be addressed before this 
potential can be realized fully. The challenges include 
not just the obvious issues of scale, but also 
privacy,security, heterogeneity, integration, lack of 
structure, data quality and regular feedback.All 
become the challenges of big data security. Security 
mechanisms of small-scale data storage, transmitting, 
and analysis, such as Encryption, Masking and 
Security Token, are no longer effective on big data 
when we centralized data from all kinds of resources.  
 “Big data” is just the beginning of the problem. 
Technology evolution and placement guarantee that 
in a few years more data will be available in a year 
than has been collected since the dawn of man. Some 
of the major challenges have been identified – going 
forward – that must be addressed. Achieving the vast 
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potential of big data demands a thoughtful, holistic 
approach to data management,analysis and 
information intelligence. 
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